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MAKINE OGRENMESI y(")NTEMLERi iLE
] SiBER GUVENLIK DEGERLENDIRMESI:
AG TRAFIK ANALIZi VE ZARARLI YAZILIM ALGILAMA

OZET

Gliniimiizde bilgiye olan ihtiyactmizin ve bagimliligimizin artmasi, bilginin
degerinin de artmasina sebep olmakta ve es zamanli olarak bilgi varliklarimiza
yonelik siber saldirilar1 da artirmaktadir. Bu siber saldirilarin biiyiik bir kismi
bilgisayar aglar1 iizerinden sistemlerimize ulasip zararlar vermektedir. Bu saldirilar,
kurum ve kisilerin itibarlarin1 ve finansal varliklarim1 tehdit etmesinin yani sira,
hastane, baraj, niikleer santraller gibi insan yasamin ilgilendiren birgok tesis icin de
biylk bir tehdit olusturmaktadir. Bu tehditlerin basinda, zararli yazilim bulagmis ve
uzaktan kontrol edilen bilgisayar gruplar1 olan botnetler gelmektedir. Botnetlerin
sahip olduklar1 degisme ve gizlenme yetenekleri sayesinde ge¢miste oldugu gibi
gelecekte de en Onemli siber tehditler arasinda yer almaya devam etmesi

beklenmektedir.

Botnetlerin algilanmasinda ag trafigini incelemek yerine ag akis bilgilerinden
yararlanilmasi, sifreli ag trafigini agilmasi igin gerekli olan yiiksek bilgisayar giicii
gereksinimi ve ag trafiginde karsimiza ¢ikan kisisel verilerin islenmesindeki yasal
sorunlar dahil olmak {izere bir¢ok zorlugun asilmasina yardimci olmaktadir. Bu tez
caligmasinda, =zararli yazilim bulasmasi sonucu botnet agina dahil olmus
bilgisayarlarin ag akis trafigini botnet veya normal olarak siniflandirabilen, TCP,
UDP ve ICMP igin protokole 6zgu uyarlanabilen veya genel olarak tim protokolleri
birlikte ele alabilen, siniflandirma i¢in diigiik hesaplama giicii gerektiren, egitim
stiresi kisa, asir1 6grenmeye karsi direncli siniflandirma modelleri olusturulmus ve bu
modellerin tahmin basarilar1 ile egitim siireleri karsilastirilmistir.  Onerilen
modellerin botnet bulagmis bilgisayarlar1 yiiksek dogruluk ve verimlilikle tespit
edebildigi gosterilmistir. En iyi performasi Random Forest algoritmasi sadece 3
0zellik kullanarak, TCP ve UDP protokoliinde %95’in tzerinde, ICMP protololiinde

%99’un lizerinde dogrulik skoru ile gdstermistir. Optimum Ongoriicii sayilar1 baz



alinarak yapilan kiyaslamada, rastgele orman algoritmasinin egitim siiresinin KNN
algoritmasindan yaklasik 4 kat, LightGBM algoritmasindan ise yaklasik 2 kat daha

diisiik oldugu goriilmiistiir.

Anahtar Kelimeler: Makine 6grenmesi, Botnet, Zararli yazilim, Siber giivenlik
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CYBER SECURITY ASSESSMENT WITH
MACHINE LEARNING METHODS:
NETWORK TRAFFIC ANALYSIS AND MALWARE
DETECTION

ABSTRACT

Today, the increase in our need and dependence on information causes an
increase in the value of information and simultaneously increases the cyber-attacks
against our information assets. Most of these cyber-attacks reach our systems over
computer networks and cause damage. In addition to threatening the reputation and
financial assets of individuals and institutions, such attacks also pose a great threat to
many facilities that concern human life such as hospitals, dams and nuclear power
plants. Among these threats, botnets, which are groups of computers infected by
malwares and controlled remotely, are of particular importance. Thanks to their
ability to evolve and hide, it is expected that botnets will continue to be among the
most important cyber threats in the future, as in the past.

Instead of examining the network traffic, the use of network flow information
in the detection of botnets helps to overcome many difficulties by eliminating the
requirement of high computational power to open the encrypted network traffic, and
the legal problems related to the processing of personal data that is encountered
within the decrypted network traffic. In this thesis, a novel classification model,
which uses the network flow information, is developed to classify the network traffic
as botnet or normal. It is intended to have short training times, resistance to
overfitting problem, robustness and overall computational efficiency. The proposed
model can be applied in a protocol specific manner for TCP, UDP and ICMP
protocols or can be applied as a general model to assess all protocols at once. It has
been shown that the proposed model can detect botnet-infected computers with high
accuracy and efficiency. Using only 3 flow features, random forest algorithm
demonstrated the best performance with an accuracy score of over 95% in TCP and
UDP protocols, over 99% in ICMP protocol and over 96% in the general model. In

the comparison based on the optimum number of estimators, it was seen that the

Vii



training time of the random forest algorithm was approximately 4 times lower than

that of the KNN algorithm and approximately 2 times lower than that of the
LightGBM algorithm.

Key Words: Machine Learning, Botnet, Malware, Cybersecurity
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I. GIRIS

A. Botnetler

Botnetler, zararli yazilim bulasmasi sonucunda siber suglular tarafindan
uzaktan kontrol edilebilen, genellikle finansal kazan¢ saglamak ya da bilgi
sistemlerine siber saldirilar diizenlemek icin kullanilan bilgisayarlardir (U.S.
Army Cyber Command, 2018). Botnetler komuta kontrol (C2C) merkezlerinden
aldiklar1 komutlar1 icra ederler. Bulastig1 bilgisayardaki kisisel verileri (kullanici
adi, sifre, ses goriintii vb.) ele gegirebilir, dosyalar: sifreleyebilir, sahte e-postalar
(spam) gonderebilir, servisi dis1 birakma saldirilart (DoS) gibi faaliyetleri icra
edebilirler. Bulundugu agdaki diger bilgisayarlara bulasip onlar1 da botnet agina
dahil edebilirler. Botnetleri kullanarak saldir1 diizenlemek i¢in {ist seviye teknik
bilgiye sahip olmak ya da botnetin sahibi olmak gerekmemektedir. Dark web
(U.S. Air Force, 2016) iizerinden botnetler satin alinarak veya kiralanarak da
saldirilar yapilabilmektedir (Montalbano, 2019).

Internet kullanima ait 2020 yili istatistikleri incelendiginde, internet
trafiginin %25.6°s1 botnet trafiine aittir ve bu oran tiim zamanlarin en yiiksek
degerini olusturmaktadir. (Bad Bot Report 2021, 2021). Siber giivenlik firmalar1
tarafindan botnetlere kars1 bir¢ok giivenlik yazilimi gelistirilmistir. Buna ragmen
diinyada her y1l yaklasik yarim milyar bilgisayar botnet aglarina dahil olmakta ve
bunun sonucunda kiiresel ekonomi yaklagik 110 milyar dolar zarara ugramaktadir
(Demarest, 2014). Cizelge 1°de 2019 yilindaki, ilk 12 botnetin komuta kontrol
sunucusu sayilarinin bulunduklar tilkelere gore dagilimi ve bir 6nceki yila gore

degisim miktar1 gosterilmistir.

Botnetler son zamanlarda finansal zarar vermenin Otesine gecerek
hastanelerin bilgi sistemlerini hedef alarak insan saghigini da tehdit eden bir
seviyeye ulagmistir (URL-1; URL-2). Gegmisin en biiyiik tehdidi olan botnetlerin,
gelecekte de en biiyiik tehdit olmaya devam edecegi degerlendirilmektedir
(Willems, 2019).



B. Botnetin Yasam Dongiisii

Botnetlerin yasam dongiisii (Sekil 1) genel olarak, enfekte olma, enjeksiyon,
baglanti, komuta kontrol ve giincelleme olmak iizere toplam 5 asamadan

olusmaktadir (Feily, vd., 2009).

Cizelge 1. 2019 Yih iilkelere gore botnet C&C sunucu sayisi ve yillik
degisimi (Spamhous Botnet Threat Report 2019, 2020)

Komuta Kontrol - Degisim
Sira Sunucusu Sayisi Ulke (+g‘;’o)

1 4712 Rusya 143
2 4007 AB.D. 76

3 1441 Hollanda 33

4 770 Cin 390
5 691 Fransa 97

6 585 Almanya 28

7 423 Litksemburg -

8 401 Biiyiik Britanya 31

9 314 Yunanistan -
10 300 Ukrayna 13
11 274 Bulgaristan 57
12 256 Isvicre 1119

Enfekte olma asamasinda saldirgan hedefinin zafiyetlerini istismar ederek
sisteme erisim saglar. Bu zafiyetler genellikle sistemlerdeki agikliklardan ve
insanlarin bilgi glivenligi farkindalik eksikliklerinden kaynaklanir (Jiang vd.,
2020; Lopes vd., 2021; Al-Kahla vd., 2021; Conteh vd.2021; Zhang ve Ghorbani,
2021).

Enjeksiyon asamasinda, hedef sistemde genellikle shellcode olarak
adlandirilan bir kod calisir, bu kodun c¢alismasi ile daha 6nceden belirlenmis
konumlarda bulunan zararli bot yazilimi enfekte olmus sisteme transfer edilir ve

calistirlir.

Baglant1 asamasinda, bot yazilimi bir komuta kontrol (C2C) sunucusuyla
baglant1 kurar. Komuta kontrol sunucusuna baglandiktan sonra artik botnete dahil

olur.

Komuta kontrol asamasinda botnete dahil olan sistemler, botmaster (botun
yOneticisi) tarafindan yonetilir. Botmaster botlara yapilmasini istedigi yasadisi

islemler i¢in komutlar gonderir ve botlar bu komutlar1 yerine getirir.



Giincelleme asamasinda ise bot yazilimi botmaster tarafindan hazirlanan
yazilim ile belirli olmayan araliklarla kendini degistirir. Bu giincelleme islemini
sayesinde, zararli yazilim algilama sistemleri tarafindan, 6zellikle imza tabanl
algilama sistemleri tarafindan, algilanmasi1 zorlasir ve ayrica bot yazilimi yeni
Ozellikler kazanir. Bu giincellemeler sonucunda bazen komuta kontrol
sunucusunun adresi degisir ve botlar artik yeni komuta kontrol sunucusu

tizerinden yonetilmeye baslanir.

Enfekt Komut =
e glmae aEn]eksi\mn e Baglanti oK::::; oﬁuncelleme

Sekil 1. Botnetin yasam dongiisii

Enjeksiyon, baglanti, komuta kontrol ve giincelleme asamalarinda iletisim
genellikle http, irc, smb, ftp, p2p gibi protokoller {izerinden yapilir (Kambourakis
vd., 2019).

C. Botnetlerin Kisa Bir Tarihi

Botnetler 2000°li yillarin ortasindan itibaren giivenlik yazilimlarina
yakalanmamak igin gelismis gizlenme teknikleri kullanmaya baslamistir
(Stephan, 2019). Bu botnetlerin basinda Zeus botneti gelmektedir. Zeus botneti,
bilgisayarlardaki kisisel bilgileri ve 6zellikle web iizerinden yapilan bankacilik
islemlerinde kullanilan hesap bilgilerini (kullanici adi, parola, hesap numarasi
vb.) ele gecirmek icin kullanilmigtir. Siber sugular, ele gecirdikleri banka
hesaplarindan, kendi hesaplarina para transfer ederek yasa disi1 biiyiikk bir gelir

saglamistir.

Kasim 2008 aymin baslarinda bilgisayar solucani olarak ortaya c¢ikan
Conficker diinyanin dikkatini ¢ekmistir. Bu zararli yazillm Windows isletim
sistemlerindeki zafiyetleri kullanarak yaklasik 10 milyonun {izerinde genis bir

botnet agi olusturmustur. Microsoft tarafindan Conficker hakkinda aylar énce



uyarilar yapilmis olmasina ragmen bu zararli yazilimdan Fransiz Deniz

Kuvvetlerinin bilgisayar aglar1 da etkilenmistir (Willsher, 2009).

Daha sonra Zeus botnetinin daha gelismis versiyonu olan Gameover Zeus
botneti 2011 yilinda ortaya c¢ikmig ve yayilmistir. Gemeover Zeus botneti
iletisimini P2P protokolii iizerinden sifreli bir sekilde yapmistir. Iletisimin sifreli
bir sekilde yapilmasi, saldir1 tespit sistemlerinin (IDS) bu iletisimin igerigini
gorememesine yol a¢cmistir. Bu sebeple IDS’ler botnetleri algilamakta etkisiz

kalmistir (Kovanen vd., 2016)

Gameover Zeus botneti ile ayn1 yilda P2P protokoliinii kullanan diger bir
botnet olan ZeroAccess botneti de dikkat ¢ekmistir. Bu zararli yazilim, kendisi ve
kullandig1 dosyalar i¢in enfekte oldugu bilgisayarlarda gizli bir dosya sistemi
olusturmustur. ZeroAccess’in gelistirilmesindeki ana motivasyon, bu zararl
yazilim ile web sitelerindeki reklamlara tiklama yapilarak finansal gelir (PPC-

pay-per-click) elde edilmesidir (Symantec, 2013).

2014 yilinda diinyanin en tehlikeli zararli yazilimi olarak goriilen Emotet
botneti tespit edilmistir. Bu zararli yazilim daha ¢ok zararli e-posta ekleri ile
bilgisayar sistemlerine bulagmistir. Emotet botneti, diger siber suglular tarafindan
kiralanmig, kiralayanlara bu bilgisayarlara istedikleri zararli yazilimlar
ylklemesine izin vermistir. Bu 6zellik Emotet’i diger zararli yazilimlardan ¢ok
daha tehlikeli yapmistir. Emotet botneti 2021 yilinin ocak ayinda birgok iilkenin
yasal gii¢leri tarafindan yapilan ¢aligmalar ile kapatilmistir (URL-3).

Dikkat ¢eken diger botnetler ise Necurs, Mirai, Phorpiex ve FreakOut’dur.
Bu botnetlein kullandiklar1 protokoller, tahmini ortaya cikis tarihleri ve sahip

olduklar1 bot sayilar1 Cizelge 2 de gosterilmistir.



Cizelge 2. Onemli botnetlerin ¢ikis tarihleri, bot sayilar1 ve kullandiklar
protokoller

Tahmini Bot

Yil Botnet Protokol Referans
Sayis1
http, https,
2021  FreakOut bilinmiyor dns, arp, (Ventura ve Hamama, 2021; Ji, 2021)
telnet, tcp, ' .
udp

http, https, (Check Point Research, 2020; Team,
ftp, tcp 2021)
(Das vd.,2021; Jiang vd., 2020; Marzano

2019  Phorpiex 1.000.000

http, https -
- ' ' vd., 2018; Tok, 2019; Kambourakis vd.,
2016 Mirai 400.000 tr‘;'”tit’ d:j 2017; Margolis vd., 2017; Mathews,
2014 Necurs 6.000.000 http, tcp (Kessem, 2020; Krasuski, 2016)

(Patsakis ve Chrysanthou, 2020; Kuraku
http, https, ve Kalla,2020; SophosLaps Research

2014 Emotet 1.6000.000 tep, udp Team, 2019; Grozdanova, 2021; Lu,

2019)
2011 Zeroaccess  9.000.000 tep,udp (Rawat vd., 2021; Wyke, 2012)
2011 GameOver 500.000- tep, udp (Andriesse vd.,2013)
Zeuz 1.000.000
2008 Conficker 10500000 P 3’35 P (Asghari vd.2015, Shin ve Gu, 2010)
(Balaban, 2020; Ibrahim ve
2007 Zeus 13.000.000  udp, tcp, http  Thanon,2015; Ganan vd.,2015; Mane,

2017)

2020 yilinda botnetlerin saldirilarina ait istatiksel bilgiler Sekil 1’de
gosterilmektedir. Bu bilgilere gore Emotet botneti, diinya ¢capinda, 2020 yilindaki
botnet saldirilarinin %33’tint, Dridex %15’ini, Trickbot %14’0nd, Qbot %9’unu,
Phorpiex %7’sini, Gluptebada %5’ini ve geri kalan diger tiim botnetler ise

%17 sini gergeklesmistir. (URL-4).

33%

25%

Share of global botet attacks

5%

0%
Emotet Dridex Trickbot Qbot Phorpiex Clupteba Other

Sekil 2. 2020 yilinda diinya genelindeki en aktif botnetler (URL-3)



D. Botnetlerin Mimarisi

Bir botnet en az bir bot komuta kontrol sunucusundan ve en az bir,
genellikle binlerce bot istemcisinden olusur (Craig vd., 2007). Genel olarak

botnetler merkezi, dagitik ve hibrid olmak iizere ii¢ yapida ¢alisirlar.

Merkezi yapida bir veya birden fazla komuta kontrol sunucusu calisir (Sekil
3). Komuta kontrol sunucularindan birinin g¢alismamast durumunda digerleri
botneti yonetmeye devam eder. Bu yapinin avantaji kurulumunun ve yonetiminin
basitligidir. Dezavantaji ise tek nokta hatasina (single point failure) yatkin
olmalaridir. Komuta kontrol sunucularinin kapatilmasi ya da calisamamasi
durumunda botnet varligini siirdiiremeyecektir. Merkezi yapiyr kullanan

botnetlere drnek olarak Zeus gosterilebilir (Ibrahim ve Thanon, 2015).

BOT BOT

BOT BOT

o /

Sekil 3. Merkezi yapida ¢alisan botnetler

Dagitik (P2P) yapida calisan botnetlerin merkezi bir komuta kontrol
sunucusu bulunmamaktadir. Her bot diger bot ile iletisime gecebilmekte ve ayni
zamanda komuta kontrol sunucusu olabilmektedir (Sekil 4). Bu yapinin
dezavantaji iletisimde yasanan hiz kaybidir. Avantaji ise bu yapiyr kullanan
botnetlerin belirli sunuculari olmamasindan dolay1 kapatilmasinin zor olmasidir.
Dagitik yapiyr kullanan botnetlere 6rnek olarak GameOver Zeus gosterilebilir

(Kebande vd.,2019).
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Sekil 4. Dagitik yapida calisan botnetler

Hibrid yapi, merkezi ve dagitik yapinin birlesimidir (Sekil 5). Genellikle
komuta kontrol sunuculari, proxy botlar ve diger botlar olmak iizere fi¢
katmandan olusur. Merkezi ve dagitik yapidaki dezavantajlar1 ortadan kaldirir.
Hibrid yapiy1r kullanan botnetlere ornek olarak Sality ve Miner gosterilebilir
(Vormayr vd., 2017)

BOT/ -

BOT/C2C
/ 4 ., \
N ﬂ o SOT/GE
\
¢
\

BOT

BOT BOT

Sekil 5. Hibrid yapida ¢alisan botnetler




E. Botnet Algillama Yontemleri

Botnetlerin algilanmasi, genis capta calisilan bir konu olmustur ve bu
alanda bir¢ok yaklasim onerilmistir (Abbas vd., 2021; Wang vd.,2020; Shang vd.,
2018; Vinayakuma vd., 2020; Al Shorman vd., 2020, Seungjin vd., 2020;
Gaonkar vd., 2020; Van Can 2020; Sriram vd., 2020; Vishwakarma vd. 2019). Bu
yontemler genel olarak balkiipii, imza tabanli ve anomali tabanli olmak {iizere ii¢

sinifta toplanir.

1. Bal Kipu Sistemleri

Bal kiipli (honeypot) sistemleri, siber saldirganlarin ag iizerinden yaptigi
ataklar1 izlemek ve kayit altina almak i¢in, gergek sistemlere benzeyen
bilgisayarlardir (Hoopes, 2008). Siber saldirganin bilgisayar {izerinde yaptigi
davraniglarin analiz edilmesine yardimci olur. Birden fazla bal kiipiinden olusan
sistemlere bal ag1 sistemleri (honeynet) denir. Bal ag1 sistemlerinde amac siber
saldirganlara gergek bir bilgisayar aginda bulunan sistemlere benzeyen bilgisayar
sistemleri sunmaktir. Siber saldirganlarin bu bal a1 iizerindeki davranislari
izlenir ve kayit altina alinir. Siber saldirganlarin bu sistemlerle etkilesime
gecmesi durumunda alarm olusturularak siber saldir1 hakkinda sistem yoOneticileri
haberdar edilir. Honeypot ve honeynetlerin botnetlerin algilanmasinda nasil
kullanilacagina dair bir¢ok ¢alisma mevcutdur (Seungjin vd., 2020; Banerjee ve
Samantaray, 2019; Banerjee,2021; Noaman vd., 2019). Bu tiir algilama
yaklagimlarinin dezavantaji, sadece mevcut olan botnetlerin davraniglar ile
karsilasinca onlar1 algilayabilirler, heniiz tespit edilememis ya da ileride
olusturulacak botnetleri yakalamasi miimkiin degildir. Bu sistemlerin avantaji

yanlis pozitif (FP) oranlarinin diisiik olmasidir.

2. imza Tabanh Sistemler

Imza tabanli sistemler botnetleri algilamak igin botnetlere ait imzalari
kullanir. Ag trafigi iizerinden gecen paketlerin iceresinde ya da iizerinde calistig
sistemde botnetlere ait imzalari, Oriintiilleri bulmaya c¢alisir. Bu yaklasimi
kullanan uygulamalarin basinda SNORT saldir1 tespit ve karst koyma sistemi
gelir. Bu sistemdeki imzalarin siirekli giincel tutulmasi, sistemin etkinliginin

artmasin1 saglar (Saiyod vd., 2018). Bu sistemlerin avantaji daha Onceden



tanimlanmis olan ve ag lizerinden sifresiz iletisim kuran botnetlerin algilamasinda
yiiksek basar1 oranina sahip olmalaridir. Genel olarak, imza tabanli yaklagimlar
ag tlizerinden sifreli iletisim kuran botnetleri ve heniiz kesfedilmemis botnetleri

algilayamazlar.

3. Anomali Tabanh Sistemler

Anomali tabanli yaklasim, botlarin agdaki zararsiz bilgisayarlardan farkl
bir iletisime sahip oldugu varsayimina dayalidir. Bu anomalilerin en basinda,
yiuksek ag trafik gecikmesi, yiiksek hacimli ag trafigi, daha once goriilmemis
trafik akislari, akis siireleri ve olagan dist iletisimler gelir (Zeidanloo vd.,2010).
Anomalileri tespit etmek icin basta makine Ogrenmesi tekniklerinden
yararlanilarak bir¢ok ¢alisma yapilmistir (Biradar ve Padmavathi, 2020; Silva vd.,
2020; Vinayakumar vd., 2019; Ibrahim vd., 2021; Jagadeesan ve Amutha, 2021;
Alharbi ve Alsubhi, 2021). Bu sistemlerin zayif tarafi, zararli yazilim bulasmamis
bilgisayar iletisimini taklit ederek iletisim kuran botnetleri aligilamada ¢ok etkili
olamamalaridir (Wu vd., 2019). Diger taraftan bu sistemlerin avantaji, heniiz

kesfedilmemis botnetleri yakalayabilmeleridir.

F. Tlgili Cahsmalar

Literatiirde botnetlerin algilamasina yonelik bircok c¢alisma yapilmistir.
Yapilan ¢alismalarda birgok farkli veri seti kullanilmistir. Veri seti 6zelliklerinin
(feature) seg¢imi, Ozelliklerden yeni 6zellik olusturulmasi ve kategorik verilerin
sayisal verilere donlisiimiinde secilen yontemler yapilan calismalarin karsilikl
olarak kiyaslanmasini zorlagtirmaktadir. Bu boliimde o6zellikle literatiirde son

zamanlarda 6ne ¢ikan ¢alismalar incelenmistir.

Velasco-Malta vd. (2021) yaptiklar1 ¢alismada CTU-13 veri setindeki TCP
akis bilgilerinden yararlanarak olusturduklar1 2 ayr1 veri setinde rastgele orman,
karar agac1 (decision tree) ve KNN siniflandiricilar igin sirasiyla 5, 6 ve 7 6zellik
kullanmiglardir. Olusturduklart modellerde botnetler tarafindan degistirilebilen
bir ozellik olan ve modelin asir1 6grenme (overfitting) yapmasina neden
olabilecek, hedef port (dPort) 6zelligini de kullanmislardir. En yiiksek basariy1 5
Ozellik kullanarak %85 F1 skoru ile elde etmislerdir.



Joshi vd. (2021) CTU-13 veri seti iizerinde yapay sinir aglarini (ANN)
kullanarak olusturduklari modelde fuzzy logic tabanli 6zellik se¢imi yapmislardir.
Modelin basarist dogruluk skoru ile %99.94 olarak Ol¢iilmiistiir. Model i¢in
kullandiklar1 6zellikler arasinda kaynak ip adresi (source ip) ve hedef ip adresi
(destination ip), port numarasi gibi botnetler tarafindan degistirilebilen ve

modelin asir1 6grenmesine sebep olan 6zellikler kullanmislardir.

Joshi wvd. (2020) ozellik se¢cim (feature selection) algoritmalarina
odaklanarak CTU-13 veri seti iizerinde yaptiklar1 ¢alismada Support Vector
Machine (SVM), lojistik regression (LR), KNN ve karar agaci algoritmalarini
kullanmiglardir. Olusturduklart modellerde dogruluk skoru olarak ulastiklar1 en
yuksek, SVM modelinde %90, LR modelinde %77, KNN modelinde %99, karar
agacinda ise %83 olmustur. Ulasilan en diisiik skorlar ise SVM modelinde %75,
LR modelinde %76, KNN modelinde %96, karar agacinda ise %77 olmustur.
Yapilan caligmada kaynak ve hedef ip adresi gibi ezbere yol agan ozellikler
kullanilmis olup veri setinin dengesizligine, sayisal olmayan Ozelliklerin nasil
sayisal degerlere doniistiiriildiiklerine (encoding) deginilmemistir. Calismada en
yiiksek skora ulasan KNN algoritmasinda kullanilan k degeri de (komsu sayisi)

belirtilmemistir.

Muhammad vd. (2020) yaptiklar1 ¢alismada CCC (Cyber Clean Center)
(URL-4) ait C08, C09, C10, C13 veri setlerini kullanmiglardir. Bu veri setleri
tizerinde port numarasit 6667/tcp (IRC) ve port numarasi 80/tcp (HTTP) olan
kayitlardan toplam 40 Ozelligi kullanarak olusturulmustur. Olusturuduklar
modellerde rastgele orman algoritmasinin dogruluk skoru %99 olarak
gozlemlenmistir. Ozellik sayisinin, literatiirdeki  diger c¢alismalar ile
kiyaslandiginda, c¢ok yiiksek oldugu ve asir1 Ogrenmeye yol actigl

degerlendirilmektedir.

Algelal vd. (2020) boosting, bagging ve rastgele orman algoritmalarini
birlestirerek, CTU-13 veri seti (senaryo 11) lzerinde botnetlerin tespiti icin bir
siniflandirma modeli olusturmustur. Bilgi kazanma 06lgegi (information gain
measure) kullanilarak secilen 8 adet ag akis 6zelligini kullanan arastirmacilar,
calisma sonucunda %99.84’liik bir dogruluk skoru bildirmislerdir. Secilen ag akis

ozellikleri ise; kaynak ip, hedef ip, baslangi¢ zamani, gecen siire, iletisim
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protokoli, iletisim durum bilgisi (transaction state), toplam paket sayis1 ve toplam

byte sayisindan olusmaktadir.

Gunawan vd. (2019) ise CTU-13 data seti lizerinde gelistirdikleri modelde
KNN siniflandirma algoritmasini kullanarak incelenen senaryoya gore %75.84 ile
%97.27 arasinda degisen dogrulukla botnetleri tespit edebildiklerini
belirtmislerdir. Bu modelde kullanilan 9 adet ag akis 6zellikleri; gegen siire,
iletisim protokolii, iletisim durum bilgisi, kaynak port numarasi, hedef port
numarasi, kaynak ip, hedef ip, toplam paket sayisi ve toplam byte sayisindan

olusmaktadir.

Jiang vd. (2019), botnet komuta ve kontrol sunucularinin tespiti igin
gelistirdikleri 6grenme temelli modelde farkli bir strateji izlemistir. Bu model
clustering yontemi ve ¢esitli heuristic kurallar kullanarak kismi ag trafigini dogru
olarak siniflandirirken, Ornek se¢im fonksiyonu kullanarak olusturdugu
kronolojik veriyi diger komuta ve kontrol sunucularini tespitinde kullanmaktadir.

Onerdikleri modelin F-score degeri 0.886 olarak hesaplanmustir.

Coskun (2020) vyaptig1 tez calismasinda CICIDS2017 veri setini
kullanilmistir. Bu veri setinde 14 ¢esit siniflandirma bulunmaktadir ve siniflardan
bir tanesi botnet olarak etiketlidir. Bu veri seti dengesiz (imbalanced) bir veri
setidir (Abdulrahman vd.,2020). Bu veri setine ait 53 0zellik kullanilarak,
boosting algoritmalarinin basarilar1 incelenmistir. LightGBM algoritmasinin
capraz dogrulama performanst %94.45, botnet siiflandirmasinin ROC-AUC

skoru ise 0.50 olarak hesaplanmistir.

Harun (2019) yaptig1 tez c¢alismasinda, botnet algilama yOnteminin
hesaplama verimliligini artirmak igin, kaynak ip adresi olarak hi¢ goriilmemis ve
baska bir ip adresi ile yalnizca tek bir kez iletisime ge¢cmis ip adreslerini CTU-13
veri setinden filtreleyerek, olusturdugu bu veri setinde botnetlerin saldir1 ve
yayllma asamalarina odaklanmiglardir. Yapilan ¢aligma, mevcut botnetleri saldir
ve yayillma yapmadig: siirece tespit edemeyecektir. Ornek olarak kurumsal veya
kisisel hassas verileri toplayip bunlar1 siber suclulara ileten, botnete dahil olmus
bir bilgisayar algilanamayacaktir. Bu ¢alismanin olumsuz olarak goriilebilecek
diger bir yonii ise test ve egitim seti i¢in izlenen yaklagimdir. Bu yaklasimda,

genel bir bot algilama metodu gelistirirken, rastgeleligi saglamak icin tiim verileri
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rastgele karigtirmak yerine, CTU-13 veri setinin toplam 13 parcadan olusan

senaryolarinin bir kismini test bir kismini egitim i¢in kullanilmistir.

CTU-13 wveri setini kullanan diger bir ¢alima ise Chen (2018) tarafindan
yapilmistir. Chen ¢alismasinda, CTU-13 veri setinden belli bir zaman araligindaki
(time window) kayitlar1 gruplayarak 113.601 kayita sahip yeni bir veri seti
olusturmustur. Bu veri seti lizerinde rastgele orman, karar agaci ve lojistik
regresyon siniflandirma algoritmalarini kullanarak gelistirdigi modellerde en iyi
performansa %.94.6 dogruluk skoru ile rastgele orman algoritmasi kullandig:
model i¢in ulagsmistir. Olusturulan modelde, hedef ip adresi ve hedef port

numarasi 6zellikleri de dahil olmak {izere toplam 11 6zellik kullanilmistir.

Blaise vd. (2020), iki farkli varyanta sahip BotFP adli botnet algilama
model gelistirmiglerdir. Bunlardan biri  gozetimli makine Ogrenmesi
algoritmasiyla imzalardan Ogrenerek botnet tespiti yaparken, digeri benzer
Ozelliklere sahip ag trafigi durumlarini gruplandirmak ig¢in her bir bilgisayardan
gelen imzalar1 kiimelendirme prensibine dayaniyordu. BotFP’nin dogruluk skoru

ise yaklasik 100% olarak rapor edilmisti.

Literatiirde, benzer sekilde, %100’e yakin dogruluk rapor edilen baska
calismalar da mevcuttur (Gahelot ve Dayal, 2019; Ahmed vd., 2020). Tim bu
caligmalarin ortak noktasi ise yliksek dogruluk degerlerine ulasabilmek i¢in ¢ok
sayida akis oOzelligini modellerinde kullanmalaridir. Fakat bu yaklagimin ii¢
onemli sorunu vardir. Bunlardan birincisi, kullanilan o6zellik sayisi arttikga,
modelin asir1 6grenme problemine yatkin hale gelmesidir. Bagka bir deyisle,
gelistirilen modelin etkinliginin sadece egitildigi veri seti ile sinirli kalmasidir.
Bu durum, Chandrashekar ve Sahin (2014) tarafindan yapilan ¢alismada da dile
getirilmis, cok sayida Ozellik kullaniminin her zaman daha iyi performans
gostermeyece8i ve Ozellik seciminde basitligin 6nemine vurgu yapilmistir.
Ikincisi ise ilkiyle baglantili olarak, bu akis ozelliklerinin bazilarinin botnet
tespitinde zaten genel tanilayici nitelikte olmamalaridir. Ornegin, bazi botnetlerin
yakalanmalarin1 giliclestirmek i¢in, algilama modellerinde kullanilan kaynak ve
hedef ip adresi Ozelliklerinin, botnet komuta ve kontrol sunucular1 araciligiyla
belirli araliklarla degistirilebildigi bilinen bir durumdur (Zhou S., 2015).
Dolayisiyla, bu gibi 6zelliklerin botnet siniflandirma modellerinde kullanilmasi

gereksiz ve dahasi, kapsayici bir model olusturmayi engelleyici niteliktedir.
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Uciinciisii ise kullanilan 6zellik sayisinin  artmasi ile birlikte botnetleri

algilayacak sistemler i¢in ortaya ¢ikan hesaplama giicii ihtiyacinin da artmasidir.

G. Tezin Amaci ve Kapsami

Bu calismanin esas amaci, ag akis verileri kullanilarak botnetlerin
algilanmasinda kullanilacak hesaplama ytikii hafif ve tahmin performans yiiksek,
asirt 0grenme problemine karst direngli, protokole 6zgili bir makine dgrenmesi
siniflandirma modeli olusturmaktir. Bu amag kapsaminda, ger¢ek botnet ag trafigi
verileri iceren CTU-13 veri setini kullanilarak, protokole 6zgii ve az sayida ag
akis Ozelligi lizerinden yiliksek dogrulukla siniflandirma performansi sunan ayrik
modeller olusturulmus; bu modellerin performans: literatiirdeki geleneksel
yaklasim olan ve tiim protokollerin birlikte ele alinmasina dayanan genel bir
modelle kullanilan her bir makine 6grenmesi yontemi i¢in (LightGBM, Rastgele

Orman, KNN) kiyaslanmistir.

Tezin béliimlerinin organizasyonu ve igerigi su sekildedir. Ikinci bdliimde,
bu c¢alismada kullanilan CTU-13 veri setinin 6zellikleri, bu veri setindeki her
senaryoya ait veri miktari, her protokole ait kayit sayilari, normal ve botnet
trafigin sinifsal dagilimlarina ait ¢esitli ¢izelgelere ve sekillere atifta bulunularak
incelenmistir. Sonrasinda dengesiz bir veri seti olan CTU-13 veri setinin
dengelenmesinde izlenen yaklasim, olusturulacak simiflandirma modelinde
kullanilacak ag akis 6zelliklerinin se¢iminde dikkate alinan hususlar ve kullanilan
bilimsel yaklasimlara yer verilmistir. Uciincii boliimde, kullanilan bilimsel
yontemler anlatilmis ve secilen ozelliklerin her protokol icin paralel koordinat
goriiniimlerinin bir incelemesi sunulmustur. Daha sonra makine Ogrenmesi
yontemlerinin performans Ol¢limlerinde kullanilan degerlendirme Olgiitleri
kapsamli bir sekilde anlatilmistir. Son olarak bu calismada kullanilan makine
O0grenmesi algoritmalar1 ele alinmig, bu algoritmalarin c¢aligma prensipleri
Ozetlenmis, avantajlar1 ve dezavantajlart siralanmigtir. Dordiincii boliimde,
yapilan c¢alismanin uygulama esaslar1 ve izlenen bilimsel yontem anlatilmis,
Onerilen botnet tespit modellerinin performans degerlendirmeleri dogruluk,
kesinlik, duyarlilik ve F1 skorlar1 ile tespit edilmis ve cizelgeler halinde
sunulmustur. Bu boliimiin sonunda sonuglarin kapsamli bir degerlendirmesi ve

ele aliman yoOntemlerin kiyaslamasi istatiksel hususlar da dikkate alinarak
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yapilmistir. Besinci boliimde ise yapilan ¢alismanin detayli bir 6zeti sunulmus,
literatiirdeki diger caligmalardan farkli yanlar1 ve elde edilen sonuglar, literatiire
yapilan katkilar maddeler halinde siralanmistir. Son olarak, gelecekte yurutilecek
bilimsel ¢alismalara yonelik oneriler bu ¢alismada elde edilen bilimsel tecriibeler

151g¢1nda listelenmistir.
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Il. VERI SETI

A. CTU-13 Veri Seti

Botnetlerin algilanmas1 ig¢in kullanilacak veri setinin, ger¢ek botnet
trafiginden olusmasi, uzun bir siirede toplanmis olmas1 ve birden fazla botnete ait
trafigi icermesi, olusturulacak botnet algilama modelinin basarisini etkileyecek
konularin basinda gelir. Bu nedenle yapilan c¢alismada Cek Teknik
Universitesi’nde olusturulan CTU-13 botnet veri seti kullanilmistir (Garcia vd.,
2014). Garcia vd. internet erisimi olan bilgisayarlarin bir kisminda, 7 farkli
botnet zararli yazilimini c¢alistirmiglaridir. Bu bilgisayarlarda, botnetlerin
olusturdugu sahte e-posta gonderme, sahte tiklama (click-fraund), servis disi
birakma saldirist (DoS) vb. gibi zararli faaliyetlerinin ag trafigini kaydetmislerdir.
Ayrica higbir zararli yazilim bulagsmamis bilgisayarlara ait ag trafiklerini de
kaydetmiglerdir. Kaydedilen bu trafiklerden ag akis (netflow) bilgilerini
olusturmuslar. Ag akis bilgisi kayitlarin1 botnet, arka plan ve normal olarak
etiketleyerek CTU-13 veri setini olusturmuslardir. Bu veri seti 13 botnet
senaryosundan olusmaktadir. Bu senaryolarla ilgili, gegen siire, ag akis1 kayit

sayis1 ve boyutu, botnet bilgisi ve bot sayilar1 Cizelge 3’de gosterilmistir.

Cizelge 3. CTU-13 veri setindeki 13 senaryoya ait veri miktarlar1 (Garcia
vd.,2014).

[o Siure(saat) NetFlows Boyut (GB) Botnet  Bot Sayisi
1 6.15 11,231,035 52 Neris 1
2 4.21 7,037,972 60 Neris 1
3 66.85 15,202,061 121 Rbot 1
4 4.21 4,238,045 53 Rbot 1
5 11.63 7,710,910 37.6 Virut 1
6 2.18 2,579,105 30 Menti 1
7 0.38 454,175 5.8 Sogou 1
8 19.5 11,993,935 123 Murlo 1
9 5.18 8,087,513 94 Neris 10
10 4.75 5,180,852 73 Rbot 10
11 0.26 40,836 5.2 Rbot 3
12 1.21 1,262,790 8.3 NSIS.ay 3
13 16.36 6,425,345 34 Virut 1
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Bu veri setindeki kayitlar toplam 15 6zellige sahiptir (14 akis ve 1 etiket

bilgisi). Bu 6zellikler ve agiklamalar1 Cizelge 4’de listelenmistir.

Cizelge 4. CTU-13 veri setindeki kayitlara ait 6zellikler

Ozellik Aciklama

StartTime baslangi¢c zamani

Dur gecen toplam zaman

Proto protokol

SrcAddr kaynak ip adresi

Sport kaynak port numarasi, 0 ile 65535 arasinda
Dir iletisimin yonii

DstAddr hedef ip adresi

Dport hedef port numarasi, 0 ile 65535 arasinda
State iletisim durum bilgisi

sTos source type of service byte value.

dTos destination type of service byte value.
TotPkts iletisimdeki toplam paket sayisi

TotBytes iletisimdeki toplam byte say1si

SrcBytes kaynak ip adresinden gonderilen byte sayis1
Label iletisimdeki trafigin simflandirilmasinda kullanilan etiket bilgisi

Botnet, Normal ve Background

B. CTU-13 Veri setinin Sayisal Ozellikleri

CTU-13 veri seti incelendiginde toplam 19 protokole ait kayitlarin oldugu

goriilmektedir. Protokollere ait kayit sayilar1 incelendigi en ¢ok udp protokolii

daha sonra sirasiyla tcp, icmp ve diger protokollerin geldigi goriilmektedir (Sekil

2; Cizelge 5). Bu veri setinde 15 protokole ait higbir botnet trafik kaydi

bulunmamakta, 1 protokole ait sadece 3 botnet kaydi bulunmaktadir. Bu sebepten

dolayr bu veri seti iizerindeki udp, tcp ve icmp protokolii disinda kalan 16

protokole 6zgii botnet siniflandirmasinin yapilmasi: miimkiin degildir.
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® udp N tcp ®icmp Higmp H rtp

u rtcp Harp W ipvb6-icmp B ipx/spx H pim
Hipvb ® udt H esp ®rarp ® unas
rsvp mllc ®gre ® ipnip

Sekil 6. CTU-13 veri setinin protokollere gore kayit dagilimi

Yapilan ¢alismada amag botnet trafiginin algilanmasi oldugu i¢in, CTU-13
veri setinin iizerindeki trafik bilgilerini botnet ve digerleri (normal) olarak 2
sinifta gruplayabiliriz. Bu sekilde CTU-13 veri setini inceledigimizde Cizelge
5’den de anlasilabilecegi lizere veri setinin dengesiz bir sinif dagilimina sahip
oldugu goriilmektedir. CTU-13 veri seti Uzerindeki bu dengesizlik, gercek
diinyada kurumlarin bilgisayar aglar1 ilizerinde olusan botnet ve normal trafik

dagilimina benzedigi sdylenebilir.

CTU-13 veri setinin genelindeki dengesiz sinif daglimi, protokol bazinda da

karsimiza ¢ikmaktadir. (Cizelge 5, Sekil 7).
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14874785
16000000

14000000
12000000
10000000
8000000
6000000 4199368
4000000
2000000 148437 181262 381355 114997

0
udp tcp icmp

® Normal mBotnet

Sekil 7. CTU-13 verasetinin dengesiz sinif dagilimi

Cizelge 5. CTU-13 veri setinin protokollere gére nomal ve botnet kayit sayisi .

Protokol Normal Botnet Toplam
udp 14874785 148437 15023222
tcp 4199368 181262 4380630

icmp 381355 114997 496352
igmp 38709 0 38709
rtp 13911 3 13914
rtcp 11510 0 11510
arp 10545 0 10545
ipv6-icmp 1120 0 1120
ipx/spx 267 0 267
pim 140 0 140
ipv6b 127 0 127
udt 65 0 65
esp 47 0 47
rarp 19 0 19
unas 16 0 16
rsvp 7 0 7
llc 7 0 7
gre 2 0 2
ipnip 1 0 1

C. Dengeli Veri Seti Olusturma

CTU-13 veri setinde botnete ait trafikler genel trafigin yaklasik %2’sini

olusturmaktadir ve bu sebeple dengesiz bir veri setidir. Botnetleri algilayan basit

18



bir model olusturdugumuzda, karsisina ¢ikan her akist normal diye
siniflandirdigini varsayarsak, bu modelin basaris1 %98 olacaktir ki bu arzu edilen
bir sonug¢ degildir. Benzer sekilde bu dengesiz veri seti lizerinden gelistirilecek

modellerin performansinin en kotii durumda %98 olmas1 beklenebilir.

Dengesiz veri setlerinin olusturdugu bu durumun 6niin gegmek igin veri
setini yeniden Orneklememiz gerekir bunun i¢in iki farkli yaklasim
kullanilmaktadir. Birinci yaklagim, artirmali 6rnekleme (oversampling) Sekil 8’de
gosterilen, veri setinde az olan sinif sayisini, veri setinde ¢ok olan sinif sayisi
kadar tekrar ederek ¢ogaltilmasidir. ikinci yaklasim ise, azaltmali Srnekleme
(undersampling) Sekil 9’da gosterilen, veri setinde fazla olan sinif sayisini az

olan sinif sayisina indirmektir.

Sinif 2
Sinif 2
Sinif 2
Sinif 2
Sinif 2
Sinif 2
Sinif 2

s 2

Orjinal veri seti Oversampling ile dengelenen veri seti

Sinif 1

Sekil 8. Artirmali 6rnekleme

Artirmali 6rnekleme yontemi ile olusturulacak veri setini kullanacak
modelin asir1 0grenme yapma ihtimali artabilir, modelin performansini
disiirebilir ve bilgisayarin hesaplama giicli gereksinimini artirabilir (Branco ve

Ribeiro, 2015; Chawla vd., 2002; Drummond ve Holte, 2003 ).
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Sinif 1

Rastgele Segim

N

Orjinal veri seti Undersamplingile dengelenen veri seti

Sekil 9. Azaltmali 6rnekleme

Yapilan ¢alismada UDP, TCP ve ICMP protokollerine 6zgii ve genel bir
model gelistirilecegi i¢in Oncelikli olarak bu protokollere ait dengeli veri seti
olusturulmalidir. Olusturacagimiz dengeli veri setleri icin secilen yOntem
artirmali 0rnekleme yonteminin dezavantajlarindan dolay1 azaltmali 6rnekleme

olacaktir.

UDP protokoliine ait botnet etiketli kayit sayisi kadar (148.437), UDP
protokoliiniin normal etiketli kayitlarindan rastgele (random) 148.437 kayit segip
bunlar1 birlestirerek, UDP botnet algilama modeli i¢in kullanacagimiz 296.874

kayita sahip bir veri seti olusturulmustur.

Ayni iglemleri tcp ve icmp protoklleri i¢in de tekrarlayip, yarisi botnet
yarisit normal trafige sahip olacak sekilde, TCP protokolil icin 362.524 kayitl,
icmp protokolii igin 229.994 kayitli, bu protokolleri kapsayacak genel model igin
889.392 kayith veri setleri olusturulmustur. Olusturacagimiz modelin basarisini
daha iyi test etmek icin, her protokol ve genel model i¢in 3 adet ayr1 veri seti

olusturulmustur (Kiime-1, 2, ve 3).

Olusturulan bu veri setleri lizerinde, makine 6grenme algoritmalarinin
performansini olabildigince objektif ve dogru bir yaklasimla degerlendirmek i¢in
10-katli capraz-dogrulama (10-fold cross-validation) yontemi kullanilmistir. Bu
yontemle, ilgili veri setleri 10 parcaya bolundr, her seferinde bu on pargadan
farkli 1 par¢ca dogrulama i¢in ayrilirken, kalan 9 parca egitim i¢in kullanilir.
Literatiirde genellikle 10 katli ¢apraz dogrulama yontemi tercih edilmektedir

(Algahtani vd., 2020; Mahardhika vd., 2017; Algelal vd., 2020; Ismail vd., 2021)
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I1l. YONTEM

Bu calismada izlenen yonteme ait akis semas1 Sekil xxx de gosterilmistir.

10 Kat
3 Set Capraz Dogrulama

Dogruluk

LightGBM

Random Forest

Duyarliik

1

Performans
Olglimii

Model
Olusturma

Dengeli Veri

Seti Olustuma Ozellik Segimi

Sekil 10. Calismanin akis semasi
A. Ozellik Se¢imi ve Korelasyon Filtresi

Cizelge 4’de gosterilen akis oOzelliklerinin biiylik bir ¢ogunlugu genel
tanilayicit nitelige sahip degildir ve bu nedenle siniflandirma modelinden
cikarilabilir. Ornegin, bir kayitin baslangic zamani, botnet saldirilar1 herhangi bir

zamanda olabilecegi i¢in botnet saldirilarinin tespiti i¢in dnemli bir bilgi degildir.

Bu calismada, TCP, UDP ve ICMP kayitlar1 ele alindigindan, iletisim
protokolii (protocol) 6zelliginin kullanimina da gerek yoktur. Kaynak ve hedef
portlar1 ve ip adresleri botnetler tarafindan degistirilebildiginden, bu 6zelliklerin
siniflandirma modelinde kullanilmasi ¢ogu zaman islevsizdir. Ornegin fast-flux
teknikleri kullanilarak ip adreslerinin degistirilmesi miimkiindiir (Al-Nawasrah
vd., 2020; Caglayan vd. 2010). Benzer sekilde iletisim yonii (transaction
direction) de botnetler tarafindan degistirilebilir bir o6zelliktir ve goz ardi
edilebilir. Iletisim durumu (transaction state) ozelligi ise sadece isaret (flag)

bilgisi igerir ve botnet tespiti i¢in islevsizdir. Ayn1 zamanda, kaynak ve hedef i¢in
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hizmet tiirii byte degerlerinin (source and destination types of service byte value)

botnet siniflandirmasinda kullanilmasi da islevsel olmayacaktir.

CTU-13 veri setinde, olusturulacak modellerde islevi olmayacak 6zellikleri
cikardiktan sonra geriye Dur, TotPkts, TotByes ve SrcBytes o6zellikleri
kalmaktadir. Sekil 11-14’de bu ozelliklerin ayr1 ayrt TCP, UDP, ICMP
protokollerinden olusan veri setleri i¢in ve bunlarin tamamini i¢ceren genel veri
seti icin korelasyon matrisleri gosterilmektedir. Bu matrisler Pearson korelasyonu
(r) kullanilarak olusturulmustur. Bu gorsellerden anlasilabilecegi iizere, toplam
takas edilmis paket sayis1 (total number of packets exchanged) ve toplam takas
edilmis byte miktar1 (total bytes exchanged) arasinda yiiksek bir korelasyon
mevcuttur ve ikisini birden simiflandirma modelinde kullanmak model igin
gereksiz bir yiik olacaktir. Bu ikisi arasindan, paket sayisina gore daha spesifik
bir 6zellik olan byte miktarinin modelde kullanilmasinin botnet tespiti acisindan

daha dogru bir yaklasim olacag1 sdylenebilir.

Dur 1.0000 0.0238
1.0
0.8

TotPkts - 0.0385 1.0000 0.3941
-0.6
-04

TotBytes -  0.0421 1.0000

-0.2

SrcBytes -  0.0238 1.0000

I I
Dur TotPkts TotBytes SrcBytes

Sekil 11. TCP protokoliine ait korelasyon matrisi
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1.0000 0.0214 0.0169 0.0156

1.0
TotPkts -  0.0214 1.0000 0.9608 0.8
0.6
-0.4

1.0000

I
TotBytes SrcBytes

TotBytes - 0.0169 0.9608 1.0000 02

SrcBytes - 0.0156

I I
Dur TotPkts

Sekil 12. UDP protokoliine ait korelasyon matrisi

Dur 1.0000

1.0
0.0761 1.0000 0.9869 0.7916 0.8
0.6
-04

TotBytes -  0.0337 0.9869 1.0000 0.7939
-02

SrcBytes - 0.0318 0.7916 0.7939 1.0000

I
Dur TotPkts TotBytes SrcBytes

TotPkts -

Sekil 13.1CMP protokoliine ait korelasyon matrisi

1.0000 0.0076

1.0

TotPkts -  0.0111 1.0000 0.7484 0.3972 0.8
0.6

0.4

TotBytes - 0.0116 0.7484 1.0000 s

SrcBytes - 0.0076 0.3972 0.4784 1.0000

I I |
Dur TotPkts TotBytes SrcBytes

Sekil 14. TCP, UDP ve ICMP protokollerini kapsayan korelasyon matrisi



Tim bu veriler 15181nda 6zetle, bu calismadaki siniflandirma modeli igin
kullanilacak akis ozellikleri sunlardir: (1) Kayitin toplam siiresi (duration), (2)
iletisimdeki toplam byte sayis1 (total bytes exchanged), (3) Kaynaktan gonderilen

byte sayist (number of bytes sent from the source).

B. Paralel Koordinat Gorinumiu

Paralel koordinat goérunimi, iki boyutlu uzayda c¢ok boyutlu verilerin
gosterimi i¢in kullanilan bir sunum seklidir (Inselberg ve Dimsdale, 1990).
Gosterilecek boyutlar birbirlerine paralel olarak diizenlenmis esit uzaklikta dikey
eksenler olarak temsil edilir. Bu gosterim seklinde veriler ¢izgi seklinde temsil

edilir ve bu da veriler arasindaki egilimin anlagilmasina yardimci olur.

Sekil 15-18’de CTU-13 veri setinden undersampling yontemi ile tcp, udp,
icmp protokolleri i¢in olusturulan veri setleri i¢in ve her li¢liniin birlestirilmesiyle
elde edilen genel veri setine ait paralel koordinat grafikleri verilmistir. Bu
grafiklerde, ICMP protokoliinii kullanan botnetlerin olusturdugu trafiklerde,
TotBytes ve SrcBytes Ozelliklerinin degerlerinin genellikle yliksek ve birbiriyle
ayni degerleri aldig1 goriilmektedir. Bu durum tespiti basit bir davranigsal durum
olarak agiga ¢ikmaktadir ve ICMP protokolii iizerinde calisacak siniflandirma
modellerinin performansinin diger protokollere kiyasla daha basarili olacag:

beklentisini dogurmaktadir. Bu tespit sonraki béliimlerde dogrulanmistir.

Dur TotBytes SrcBytes Botnet
3600 1.54378B 345.28M 1

3000

2500

1000

500

Sekil 15. TCP protokoliine gore paralel koordinat gosterimi
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Dur TotBytes SrcBytes Botnet
3600 972.76M 138.74M 1

3500

3000

2000

1500

1000

500

[u] oM o o

Sekil 16.UDP protokoliine gore paralel koordinat gosterimi

Dur TotBytes SrcBytes Botnet
3600 9.2017M 9.2017M 1

3500

000

2500

2000

1500

1000

500

0 0.0001M 0 0

Sekil 17.1CMP protokolline gore paralel koordinat gosterimi
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Dur TotBytes SrcByles Botnet
3600 1.95788 1.50098 1

Sekil 18. TCP, UDP ve ICMP protokollerine gore paralel koordinat gosterimi

C. Performans Ol¢iimii

Makine 6grenmesi tabanli siniflandirma modellerinin degerlendirilmesinde
temel olarak dort farkli Olgiit kullanilir. Bu olgiitler asagida verildigi sekilde
hesaplanirlar:

TP+THN
TP+THN+FP+FN

Dogruluk (Accuracy) =

(Denklem 1)
Kesinlik (Precision) = 2
TP+FP
(Denklem 2)
Duyarhhk (Recall) = - PT+PF -

) ( Denklem 3)

_ - . HesinlikxDuyarlilik

F1=2 Kesinlik + Duyarlilik
(Denklem 4)

Bu formiillerde, TP ve TN degerleri sirasiyla dogru olumlu (true positive)
ve dogru olumsuz (true negative) tahminlere karsilik gelmektedir. Benzer sekilde,
FP ve FN ise sirasiyla hatali olumlu (false positive) ve hatali olumsuz (false

negative) tahminleri ifade etmektedir.

Veri setinin dengeli oldugu veya cesitli yontemlerle (Or. azaltmali

ornekleme ve artirmali 6rnekleme) dengelendigi modellerde dogruluk skoruna
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bakmanin yeterli olmasi beklenir. Ancak, burada bahsedilen diger oOlgiitlere de

bakmak modelin dogru ¢alistiginin ayrica bir saglamasi olacaktir.

Sibergiivenlik acisindan bakildiginda ise kritik bilisim sistemlerinin
hizmetine kesintisiz devam edebilmesi i¢in botnet trafigini yakalamak kadar
yanliglikla iyi trafigin botnet trafigi olarak siniflandirilmamasi da Onemlidir.
Baska bir deyisle, botnet siniflandirma modellerinde kesinlik ve duyarlilik
Olgiitleri esit dneme sahiptir. Bu ¢alismada kullanilan veri seti dengelendigi igin,
dogruluk olciitiine bakmak yeterli olsa da modelin dogru egitildiginin ve

basarisinin bir saglamasi olarak diger dlgiitlere de yer verilmistir.

1. Dogruluk

Dogruluk, dogru tahmin sayisinin toplam olay sayisina oranidir ve tahmin
modelinin genel olarak ne kadar basarili oldugunun bir Olgiitiidiir. Ancak,
siniflarin dengesiz dagildig1 bir veri setinde dogruluk skoruna bakmak yaniltici
olabilir. Ornegin 100 kisilik bir insan grubunu diisiinelim. Bu grupta gercekten
hasta olan kisi sayis1 95 olsun. Rastgele secilen bir kisi ic¢in higbir
degerlendirmede bulunmadan “hasta” oldugunu sdylerseniz %95 olasilikla dogru
tahminde bulunacaksiniz demektir. Modelinizin dogruluk skoru %95 veya daha
yiiksek olsa bile, boyle bir veri setinde sadece dogruluk skoruna bakmak modelin

performansini gergekei bir sekilde degerlendirmek igin yeterli olmayacaktir.

2. Kesinlik

Kesinlik ise, dogru olumlu tahmin sayisinin toplam olumlu tahmin sayisina
orani olarak tanimlanir. Bu degerlendirme 6l¢iitliniin, hatali olumlu tahminlerin
tolere edilmesinin zor oldugu durumlarda kullanilmasi onerilir. Ornegin, cesitli
analiz sonuclar1 iizerinden kanser teshisi koyan bir model olusturdugunuzu
varsayalim. Aslinda saglikli olan bir kisiye hasta oldugunu sdyler ve tedaviye
baglarsaniz belki de uygulayacaginiz tedavi ile bu kisiye geri doniilemez bir

sekilde zarar verebilirsiniz. Bu elbette kabul edilemez bir durumdur.

3. Duyarhhk

Duyarlilik, dogru olumlu tahmin sayisinin ger¢cek olumlu olay sayisina
oranidir. Duyarlilik 6l¢iitii hatali olumsuz tahminlerin tolere edilemez oldugu

durumlar i¢in uygun bir degerlendirme 6lgiitiidiir. Ornegin, ¢esitli verilerle hava

27



sahaniza yaklagsan diisman ucaklarini tespit etmeye yonelik bir model
olusturdugunuzu varsayalim. Bir diisman ugagint eger dost ugagi olarak
siniflandirir ve takip etmezseniz saldiriya ugrayabilirsiniz. Baska bir deyisle,
diisman ucagina dost ugagi der ve dnlem almazsaniz 1 sehir yok olabilir. Bu gibi

durumlarda modelinizin yiiksek duyarliliga sahip olmast 6nemlidir.

4. F1 Skoru

Bazi durumlarda, hatali olumlu tahminler (FP) ve hatali olumsuz tahminler
(FN) ayn1 derecede tolere edilemezdir ve bu modeller i¢in duyarlilik ve kesinlik
Olciitlerinin birlikte degerlendirilmesi gerekir. Duyarlilik ve kesinlik degerlerinin
harmonik ortalamasi olan F1 skoru bu amagcla kullanilir. Yiiksek bir F1 skoru
i¢in, hem duyarliligin hem de kesinligin yiiksek olmas1 gerekir. F1 skoru 6zellikle

dengesiz veri setlerinin degerlendirilmesi i¢in uygundur.

D. Makine Ogrenmesi Simiflandiricilar

1. KNN

Siniflandirma problemlerinin ¢dzlimiinde kullanilan en sade algoritmalardan
biri olan k-en yakin komsu algoritmasi literatiirde olduk¢a genis bir kullanim
alanina sahiptir (Arian vd.,2020; Ayyad vd.,2019; Zhang vd.,2017). Denetimli
o0grenme kategorisinde yer alan bu algoritmanin c¢aligma prensibi su sekilde
Ozetlenebilir: Veri setinde heniiz siniflandirilmamis olan bir veri noktasini bu
noktanin en yakininda yer alan siniflandirilmis k adet komsu veri noktasina gore
bir smiflandirir. Ornegin, ekrandaki bir piksel icin renk tahmini yapan bir
algoritma diislinelim. Bu pikselin k-adet komsusu i¢inde hangi renk en fazla
kullanilmigsa (majority voting), bu piksel icin tahmin edilen renk, bu renk
olacaktir. Eger tahmin edilen deger bu Ornektekinin aksine niteliksel degil
niceliksel (sayisal) bir deger ise bu deger tahmin edilirken k-adet komsunun sahip

oldugu degerlerin bir ortalamasi alinir (averaging).

Bu algoritma da iki 6nemli parametre bulunmaktadir. Bunlardan ilki k
sayisidir. Yani kag adet en yakin komsuya bakilarak karar verilmesi gerektiginin
dogru belirlenmesi gerekmektedir. Kiigiik k degerleri giiriiltii (noise), aykir1 deger
(outlier), hatali etiketleme gibi faktorlerin sonuclar tzerindeki olumsuz etkilerini

artirirken, yiiksek k degerleri ise algoritmanin hesaplama yiikiinii ve siirelerini
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artirmaktadir. Bu nedenle k degeri secilirken bu denge gozetilmelidir. K-en yakin
komsu algoritmasindaki diger Onemli parametre ise yakinligin O&lgiimiinde
kullanilacak fonksiyondur. Kullanilan veri seti i¢cin en uygun mesafe fonksiyonun
secilmesi onem arz etmektedir. Ozellikle eger Euclidian mesafe fonksiyonu ve
benzeri fonksiyonlar kullanilacaksa, siniflandirmada kullanilan &zelliklerin
Olceklendirilmesi (feature scaling) gerekir. Aksi takdirde, baz1 6zellikler islevsiz

hale gelir ve algoritma yanlis tahminler {iretebilir.
Bu algoritmanin temel avantajlar1 ve dezavantajlar1 asagida 6zetlenmistir:
Avantajlar:
1. Anlasilmasi ve uygulanmasi kolaydir.

2. Dogrudan kayitlarda yer alan veri siniflarina gore yeni veri noktalarini

siniflandirir, egitim gerektirmez. Baska bir deyisle hafiza tabanlhidir.

3. Hafiza tabanli oldugundan yeni veriler toplandik¢a anlik olarak bu

verileri kullanir, yeni verilere uyum saglar.
Dezavantajlar:

1. Genis veri setleri ile calismaya genellikle uygun degildir. Veri seti

genisledik¢e hesaplama siireleri hizla artar.

2. Dengelenmemis veri setlerinde performansi zayiftir. Veri setinin

dengelenmesini gerektirir.

3. k degerinin yanlis sec¢ilmesi eksik 6grenme (underfitting) veya asiri

ogrenme sorunlarina yol acabilir.

2. Rastgele Orman

Bu algoritma aslinda c¢ok sayida karar agacindan olusan ve anlasilacagi
tizere bu sebeple orman olarak adlandirilan agag¢-tabanli makine Ogrenme
algoritmasidir ve farkli bilim alanlarinda yaygin bir sekilde siniflandirma
problemlerinin ¢oziimiinde kullanilmistir (Liu ve Sun, 2019; Chai ve Zhao, 2019;
Bi vd., 2020; Apruzzese vd., 2020). Bu algoritmanin daha iyi anlasilabilmesi i¢in

oncelikle karar agaclarinin ne oldugu ve nasil ¢alistig1 anlagilmalidir.
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e Karar Agaci

Hava durumuna gore bir tenis maginin yapilip yapilmamasina karar vermek

i¢in kullanilan basit bir karar agact 6rnegi Sekil 19°de gosterilmistir:

Gutlook
Sunny Cvercast Rain
Humidity Yes Wiricl
High Normal Strong Weak
No Yex MNo Yes

Sekil 19. Tenis oyunu i¢in olusturulmus karar agaci (URL-5)

Bu sekle bakildiginda bulutlu havada tenis magi1 yapilabilirken hava giinesli
ise nem durumuna bakarak, hava riizgarli ise riizgarin siddetine gore karar
verildigi goriilebilir. Giinesli bir havada mag¢ yapilabilmesi i¢in nem durumun
normal olmas1 gerekirken, yagmurlu bir havada mag¢ yapilabilmesi i¢in riizgarin

siddetinin zay1f olmas1 gerekmektedir.

Anlasilacag iizere bir karar agacinda “sirali” olarak alinan birtakim kararlar
araciligiyla bir sonuca varilmak hedeflenir. Sirali ifadesiyle anlatilmak istenen
siniflandirmada kullanilacak o6zelliklerin (feature) Onem sirasidir. Bir bagska
deyisle, 6ncelikle hangi 6zellige bakilarak karar verilecegidir. Yukaridaki 6rnekte
karar verme sirasinda dncelikle havanin bulutlu, giinesli veya yagmurlu olmasina
bakilirken, daha sonra havanin nem ve riizgar durumlarina bakildig
gbzlemlenebilir. Daha kompleks modellerde bu oncelik sirasini yapabilmek i¢in
impurity index veya information gain 6l¢iitii gibi yontemler kullanilir (Tangirala,

2020; Yuan vd., 2021).

e Rastgele Orman

Rastgele Orman algoritmasi siniflandirmada kullanilacak 6zelliklerin farkli
altkiimelerinden olusan ¢ok sayida karar agaci igerir (Sekil 20). Daha sonra bu

karar agaglarindan gelen sonuglar1 birlestirerek tek bir sonu¢ verir. Bunun igin,
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niteliksel bir siniflandirma yapilacaksa karar agaglarinin ¢ogunluguna (majority
voting) gore karar verirken, sayisal bir tahmin yapilacaksa karar agaclarindan

gelen sonuclarin ortalamasini (averaging) alir.

Decision Tree-1 Decision Tree-2 Decision Tree-N

Result-1 Result-2 Result-N

L»{ Majority Voting { Averaging

Final Result

Sekil 20. Tenis oyunu i¢in olusturulmus rastgele orman yapisi (URL-6)

Bu algoritmanin saglikli isleyebilmesi ve basarili sonuglar iiretebilmesi igin
onemli iki kriter vardir. Bunlardan birincisi segilen 6zelliklerin, yapilan tahmine
gercekten etkisi olup olmadigidir. ikincisi ise rastgele orman icindeki agaclarin
ya da daha dogru bir ifadeyle bu agaclardan gelen tahminlerin birbirleriyle olan
korelasyonlarinin diisiik olmasi1 gerekliligidir. Her ne kadar, rastgele ormanlar
algoritmas1 uygulama esnasinda 06zii itibariyle ozelliklerin rastgele olmasini

saglasa da segilen 0zellikler nihai olarak bu rastgeleligin iizerinde etki sahibidir.
Bu algoritmanin temel avantajlar1 ve dezavantajlar1 asagida verilmistir:
Avantajlar:

1. Cok sayida karar agacinin farkli altkiimelerinden gelen verilere gore
sonu¢ verdiginden genellikle asir1 6grenme problemine karsi dayanikli ve ayni

zamanda dogrulugu yiiksektir.

2. Veri setindeki eksik degerler, aykir1 degerler (outliers) ve giiriiltii (noise)

gibi sorunlardan gok etkilenmez.

3. Kural tabanli bir yaklasim oldugundan 6zellik 6l¢eklendirmesi (feature

scaling) gerektirmez.
Dezavantajlar:
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1. Karmagsik yapidadir, kullanictya model {iizerinde fazla kontrol

birakmaz.

2. Igerdigi karar agaci sayis1 arttik¢a, hesaplama siireleri ve ram kullanimi

da hizla artar.

3. LightGBM

Gradyan hizlandirma karar agaclar1 kategorisinde bir makine Ogrenme
algoritmasi olan LightGBM, Microsoft miihendisleri tarafindan 2016 yilinda
gelistirilmistir (Ke vd., 2017). Bu kategoride daha oOnce gelistirilmis olan
XGBoost (Chen vd., 2016) gibi yontemlerden {istiinliigii fazla sayida ozellik
(feature) iceren veya genis veri setlerinde ¢ok daha hizli ve verimli olmasidir.
Bunu seviye odakli (Ievel-wise) (Sekil 21) biiylime stratejisi yerine yaprak odakli
(leaf-wise) biiyiime stratejisi kullanarak basarir (Sekil 22).

K-en yakin komsu ve rastgele ormanlar yontemlerinin aksine torbalama
(bagging) degil hizlandirma (boosting) yaklasimi igerir. Torbalama yaklagiminda
daha once belirtildigi {lizere tahmin gergeklestirilirken ¢ogunluk oylamasi veya
ortalama baz alimirken, hizlandirma yaklasiminda zayif ogrenciler giicli
Ogrencilere doniistiiriiliir. Baska bir deyisle tahminler siralidir ve her tahminci

onceki tahmin edicilerin hatalarindan ders alarak gelismeye ¢alisir.

./’\._,‘/.\/.}\._, ......

Sekil 21. Seviye odakli biiyiime (URL-7)

./’\..../{\..;& -

Sekil 22. Yaprak odakli biiyiime (URL-7)
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Bir diger 6nemli nokta ise yaprak odakli biiyiime stratejisi izlenirken, en
fazla delta loss’a sahip yaprak(leaf) se¢ilmesi ve blylmenin bu yaprak Gzerinden
devam etmesinin saglanmasidir. Bu durum goérece kiigiik veri setlerinde asir
O0grenme problemine yol agar. Bunu o6nlemenin yolu dikkatli parametre

seciminden geger.
Bu algoritmanin temel avantajlar1 ve dezavantajlar1 agagida belirtilmistir:
Avantajlar:
1. Egitim siiresi diisiiktiir ve yiiksek verimlilige sahiptir.
2. Hafiza kullanim1 diisiiktiir, genis veri setleri i¢in kullanim1 uygundur.

3. Hizlandirma tabanli diger algoritmalara goére daha yiiksek dogrulukla
calisir.

Dezavantajlar:
1. Cok sayida parametre igerir.

2. Asir1 6grenme sorunlarina yatkindir.
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IV.UYGULAMA

A. Teknolojik Altyapi

Biiyiik veri setleri ile makine 6grenmesi modellerinin egitimi sirasinda ¢ok
fazla zaman ve islemci giiciine ihtiya¢c duymaktadir. Siradan bilgisayarlarda
haftalar aylar siiren egitim ve hesaplama siireleri, bulut altyapisinda ¢cok daha kisa
stirelerde tamamlanabilmektedir. Bunun sonucu olarak Microsoft, Amazon ve
Google gibi firmalar, bulut tabanli makine 6grenmesi altyapilar1 olusturmuslardir
(Barga vd., 2015; Bisong, E.,2019; Joshi, A. V., 2020). Yapilan calismada
Amazon Web Services (AWS) bulut altyapisinin bir parcasi olan SageMaker

makine 6grenmesi platformu kullanilmistir.

1. Yazilim

Yapilan caligmada python programlama dili (versiyon 3.6.13) kullanilmig
olup, makine Ogrenmesi kiitiiphanesi olarak, scikit-learn ve lightgbm
kiitiiphaneleri, veri isleme ve grafik islemlerinde ise pandas, imblearn, matplotlib

ve seaborn kiitiiphaneleri kullanilmistir.

2. Donanim

Modellerin egitimi ve hesaplamalar icin kullanilan Amazon Web Services
SageMaker altyapisinda, islem i¢in optimize edilmis olan ml.c5.18xlarge
sunucusu secilip kullanilmistir. Bu sunucuda 72 vCPU ve 144 GB bellek

bulunmaktadir.

B. TCP Protokoliine Ozgii Botnet Siniflandirma Modelleri

TCP protokoliine 6zgii KNN, rastgele orman ve LightGBM algoritmalar ile
olusturulan smiflandirma modellerinin  dogruluk skoru Cizelge 6-8’de
gosterilmistir. Skorlarin hesaplamasi rastgele olusturulan 3 ayr1 veri seti(kiime)

tizerinde yapilmistir. Bu veri setleri lizerinde 10 kat capraz dogrulma yontemi
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kullanilarak, veri seti 10 esit pargaya bdoliinmiistiir. Parcalardan 1 tanesi

dogrulama i¢in ayrilirken, kalan 9 parca egitim icin kullanilmistir.

TCP protokoliine 06zgii gelistirilen modellerde goézlemlenen en yiiksek
dogruluk skorlar1 KNN siniflandirma algoritmasinda %90.63, rastgele orman
algoritmasinda  %95.84 LightGBM algoritmasinda ise %95.79 olarak
gozlemlenmistir. Her ne kadar dengeli veri setlerinde dogruluk skorlarina
bakmanin yeterli olabilecegi diisiiniilse de sonuglarin dogrulanmasi agisindan
diger olciitlere de calismada yer verilmistir. Bu nedenle kesinlik, duyarlilik ve F1

skorlar1 Cizelge 22-33 ’de sunulmustur.

Model performanslarinin karsilastirilabilmesi i¢in Oncelikli olarak, bu
modellerdeki algoritmalarin  optimum  Ongoriici  (estimator) sayilarinin
belirlenmesi gerekir. Optimum Ongoriicii sayisi, ongOrlicli sayisini artirmanin
algoritmanin siniflandirma yani tahmin performansinda artik kaydadeger bir
artisa katkida bulunmadigir veya daha fazla artirmanin tahmin performansini
disiirdiigi sayidir. Bu sayr her algoritma igin belirlendikten sonra, artik
siniflandirma algoritmalarinin egitim siireleri ve degerlendirme (performans)
Olciitleri birbirleriyle kiyaslanabilir ve gelistirilen model i¢in en uygun
siniflandirma algoritmasi segilebilir. Optimum Ongoriicli sayisint bulmak i¢in
KNN algoritmasinda komsu sayis1 olarak 1, 3, 5, 7, 9 ve 11 kullanilmistir.
Rastgele orman algoritmasinda agac¢ sayisi olarak 2, 4, 8, 16, 32, 64, 128 ve 256,
LightGBM algoritmasinda ise 32, 64, 128, 256, 512 ve 1024 kullanilmistir.

TCP modeline 6zgili gelistirilen modellerdeki optimum Ongdriicii sayilari,
KNN algoritmasi i¢in 5 (komsu sayisi), rastgele orman algoritmasi i¢in 16 (agag),

LightGBM i¢in 512 (agag) oldugu gozlemlenmistir.
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Cizelge 6.

TCP-KNN Dogruluk Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama Standart
Sapma
1 08144 08394 0.8903 0.8904 0.8890 0.8896 0.8893 0.8896 0.8896 0.8924 0.8824  0.0227
3 0.8995 0.8978 0.9001 0.8968 0.8969 0.8986 0.8980 0.8972 0.8984 0.8993 0.8983  0.0011
) 5 08993 0.8987 09021 0.8976 0.8987 0.9013 0.8975 0.8993 0.8993 09015 0.8995  0.0015
7 08993 0.8984 09009 0.8977 0.8992 0.9009 0.8977 0.8987 0.9001 0.9003 0.8993  0.0011
9 08982 0.8982 0.8998 0.8966 0.8990 0.8989 0.8967 0.8981 0.9000 0.8990 0.8984  0.0011
11 0.8972 0.8969 0.8993 0.8958 0.8974 0.8987 0.8955 0.8979 0.8983 0.8984 0.8975  0.0012
1 08131 08889 0.8910 0.8904 0.8898 0.8911 0.8898 0.8915 0.8120 0.8122 08670  0.0357
3 08990 0.8969 0.8998 0.9003 0.8994 0.8972 0.8971 0.9005 0.8982 0.8977 0.8986  0.0013
) 5 08993 09002 09012 0.9005 0.9000 0.8977 0.8990 0.9014 0.8985 0.8994 0.8997  0.0011
7 08997 0.8993 0.9009 09013 0.8985 0.8978 0.8993 0.9011 0.8996 0.9002 0.8998  0.0011
9 08991 0.8982 0.8998 0.8999 0.8984 0.8974 0.8976 0.9000 0.8974 0.8993 0.8987  0.0010
11 08991 08976 0.8988 0.8989 0.8977 0.8969 0.8964 0.8996 0.8961 0.8983 0.8979  0.0011
1 08194 08195 0.8163 0.8153 0.8928 0.8167 0.8956 0.8952 0.8169 0.8198 0.8408  0.0352
3 09032 09034 09001 0.9027 09033 09024 0.9050 0.9012 0.9008 0.9039 0.9026  0.0014
. 5 09046 09051 09034 09042 09048 0.9048 0.9053 0.9026 0.9023 09056 09043  0.0011
7 09046 09039 09020 0.9034 0.9045 0.9039 0.9063 0.9032 0.9023 09049 0.9039  0.0012
9 09025 09028 09015 09027 0.038 09027 0.9055 0.9024 0.9006 0.9041 09029  0.0013
11 09023 09028 09012 09022 0.9034 09014 0.9040 0.9014 0.9007 0.9019 0.9021  0.0010
Cizelge 7. TCP- Rastgele Orman Dogruluk Sonuglari
Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10  Ortalama Standart
Sapma
2 09440 09431 09450 09436 00399 009452 09411 09428 09439 09423 09431  0.0016
4 09497 09503 09509 0.9503 0.9510 0.9493 0.9484 0.9497 0.9498 0.9507 0.9500  0.0008
8 009532 09542 09550 0.9508 0.9529 0.9541 0.9538 0.9526 0.9531 0.9528 09532  0.0011
, 16 (09542 09550 0.0570 0.0546 0.9551 0.9554 0.9548 0.9545 0.9536 0.9550 09551 00009
32 09554 0.9558 09569 0.9554 0.9556 0.9561 0.9553 0.9548 0.9552 0.9565 0.9557  0.0006
64 09552 0.9564 0.9573 0.9556 0.9554 0.9570 0.9552 0.9555 0.9552 0.9564 0.9550  0.0008
128 09558 0.9564 0.9579 0.9557 0.9553 0.9569 0.9557 0.9554 0.9551 0.9563 0.9561  0.0008
256 0.9557 0.9567 0.9583 0.9557 0.9553 0.9572 0.9562 0.9559 0.9556 09563 0.9563  0.0008
2 09436 09431 09461 00434 00449 009427 09464 09422 09443 09436 09440  0.0013
4 009507 09513 09504 0.9499 0.9505 0.9517 0.9514 0.9510 0.9519 0.9507 0.9509  0.0006
8 009548 09547 09527 09552 0.9540 0.9539 0.9564 0.9542 0.9555 0.9544 09546  0.0010
, 16 09568 0.9555 0.9548 0.9567 0.9553 0.9573 0.9575 0.9550 09568 09548 09560 00010
32 09564 0.9568 0.9554 0.9565 0.9561 0.9575 09572 09568 0.9577 0.9558 0.9566  0.0007
64 09570 0.9568 09561 0.9577 0.9564 0.9573 0.9583 0.9566 0.9579 0.9561 0.9570  0.0007
128 09576 0.9571 0.9562 0.9574 0.9565 0.9577 0.9578 0.9571 0.9579 0.9565 0.9572  0.0006
256 09576 0.9571 0.9558 0.9575 0.9567 0.9575 0.9584 0.9568 0.9580 09564 0.9572  0.0007
2 009418 09435 09430 00444 00427 09465 09446 09406 09431 09412 09431  0.0017
4 009508 09493 09513 09492 09510 0.9521 0.9517 0.9495 0.9514 0.9492 09505  0.0011
8 009536 09533 09531 09545 09541 0.9554 0.9546 0.9530 0.9533 0.9555 0.9540  0.0009
, 16 0551 0.9548 0.9550 0.9551 0.9553 0.9567 0.9548 09535 09550 09575 09553 00010
32 09556 0.9555 0.9556 0.9563 0.9554 0.9569 09572 0.9538 0.9555 0.9569 0.9559  0.0010
64 0.9555 0.9562 0.9557 0.9567 0.9562 0.9575 0.9571 0.9538 0.9559 0.9576 0.9562  0.0011
128 09556 0.9563 0.9558 0.9565 0.9562 0.9580 0.9572 0.9547 0.9558 0.9575 0.9564  0.0010
256 0.9558 0.9564 0.9560 0.9564 0.9564 0.9575 0.9575 0.9548 09562 09573 0.9564  0.0008
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Cizelge 8. TCP-LightGBM Dogruluk Sonuglari

Kat

Standart
Sapma
32 0.9182 0.9159 0.9201 0.9158 0.9159 0.9197 0.9150 0.9163 0.9165 0.9179 0.9171 0.0017
64 0.9302 0.9289 0.9304 0.9269 0.9269 0.9291 0.9281 0.9268 0.9295 0.9295  0.9286 0.0013
128 0.9385 0.9388 0.9413 0.9378 0.9390 0.9414 0.9383 0.9382 0.9417 0.9396  0.9395 0.0014
256 0.9459 0.9464 0.9478 0.9448 0.9469 0.9474 0.9468 0.9462 0.9482 0.9470  0.9467 0.0009
512 0.9515 0.9519 0.9545 0.9516 0.9527 0.9529 0.9514 0.9521 0.9531 0.9518  0.9523 0.0009
1024 0.9554 0.9559 0.9572 0.9553 0.9558 0.9562 0.9541 0.9554 0.9560 0.9556  0.9557 0.0008
32 0.9178 0.9157 0.9139 0.9174 0.9142 0.9128 0.9184 0.9169 0.9175 0.9182 0.9163 0.0019
64 0.9311 0.9295 0.9268 0.9304 0.9265 0.9270 0.9283 0.9278 0.9297 0.9297  0.9287 0.0015
128 0.9406 0.9411 0.9381 0.9395 0.9389 0.9383 0.9409 0.9392 0.9398 0.9398  0.9396 0.0010

Kime Agac 1 2 3 4 5 6 7 8 9 10  Ortalama

2 256 0.9483 0.9478 0.9454 0.9479 0.9473 0.9462 0.9485 0.9468 0.9485 0.9475  0.9474 0.0010
512 0.9535 0.9530 0.9507 0.9529 0.9529 0.9520 0.9540 0.9521 0.9528 0.9533  0.9527 0.0009
1024 0.9567 0.9563 0.9543 0.9574 0.9566 0.9556 0.9571 0.9555 0.9573 0.9566  0.9564 0.0009
32 09144 0.9143 0.9156 0.9169 0.9170 0.9158 0.9174 0.9177 0.9160 0.9148  0.9160 0.0012
64 09268 0.9292 0.9288 0.9303 0.9303 0.9283 0.9304 0.9279 0.9289 0.9279  0.9289 0.0011
3 128 0.9373 0.9406 0.9408 0.9393 0.9410 0.9421 0.9408 0.9379 0.9397 0.9387  0.9398 0.0014

256 0.9447 0.9477 0.9477 0.9466 0.9476 0.9485 0.9489 0.9459 0.9473 0.9471  0.9472 0.0012
512 0.9515 0.9524 0.9525 0.9528 0.9531 0.9539 0.9538 0.9519 0.9525 0.9524  0.9527 0.0007
1024 0.9545 0.9561 0.9557 0.9560 0.9571 0.9579 0.9565 0.9551 0.9563 0.9564  0.9562 0.0009

C. UDP Protokoliine Ozgii Botnet Simiflandirma Modelleri

UDP protokoliine 6zgii KNN, rastgele orman ve LightGBM algoritmalari ile
olusturulan smiflandirma modellerinin  dogruluk skoru Cizelge 9-11’de
gosterilmistir. Skorlarin hesaplamasi rastgele olusturulan 3 ayr1 veri seti(kiime)
Uzerinde yapilmistir. Bu veri setleri iizerinde 10 kat ¢apraz dogrulma yontemi
kullanilarak, veri seti 10 esit parcaya bdliinmiistiir. Pargalardan 1 tanesi

dogrulama i¢in ayrilirken, kalan 9 parga egitim i¢in kullanilmistir.

UDP protokoliine 6zgii gelistirilen modellerde g6zlemlenen en yiuksek
dogruluk skorlar1 KNN siniflandirma algoritmasinda %94.28, rastgele orman
algoritmasinda %96.07 LightGBM algoritmasinda ise %96.04 olarak
gozlemlenmistir. Her ne kadar dengeli veri setlerinde dogruluk skorlarina
bakmanin yeterli olabilecegi diisiiniilse de sonuglarin dogrulanmasi agisindan
diger Olgiitlere de ¢calismada yer verilmistir. Bu nedenle kesinlik, duyarlilik ve F1

skorlar1 Cizelge 34-45’de sunulmustur.

Model performanslarinin karsilastirilabilmesi i¢in oncelikli olarak, bu
modellerdeki algoritmalarin optimum Ongoriicli sayilarinin belirlenmesi gerekir.
Optimum  Ongoriicli  sayisi, Ongdriicii  sayisini  artirmanin  algoritmanin
siniflandirma yani tahmin performansinda artik kaydadeger bir artisa katkida

bulunmadig1 veya daha fazla artirmanin tahmin performansini diiglirdiigii sayidir.
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Bu sayr her algoritma igin belirlendikten sonra, artik siniflandirma
algoritmalarinin egitim siireleri ve degerlendirme (performans) o&lciitleri
birbirleriyle kiyaslanabilir ve gelistirilen model i¢cin en uygun siniflandirma
algoritmas1 secilebilir. Optimum Ong0riici sayisin1  bulmak i¢in KNN
algoritmasinda komsu sayist olarak 1, 3, 5, 7, 9 ve 11 kullanilmigtir. Rastgele
orman algoritmasinda aga¢ sayisi olarak 2, 4, 8, 16, 32, 64, 128 ve 256,
LightGBM algoritmasinda ise 32, 64, 128, 256, 512 ve 1024 kullanilmistir.

UDP modeline 6zgii gelistirilen modellerdeki optimum Ongdriicii sayilari,
KNN algoritmasi i¢in 5 (komsu sayisi), rastgele orman algoritmasi i¢in 16 (agag),

LightGBM ig¢in 512 (aga¢) oldugu gdzlemlenmistir.

Cizelge 9. UDP-KNN Dogruluk Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama Sézg‘ifgt
1 09313 00313 09333 09306 0.9204 09289 09296 0.9317 09298 09297 09306  0.0014

3 09405 09426 09417 09390 0.9404 09386 09389 0.9408 09387 09405 09402  0.0013

. 5 090418 09426 09416 09384 0.9405 09406 0408 0.9406 09385 09403 0406  0.0013

7 09410 09424 09396 09384 09397 09397 09391 09384 09369 09401 09395  0.0014

9 09400 09412 09382 09371 09390 09384 09384 09381 09365 09388 09386  0.0013

11 09389 09396 0.9364 09366 09371 0.9370 0.9370 09350 0.9357 0.9378 09372  0.0012

1 09276 09281 09295 09320 0.9305 0.9286 09267 0.9312 0.9298 09316 09296  0.0017

3 09397 09385 09393 09428 09391 09397 09376 09398 09389 09400 09395  0.0013

, 5 09411 09376 09395 09420 0.9401 09406 09386 0.9398 09394 09418 09400  0.0013

7 09415 09383 09395 00401 09387 09402 0.9390 0.9410 09395 0.9399 0.9398  0.0009

9 0939 09370 09385 09398 09372 09384 0.9384 09395 09381 0.9395 0.9386  0.0009

11 09381 09345 0.9368 0.9380 09361 0.9376 0.9366 09375 0.9363 09391 09371  0.0012

1 09274 09262 09241 09253 0.9289 0.9299 09269 0.9301 0.9295 09281 09276  0.0019

3 09400 09359 09352 09370 0.9370 09393 09380 0.9390 09375 09355 09374  0.0016

, 5 09384 09364 09356 09357 0.9377 09392 09379 09388 09396 09345 09374  0.0016

7 09370 09355 09341 09354 0.9364 09388 09370 0.9378 09383 09341 09364  0.0016

9 09350 09342 09332 09335 09359 09373 09350 09352 09372 09327 09350  0.0015

11 0.9352 0.9330 0.9328 0.9325 0.9354 0.9360 0.9354 0.9344 0.9370 0.9314  0.9343 0.0017
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Cizelge 10. UDP- Rastgele Orman Dogruluk Sonuglari

Kat

Standart
Sapma
2 0.9280 0.9335 0.9354 0.9291 0.9334 0.9319 0.9306 0.9291 0.9327 0.9305 0.9314 0.0022
4 09485 0.9490 0.9478 0.9476 0.9486 0.9453 0.9470 0.9491 0.9463 0.9446 0.9474 0.0015
8 0.9549 0.9560 0.9562 0.9532 0.9543 0.9520 0.9528 0.9535 0.9530 0.9548  0.9541 0.0013
16 0.9572 0.9575 0.9572 0.9571 0.9561 0.9554 0.9551 0.9545 0.9554 0.9571  0.9563 0.0010

Kiume Agac 1 2 3 4 5 6 7 8 9 10  Ortalama

! 32 0.9573 0.9593 0.9593 0.9573 0.9577 0.9565 0.9564 0.9565 0.9566 0.9584  0.9575 0.0011
64 09574 0.9595 0.9587 0.9578 0.9577 0.9572 0.9573 0.9570 0.9570 0.9588  0.9578 0.0008

128 0.9576 0.9600 0.9593 0.9579 0.9582 0.9578 0.9568 0.9579 0.9573 0.9586  0.9581 0.0009

256 0.9581 0.9602 0.9590 0.9578 0.9585 0.9579 0.9572 0.9577 0.9577 0.9592  0.9583 0.0009

2 09282 0.9310 0.9285 0.9308 0.9335 0.9351 0.9341 0.9301 0.9319 0.9366  0.9320 0.0026

4 0.9460 0.9460 0.9480 0.9485 0.9494 0.9465 0.9471 0.9445 0.9474 0.9474  0.9471 0.0013

8 0.9548 0.9533 0.9530 0.9546 0.9562 0.9536 0.9525 0.9548 0.9552 0.9538  0.9542 0.0011

2 16 0.9570 0.9554 0.9555 0.9554 0.9565 0.9575 0.9559 0.9569 0.9570 0.9580  0.9565 0.0009
32 09577 0.9577 0.9556 0.9579 0.9590 0.9582 0.9562 0.9582 0.9582 0.9597  0.9578 0.0011

64 0.9577 0.9583 0.9580 0.9566 0.9584 0.9594 0.9561 0.9582 0.9579 0.9605 0.9581 0.0012

128 0.9590 0.9591 0.9580 0.9582 0.9587 0.9590 0.9567 0.9584 0.9588 0.9605  0.9586 0.0009

256 0.9582 0.9590 0.9578 0.9576 0.9593 0.9595 0.9569 0.9585 0.9587 0.9593  0.9585 0.0008

2 09321 0.9343 0.9311 0.9354 0.9319 0.9330 0.9318 0.9340 0.9295 0.9277  0.9321 0.0022

4 09473 0.9462 0.9451 0.9490 0.9480 0.9513 0.9466 0.9477 0.9491 0.9468  0.9477 0.0017

8  0.9537 0.9528 0.9510 0.9505 0.9543 0.9547 0.9556 0.9551 0.9564 0.9536  0.9538 0.0018

3 16 0.9547 0.9555 0.9540 0.9549 0.9586 0.9586 0.9566 0.9574 0.9579 0.9543  0.9563 0.0017

32 09572 0.9566 0.9554 0.9573 0.9586 0.9588 0.9567 0.9588 0.9586 0.9562 0.9574 0.0012
64 0.9584 0.9565 0.9560 0.9578 0.9587 0.9596 0.9575 0.9593 0.9593 0.9570  0.9580 0.0012
128 0.9577 0.9567 0.9573 0.9578 0.9592 0.9607 0.9577 0.9598 0.9598 0.9565  0.9583 0.0014
256 0.9579 0.9569 0.9566 0.9579 0.9593 0.9603 0.9576 0.9599 0.9599 0.9571  0.9583 0.0013

Cizelge 11. UDP-LightGBM Dogruluk Sonuglari

Kat

Standart
Sapma
32 0.9272 0.9317 0.9277 0.9248 0.9283 0.9251 0.9252 0.9263 0.9256 0.9280  0.9270 0.0020
64 0.9393 0.9410 0.9401 0.9355 0.9383 0.9365 0.9368 0.9388 0.9363 0.9392  0.9382 0.0017
128 0.9456 0.9473 0.9478 0.9437 0.9458 0.9454 0.9429 0.9456 0.9445 0.9470  0.9456 0.0015

Kime Agag 1 2 3 4 5 6 7 8 9 10 Ortalama

! 256 0.9511 0.9533 0.9533 0.9492 0.9515 0.9510 0.9488 0.9510 0.9504 0.9517  0.9511 0.0014
512 0.9545 0.9578 0.9562 0.9535 0.9549 0.9551 0.9537 0.9553 0.9550 0.9549  0.9551 0.0011
1024 0.9576 0.9604 0.9584 0.9571 0.9574 0.9573 0.9571 0.9574 0.9572 0.9582  0.9578 0.0010
32 09270 0.9218 0.9258 0.9292 0.9247 0.9278 0.9240 0.9269 0.9241 0.9283  0.9259 0.0022
64 09381 0.9342 0.9378 0.9395 0.9375 0.9385 0.9362 0.9382 0.9362 0.9381  0.9374 0.0014
2 128 0.9461 0.9428 0.9452 0.9470 0.9461 0.9467 0.9453 0.9468 0.9444 0.9456  0.9456 0.0012
256 0.9520 0.9488 0.9505 0.9517 0.9529 0.9516 0.9512 0.9515 0.9500 0.9514  0.9512 0.0011
512 0.9561 0.9530 0.9551 0.9556 0.9570 0.9560 0.9542 0.9560 0.9547 0.9555  0.9553 0.0011
1024 0.9586 0.9568 0.9573 0.9581 0.9597 0.9588 0.9576 0.9584 0.9571 0.9584  0.9581 0.0008
32 09268 0.9271 0.9234 0.9245 0.9272 0.9254 0.9252 0.9268 0.9280 0.9250  0.9259 0.0014
64 09377 0.9375 0.9363 0.9367 0.9398 0.9377 0.9387 0.9390 0.9398 0.9369  0.9380 0.0012
3 128 0.9463 0.9465 0.9448 0.9452 0.9473 0.9455 0.9472 0.9466 0.9474 0.9444  0.9461 0.0010

256 0.9527 0.9509 0.9513 0.9503 0.9524 0.9525 0.9525 0.9523 0.9533 0.9507  0.9519 0.0009
512 0.9569 0.9549 0.9548 0.9548 0.9561 0.9574 0.9576 0.9560 0.9570 0.9536  0.9559 0.0013
1024 0.9594 0.9573 0.9561 0.9574 0.9588 0.9595 0.9600 0.9592 0.9599 0.9556  0.9583 0.0015

D. ICMP Protokoliine Ozgii Botnet Simflandirma Modelleri

ICMP protokoliine 6zgii KNN, rastgele orman ve LightGBM algoritmalari

ile olusturulan siniflandirma modellerinin dogruluk skoru Cizelge 12-14’de

40



gosterilmistir. Skorlarin hesaplamasi rastgele olusturulan 3 ayr1 veri seti(kiime)
tizerinde yapilmistir. Bu veri setleri lizerinde 10 kat capraz dogrulma yontemi
kullanilarak, veri seti 10 esit parcaya bdliinmiistiir. Pargalardan 1 tanesi

dogrulama i¢in ayrilirken, kalan 9 parga egitim i¢in kullanilmistir.

ICMP protokoliine 6zgii gelistirilen modellerde gozlemlenen en yiiksek
dogruluk skorlar1 KNN siniflandirma algoritmasinda 9%99.72, rastgele orman
algoritmasinda  %99.98, LightGBM algoritmasinda ise %99.98 olarak
gozlemlenmistir. Her ne kadar dengeli veri setlerinde dogruluk skorlarina
bakmanin yeterli olabilecegi diisiinlilse de sonuglarin dogrulanmasi acisindan
diger Olgiitlere de ¢calismada yer verilmistir. Bu nedenle kesinlik, duyarlilik ve F1

skorlar1 Cizelge 46-57’de sunulmustur.

Model performanslarinin karsilastirilabilmesi i¢in oncelikli olarak, bu
modellerdeki algoritmalarin optimum 6ngoriicii sayilarinin belirlenmesi gerekir.
Optimum  Ongoriicli  sayisi, Ongdriicii  sayisini  artirmanin  algoritmanin
siniflandirma yani tahmin performansinda artik kaydadeger bir artisa katkida
bulunmadig1 veya daha fazla artirmanin tahmin performansini diigtirdiigii sayidir.
Bu sayt her algoritma ig¢in belirlendikten sonra, artik simiflandirma
algoritmalarinin  egitim stireleri ve degerlendirme (performans) dlgiitleri
birbirleriyle kiyaslanabilir ve gelistirilen model icin en uygun siniflandirma
algoritmasi secilebilir. Optimum Ongoériici sayisin1  bulmak i¢in KNN
algoritmasinda komsu sayist olarak 1, 3, 5, 7, 9 ve 11 kullanilmigtir. Rastgele
orman algoritmasinda aga¢ sayisi olarak 2, 4, 8, 16, 32, 64, 128 ve 256,
LightGBM algoritmasinda ise 32, 64, 128, 256, 512 ve 1024 kullanilmistir.

ICMP modeline 6zgii gelistirilen modellerdek optimum Ongoriicii sayilari,
KNN algoritmasi i¢in 1 (komsu sayisi), rastgele orman algoritmasi i¢in 8 (agag),

LightGBM ig¢in 64 (aga¢) oldugu gézlemlenmistir
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Cizelge 12. ICMP-KNN Dogruluk Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama Standart
Sapma
1 09959 09968 0.9964 0.9971 009968 09970 09970 0.9964 0.9966 09965 09966  0.0003
3 09950 09956 0.9962 0.9968 0.9964 09963 0.9963 0.9960 0.9965 0.9958 09961  0.0005
. 5 09946 09950 0.9959 0.9957 0.9956 09956 09957 0.9954 0.9958 0.9949 09954  0.0004
7 09937 09944 0.9948 09954 09949 09953 09950 0.9945 0.9951 09940 09947  0.0005
9 09935 09940 0.9943 09948 0.9946 09950 09944 0.9936 0.9945 09938 09942  0.0005
11 09931 09936 09938 09944 0.9942 0.9943 0.9943 09937 09940 09934 09939  0.0004
1 09966 09965 0.9967 0.9960 0.9966 09970 0.9966 0.9967 0.9960 0.9969 09966  0.0003
3 09960 09959 0.9965 0.9963 0.9960 09959 0.9962 0.9958 0.9958 0.9966 09961  0.0003
, 5 09954 09952 0.9957 0.9960 0.9955 09954 09959 0.9955 0.9953 09959 09956  0.0003
7 09948 09940 0.9951 0.9958 0.9951 09950 0.9953 0.9951 0.9942 09953 09950  0.0005
9 00943 09936 0.9947 0.9955 0.9944 09947 09949 0.9943 09941 09950 09945  0.0005
11 09936 09932 09943 09947 09938 0.9940 0.9944 09937 09935 09944 09940  0.0005
1 00971 09961 0.9972 0.9970 0.9963 09969 0.9966 0.9967 0.9963 0.9971 09967  0.0004
3 09965 0.9951 0.9963 0.9967 09960 09964 0.9963 0.9964 0.9959 09966 09962  0.0004
5 5 09956 09942 0.9960 0.9958 0.9953 09959 0.9957 0.9954 0.9946 0.9960 09955  0.0006
7 09950 09941 0.9955 0.9946 0.9947 09951 09947 0.9950 0.9947 09955 09949  0.0004
9 09944 09938 0.9945 09938 09945 09946 09941 0.9945 09942 09950 09943  0.0004
11 09938 09930 09941 09932 0.9937 0.9943 0.9938 09941 09937 09943 09938  0.0004
Cizelge 13. ICMP- Rastgele Orman Dogruluk Sonuglari
Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 09990 09993 0.9993 09992 09997 0.9993 09993 0.9993 0.9995 09996 0.9993  0.0002
4 09990 09993 09993 0.9993 09996 0.9994 09996 0.9994 0.9994 09997 0.9994  0.0002
8 09993 09996 0.9993 09995 0.9997 0.9996 09994 0.9995 09994 09997 0.9995  0.0001
, 16 0993 09995 09993 09994 09997 0.9995 0.9995 0.999 09994 09997 09995  0.0001
32 09992 09995 0.9993 09995 0.9997 09995 0.9994 0.9995 09993 0.9997 09995  0.0001
64 09993 09995 0.9993 09994 0.9997 09994 0.9995 0.9995 09994 0.9997 09995  0.0001
128 09993 09995 09993 0.9995 09997 0.9995 09995 0.9995 0.9993 0.9997 0.9995  0.0001
256 09993 0.9995 09994 0.9995 0.9997 0.9995 0.9994 09996 0.9994 09997 0.9995  0.0001
2 09993 09995 0.9993 09993 0.9995 0.9996 09995 0.9991 0.9996 09993 0.9994  0.0001
4 09995 09992 0.9994 0.9994 09994 0.9996 09993 0.9993 0.9997 09993 0.9994  0.0002
8 09997 09995 0.9995 09996 0.9996 0.9994 09994 0.9992 09997 09993 0.9995  0.0002
, 16 09997 09994 09993 09995 09996 0999 09994 09993 09998 09993 09995 0,001
32 09997 09994 09993 09995 0.9994 09995 0.9993 0.9994 09998 0.9994 09995  0.0001
64 09997 09994 0.9994 09996 0.9995 09995 0.9994 0.9992 09998 0.9993 09995  0.0002
128 09997 09993 09994 0.9996 09995 0.9996 09994 0.9992 0.9998 09993 0.9995  0.0002
256 09997 0.9993 09993 0.9995 0.9995 0.9996 0.9993 0.9993 0.9998 09993 0.9995  0.0002
2 09993 09992 0.9996 09996 0.9997 0.9996 09993 0.9995 0.9987 09996 0.9994  0.0003
4 09993 09990 0.9994 0.9997 09997 0.9996 09995 0.9996 0.9989 0.9997 0.9994  0.0003
8 09995 09991 0.9995 0.9997 0.9996 0.9996 0.9994 0.9996 0.9991 0.9996 0.9995  0.0002
, 16 09994 09992 09995 09997 09997 0.9997 09995 09996 09991 09997 09995  0.0002
32 09993 09991 0.9995 09997 0.9997 09997 0.9994 0.9995 09990 0.9997 09995  0.0002
64 09994 09991 0.9994 09997 0.9997 09997 0.9995 0.9996 0.9991 0.9996 09995  0.0002
128 09994 09991 09995 0.9997 09997 0.9997 09995 0.9996 0.9991 0.9997 0.9995  0.0002
256 09994 0.9991 09995 0.9997 09997 0.9997 0.9995 09996 0.9991 09996 0.9995  0.0002
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Cizelge 14. ICMP-LightGBM Dogruluk Sonuglari

Kat

Standart
Sapma
32 0.9989 0.9991 0.9993 0.9993 0.9995 0.9995 0.9993 0.9992 0.9993 0.9995 0.9993 0.0002
64 0.9990 0.9993 0.9994 0.9995 0.9996 0.9995 0.9994 0.9993 0.9993 0.9997  0.9994 0.0002
128 0.9988 0.9993 0.9994 0.9995 0.9996 0.9996 0.9995 0.9994 0.9993 0.9996  0.9994 0.0002

Kiume Agac 1 2 3 4 5 6 7 8 9 10  Ortalama

! 256 0.9989 0.9992 0.9994 0.9995 0.9996 0.9995 0.9995 0.9994 0.9993 0.9996  0.9994 0.0002
512 0.9989 0.9992 0.9993 0.9995 0.9996 0.9995 0.9995 0.9994 0.9994 0.9995  0.9994 0.0002
1024 0.9989 0.9993 0.9993 0.9995 0.9996 0.9995 0.9995 0.9994 0.9994 0.9996  0.9994 0.0002
32 09994 0.9991 0.9992 0.9995 0.9993 0.9991 0.9992 0.9990 0.9995 0.9991  0.9992 0.0002
64 09994 0.9992 0.9991 0.9996 0.9994 0.9993 0.9994 0.9992 0.9996 0.9992  0.9993 0.0002
2 128 0.9993 0.9993 0.9992 0.9996 0.9994 0.9994 0.9995 0.9993 0.9998 0.9990  0.9994 0.0002
256 0.9993 0.9994 0.9992 0.9996 0.9995 0.9994 0.9994 0.9993 0.9998 0.9991  0.9994 0.0002
512 0.9993 0.9994 0.9991 0.9996 0.9995 0.9995 0.9994 0.9993 0.9998 0.9991  0.9994 0.0002
1024 0.9993 0.9994 0.9991 0.9996 0.9994 0.9995 0.9994 0.9993 0.9998 0.9991  0.9994 0.0002
32 0.9993 0.9988 0.9994 0.9992 0.9993 0.9994 0.9993 0.9993 0.9990 0.9993  0.9992 0.0002
64 09995 0.9990 0.9995 0.9994 0.9996 0.9995 0.9994 0.9994 0.9990 0.9994  0.9994 0.0002
3 128 0.9995 0.9990 0.9995 0.9995 0.9996 0.9996 0.9995 0.9993 0.9989 0.9994  0.9994 0.0002

256 0.9994 0.9990 0.9994 0.9995 0.9996 0.9996 0.9995 0.9994 0.9989 0.9995  0.9994 0.0002
512 0.9994 0.9990 0.9994 0.9995 0.9996 0.9996 0.9994 0.9994 0.9988 0.9995  0.9994 0.0002
1024 0.9994 0.9990 0.9994 0.9995 0.9996 0.9996 0.9994 0.9993 0.9988 0.9995  0.9994 0.0002

E. Protokole Ozgii Olmayan Genel Botnet Siniflandirma Modelleri

Protokol ayrimi olmaksizin, TCP, UDP ve ICMP veri setlerinin
birlesiminden olusan veri setleri {izerinde KNN, rastgele orman ve LightGBM
algoritmalar1 ile olusturulan siniflandirma modellerinin dogruluk skoru Cizelge
15-17°de gosterilmistir. Skorlarin hesaplamasi rastgele olusturulan 3 ayr1 veri
seti(kiime) lizerinde yapilmistir. Bu veri setleri iizerinde 10 kat ¢capraz dogrulma
yontemi kullanilarak, veri seti 10 esit parcaya boliinmiistiir. Parcalardan 1 tanesi

dogrulama i¢in ayrilirken, kalan 9 parca egitim icin kullanilmistir.

Olusturulan modellerde gozlemlenen en yiiksek dogruluk skorlart KNN
siniflandirma algoritmasinda %92.74, rastgele orman algoritmasinda %96.72,
LightGBM algoritmasinda ise %96.29 olarak gozlemlenmistir. Her ne kadar
dengeli veri setlerinde dogruluk skorlarina bakmanin yeterli olabilecegi
diisiiniilse de sonuglarin dogrulanmasi agisindan diger olgiitlere de calismada yer
verilmistir. Bu nedenle kesinlik, duyarlilik ve F1 skorlar1 Cizelge 58-69 ’da

sunulmustur.

Model performanslarinin karsilastirilabilmesi i¢in Oncelikli olarak, bu
modellerdeki algoritmalarin optimum 6ngoriicii sayilarinin belirlenmesi gerekir.

Optimum Ongoriicii  sayisi, OngOrlici sayisini  artirmanin  algoritmanin
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siniflandirma yani tahmin performansinda artik kaydadeger bir artisa katkida
bulunmadig1 veya daha fazla artirmanin tahmin performansini diisiirdiigti sayidir.
Bu sayr her algoritma i¢in belirlendikten sonra, artik siniflandirma
algoritmalarinin  egitim silireleri ve degerlendirme (performans) dlgiitleri
birbirleriyle kiyaslanabilir ve gelistirilen model i¢in en uygun siniflandirma
algoritmast segilebilir. Optimum Ongoriicii sayisini  bulmak igin  KNN
algoritmasinda komsu sayis1 olarak 1, 3, 5, 7, 9 ve 11 kullanilmistir. Rastgele
orman algoritmasinda agac¢ sayisi olarak 2, 4, 8, 16, 32, 64, 128 ve 256,
LightGBM algoritmasinda ise 32, 64, 128, 256, 512 ve 1024 kullanilmistir.

Her ¢ protokolli igeren veri setleri iizerinde gelistirilen modellerin
optimum O6ngoriicii sayilari, KNN algoritmast i¢in 5 (komsu sayisi), rastgele
orman algoritmast i¢in 16 (agag), LightGBM i¢in 512 (agag) oldugu

gozlemlenmistir.

Cizelge 15. Genel Model-KNN Dogruluk Sonuglari

Kat

Standart
Sapma
1 0.9087 0.9139 0.8808 0.9140 0.9140 0.9142 0.9135 0.9153 0.9144 0.9146 0.9103 0.0100

Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama

3 0.9221 0.9205 0.8881 0.9208 0.9224 0.9206 0.9201 0.9218 0.9211 0.9216 0.9179 0.0100
1 5 0.9224 0.9207 0.9200 0.9211 0.9217 0.9215 0.9207 0.9227 0.9222 0.9224  0.9215 0.0008
7 0.9217 0.9195 0.9195 0.9201 0.9210 0.9208 0.9203 0.9212 0.9210 0.9217  0.9207 0.0008
9 0.9203 0.9189 0.9187 0.9193 0.9200 0.9194 0.9189 0.9201 0.9197 0.9205  0.9196 0.0006
11 0.9191 0.9176 0.9172 0.9189 0.9188 0.9182 0.9176 0.9191 0.9182 0.9195 0.9184 0.0007
1 0.8824 0.9130 0.9139 0.9120 0.9122 0.8814 0.9144 0.9139 0.9130 0.9132  0.9069 0.0125
3 0.9210 0.9207 0.9206 0.9206 0.9191 0.9189 0.9213 0.9206 0.9208 0.9201  0.9204 0.0008
9 5 0.9211 0.9206 0.9208 0.9205 0.9198 0.9195 0.9217 0.9207 0.9212 0.9199  0.9206 0.0006
7 0.9201 0.9195 0.9210 0.9197 0.9201 0.9198 0.9211 0.9206 0.9204 0.9199  0.9202 0.0005
9 0.9187 0.9191 0.9188 0.9193 0.9195 0.9187 0.9203 0.9202 0.9190 0.9186  0.9192 0.0006
11 0.9179 0.9187 0.9178 0.9185 0.9190 0.9180 0.9191 0.9187 0.9186 0.9177 0.9184 0.0005
1 0.9171 0.9178 0.9186 0.9172 0.9188 0.9190 0.9178 0.9185 0.9173 0.9173  0.9179 0.0007
3 0.9252 0.9240 0.9245 0.9241 0.9264 0.9261 0.9239 0.9270 0.9246 0.9257  0.9251 0.0010
3 5 0.9251 0.9244 0.9261 0.9249 0.9270 0.9270 0.9249 0.9274 0.9257 0.9253  0.9258 0.0010
7 0.9244 0.9242 0.9258 0.9237 0.9257 0.9260 0.9240 0.9266 0.9248 0.9239  0.9249 0.0010
9 0.9235 0.9225 0.9247 0.9230 0.9253 0.9257 0.9230 0.9252 0.9237 0.9229  0.9239 0.0011

11 0.9226 0.9218 0.9232 0.9219 0.9241 0.9247 0.9224 0.9234 0.9236 0.9219  0.9230 0.0010
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Cizelge 16. Genel Model- Rastgele Orman Dogruluk Sonuglari

Kat

Standart

Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama Sapma

2 09510 0.9528 0.9514 0.9502 0.9502 0.9509 0.9502 0.9511 0.9493 0.9530 0.9510 0.0011
4 0.9593 0.9592 0.9582 0.9587 0.9606 0.9593 0.9588 0.9592 0.9597 0.9596  0.9593 0.0006
8 0.9627 0.9634 0.9628 0.9624 0.9641 0.9631 0.9619 0.9630 0.9640 0.9637  0.9631 0.0007
16 0.9636 0.9650 0.9639 0.9642 0.9656 0.9643 0.9641 0.9646 0.9644 0.9650 0.9645 0.0006

! 32 09646 0.9656 0.9644 0.9652 0.9662 0.9655 0.9643 0.9648 0.9654 0.9664  0.9652 0.0007
64 0.9650 0.9662 0.9649 0.9651 0.9666 0.9657 0.9649 0.9653 0.9658 0.9665  0.9656 0.0006

128 0.9648 0.9666 0.9650 0.9655 0.9668 0.9657 0.9650 0.9657 0.9657 0.9667  0.9657 0.0007

256 0.9650 0.9668 0.9651 0.9656 0.9670 0.9659 0.9654 0.9656 0.9660 0.9668  0.9659 0.0007

2 09531 0.9531 0.9528 0.9512 0.9512 0.9513 0.9516 0.9522 0.9524 0.9524  0.9521 0.0007

4 0.9596 0.9602 0.9595 0.9591 0.9596 0.9605 0.9606 0.9598 0.9592 0.9597  0.9598 0.0005

8 0.9623 0.9643 0.9632 0.9628 0.9628 0.9637 0.9638 0.9638 0.9633 0.9629  0.9633 0.0006

2 16 0.9645 0.9658 0.9652 0.9647 0.9650 0.9649 0.9653 0.9643 0.9652 0.9639  0.9649 0.0005
32 09650 0.9660 0.9658 0.9656 0.9661 0.9656 0.9665 0.9651 0.9656 0.9649  0.9656 0.0005

64 0.9653 0.9662 0.9659 0.9659 0.9663 0.9653 0.9671 0.9659 0.9664 0.9653  0.9660 0.0005

128 0.9656 0.9665 0.9663 0.9658 0.9663 0.9661 0.9672 0.9660 0.9664 0.9652  0.9661 0.0005

256 0.9655 0.9668 0.9664 0.9658 0.9666 0.9660 0.9671 0.9665 0.9664 0.9655  0.9662 0.0005

2 0.9527 0.9500 0.9504 0.9489 0.9509 0.9531 0.9535 0.9517 0.9497 0.9506 0.9511 0.0015

4 0.9608 0.9590 0.9593 0.9599 0.9594 0.9605 0.9601 0.9608 0.9582 0.9580  0.9596 0.0009

8 0.9628 0.9628 0.9627 0.9616 0.9631 0.9643 0.9645 0.9638 0.9625 0.9621  0.9630 0.0009

3 16 0.9647 0.9652 0.9646 0.9636 0.9654 0.9656 0.9649 0.9653 0.9646 0.9636  0.9647 0.0007

32 0.9655 0.9653 0.9654 0.9645 0.9652 0.9663 0.9655 0.9663 0.9651 0.9643  0.9653 0.0006
64 09662 0.9657 0.9654 0.9641 0.9659 0.9663 0.9660 0.9659 0.9652 0.9643  0.9655 0.0007
128 0.9662 0.9657 0.9655 0.9645 0.9660 0.9670 0.9663 0.9665 0.9655 0.9646  0.9658 0.0008
256 0.9664 0.9658 0.9656 0.9646 0.9661 0.9668 0.9665 0.9664 0.9656 0.9648  0.9659 0.0007

Cizelge 17. Genel Model-LightGBM Dogruluk Sonuglari

Kat

Standart
Sapma
32 09236 0.9216 0.9212 0.9244 0.9229 0.9224 0.9211 0.9219 0.9242 0.9236 0.9227 0.0012
64 0.9333 0.9320 0.9319 0.9335 0.9339 0.9327 0.9333 0.9330 0.9352 0.9338  0.9332 0.0009
128 0.9435 0.9442 0.9425 0.9441 0.9444 0.9435 0.9422 0.9436 0.9451 0.9454 0.9438 0.0010

Kime Agac 1 2 3 4 5 6 7 8 9 10  Ortalama

! 256 0.9509 0.9513 0.9513 0.9522 0.9525 0.9514 0.9507 0.9525 0.9527 0.9530  0.9518 0.0008
512 0.9571 0.9576 0.9573 0.9582 0.9581 0.9574 0.9574 0.9572 0.9578 0.9587  0.9577 0.0005

1024 0.9612 0.9613 0.9607 0.9619 0.9622 0.9610 0.9609 0.9609 0.9613 0.9621  0.9613 0.0005

32 09219 0.9239 0.9238 0.9226 0.9226 0.9201 0.9227 0.9210 0.9232 0.9218  0.9224 0.0012

64 0.9328 0.9339 0.9332 0.9325 0.9343 0.9327 0.9337 0.9323 0.9336 0.9317 0.9331 0.0008

2 128 0.9444 0.9435 0.9432 0.9427 0.9442 0.9436 0.9453 0.9431 0.9441 0.9425  0.9437 0.0008
256 09516 0.9525 0.9514 0.9512 0.9518 0.9507 0.9530 0.9518 0.9520 0.9514  0.9517 0.0006

512 0.9580 0.9583 0.9573 0.9567 0.9571 0.9571 0.9587 0.9573 0.9580 0.9569  0.9575 0.0006

1024 0.9612 0.9622 0.9604 0.9608 0.9613 0.9613 0.9621 0.9611 0.9622 0.9608 0.9613 0.0006

32 09238 0.9227 0.9206 0.9211 0.9250 0.9230 0.9231 0.9234 0.9240 0.9230  0.9230 0.0012

64 0.9342 0.9320 0.9329 0.9329 0.9345 0.9331 0.9332 0.9336 0.9327 0.9338  0.9333 0.0007

3 128 0.9435 0.9425 0.9435 0.9427 0.9443 0.9433 0.9434 0.9445 0.9434 0.9440  0.9435 0.0006

256 0.9515 0.9519 0.9527 0.9503 0.9522 0.9526 0.9522 0.9526 0.9525 0.9519  0.9520 0.0007
512 0.9581 0.9580 0.9585 0.9561 0.9575 0.9587 0.9579 0.9577 0.9580 0.9579  0.9578 0.0007
1024 0.9618 0.9618 0.9617 0.9599 0.9614 0.9629 0.9618 0.9613 0.9618 0.9614 0.9616 0.0007

F. Algoritmalarin Egitim Siirelerinin Hesaplanmasi

Daha once belirtildigi {lizere botnetlerin algilama modellerinin egitim

siirelerinin  karsilastirilabilmesi  i¢in  Oncelikli olarak optimum &ngo6rici
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sayilarinin belirlenmesi gerekmektedir. Optimum 6ngdriicii sayilari belirlendikten
sonra olusturulacak siniflandirma modellerinin egitim siireleri karsilastirilabilir.
Ancak modellerin egitim siireleri, lizerinde ¢alistiklar1 bilgisayarlara gére degisim
gostermektedir. Islemci sayis1 fazla olan, yeni islemcilere ve yiiksek bellege sahip
bilgisayarlardaki egitim siiresi, islemci sayis1 az olan, eski islemcilere ve az
bellege sahip olan bilgisayarlara gore daha az siirecektir. Bu sebeple yapilan
caligmada egitim siireleri, birim zaman olarak gosterilmistir. En yliksek egitim
siiresine sahip olan modelin siiresi 1 ile gosterilip, diger modellerin siiresi buna
gore Olceklendirilmigtir. Egitim siirelerinin oOlg¢iilecegi bilgisayarlardaki olasi
hatalara karsi, her model 3 kez egitilerek egitim siirelerinin ortalamalari
alinmistir. Egitim siirelerinin karsilastirilmasi bir sonraki boliimde detayli olarak

anlatilmistir.

G. Sonug¢larin Degerlendirilmesi

Gelistirilen botnet tespit modeline en uygun simiflandirma algoritmasinin
dogru belirlenebilmesi i¢in iki énemli kriter vardir. Bunlar, her bir algoritmalarin
toplam egitim siiresi ve dogruluk, kesinlik, duyarlilik gibi degerlendirme

Olciitlerinde elde ettigi skorlardir.

Her algoritma igin, Oncelikli olarak optimum tahminci sayilarinin
belirlenmesi gerekir. Optimum Ongoriicii sayisi, ongOrlicli sayisini artirmanin
algoritmanin simiflandirma yani tahmin performansinda artik kaydadeger bir
artisa katkida bulunmadigir veya daha fazla artirmanin tahmin performansini
disiirdiigli sayidir. Bu say1r her algoritma i¢in belirlendikten sonra, artik
siniflandirma algoritmalarinin egitim siireleri ve degerlendirme (performans)
Olgiitleri birbirleriyle kiyaslanabilir ve gelistirilen model i¢in en uygun

siniflandirma algoritmasi secilebilir.

Hatirlanacagi lizere bu ¢alismada, 6ncelikle dengesiz bir veri seti olan CTU-
13 veri seti undersampling yontemiyle dengelenmis ve ii¢ farkli dengeli veri seti
olusturulmustur (Kiime- 1, 2 ve 3). Ayrica daha oOnce belirtildigi iizere bu
calismada makine 6grenme algoritmalarinin performansini olabildigince objektif
yani bialardan arindirilmisg ve dogru bir yaklasimla degerlendirmek i¢in 10-kath
capraz-dogrulama (10-fold cross-validation) yontemi kullanilmistir. Bu yontemle,

ilgili veri setleri 10 parcaya bolinir, her seferinde bu on par¢adan farkli 1 parca
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dogrulama i¢in ayrilirken, kalan 9 parca egitim i¢in kullanilir. Dolayisiyla her kat
yani fold i¢in dogruluk, kesinlik, duyarlilik gibi performans olgiitleri hesaplanir
ve istatiksel indikatorlerine bakilir. Bu baglamda en énemli indikatorler ortalama
(mean) ve standart sapma degerlerdir ve bu calismada da algoritmalarin basarilari
kiyaslanirken her kattan gelen dogruluk, kesinlik, duyarlilik ve F1 skorlarinin
ortalamalar1 ve standart sapmalar1 iizerinden degerlendirme yoluna gidilmistir.
Her ne kadar dengeli veri setlerinde dogruluk skorlarina bakmanin yeterli
olabilecegi diisiiniilse de sonuglarin dogrulanmasi agisindan diger Olgiitlere de

calismada yer verilmistir.

Cizelgelere bakildiginda, TCP modeli, UDP modeli ve tiim protokollerin
birlikte oldugu genel model i¢in, KNN algoritmasinin optimum k degerinin 5
oldugu goriilebilir. Bu degeri artirmanin, dogruluk skorlarini artirmadigi hatta
disiirdiigli gozlemlenmektedir. Benzer sekilde rastgele orman algoritmasi igin
optimum aga¢ sayisinin 16 oldugu ve aga¢ sayisini artirmanin dogruluk
(accuracy) skorlarinda onemli bir iyilesmeye yol agmadigr gorilmektedir. Yine
benzer sekilde optimum aga¢ sayisinin LightGBM algoritmasinda 512 oldugu
kanisina varilabilir. Bu algoritmada da agac sayisin1 1024°e ¢ekmek sonuglarda
kaydadeger bir iyilesme saglamamaktadir. ICMP protokolii i¢in optimum
Ongoriicii sayilart ise; KNN icin 1, rastgele orman i¢in 8 ve LightGGM igin 64
olarak belirlenmistir. Cizelge 18’de olusturulan siniflandirma modellerine gobre

tavsiye edilen optimum Ongoriicii sayilar1 6zetlenmistir.

Cizelge 18. Tavsiye edilen optimum Ongoriicii sayilari

_Model | -0 UDP ICMP | GENEL MODEL
Algoritma
KNN 5 5 1 5
RF 16 16 8 16
LGBM 512 512 64 512

Bu optimum 06ngoriicii (k sayisi, aga¢ sayilari) sayilar1 esas alindiginda
TCP, UDP, ICMP ve genel model i¢in algoritmalarin egitim siireleri birim zaman
turiinde Cizelge 19°da verilmistir. En uzun egitim siiresi genel modelin KNN ile
egitilmesinde gerceklesmistir ve 1 birim zaman olarak gdosterilmistir. Bu

cizelgede goriildiigli lizere, RF algoritmasinin egitim siiresi KNN algoritmasinin
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yaklasik %25°1, LightGBM algoritmasinin ise yaklasik olarak %50’sidir ve bu

bakimdan en verimli algoritma oldugu goriilebilir.

Cizelge 19. Algoritmalarin model bazinda egitim siirelerinin karsilastirmasi

_Model | +p UDP ICMP | TCP+UDP+ICMP | GENEL MODEL
Algoritma
KNN 0.1283 | 0.0521 | 0.6144 0.7947 1.0000
RF 0.1107 | 00729 | 0.0080 0.1916 0.2550
LGBM 0.1842 | 0.517 | 0.0174 0.3533 0.4676

Cizelge 20’da, protokole 6zgii modellerin toplam egitim siirelerinin genel
modellerin egitim siirelerine kiyasla algoritma bazinda %20.53-%24.87 arasinda

daha kisa oldugu goriilebilir.

Cizelge 20. Genel model ile protokole 6zgii modellerin toplam egitim

siirelerinin karsilagtirmasi

Model GENEL
0
Algoritma TCP+UDP+ICMP MODEL % Fark
KNN 0.7947 1.0000 20.53
RF 0.1916 0.2550 24.87
LGBM 0.3533 0.4676 24.44
Onceki boliimde verilen g¢izelgelere bakildiginda rastgele orman

algoritmasi, TCP ve UDP protokolleri {izerindeki botnetleri %95°1 asan dogruluk,
kesinlik ve duyarlilikla yakalarken, ICMP protokolii iizerindeki botnetleri ise

%99’u asan dogruluk, kesinlik ve duyarlilikla yakalama basarisint gostermistir.

Benzer performans skorlarina LightGBM algoritmasiyla ulagilsa da egitim
siiresi daha uzun oldugundan rastgele orman algoritmasinin ¢ok daha verimli
oldugu sdylenebilir. Daha oOnce belirtildigi iizere, her ne kadar LightGBM,
algoritma olarak rastgele orman’dan hizli olsa da ayni performans skorlarina
ulagmak i¢in daha fazla tahminciye yani agaca ihtiya¢ duydugundan egitim siiresi

rastgele orman algoritmasina kiyasla daha uzun stirmektedir.

Ote yandan, en az basarili performansa sahip algoritmanin KNN algoritmasi
oldugu goriilmektir. Bu algoritmanin, dogruluk, kesinlik ve duyarlilik skorlar
TCP protokolii lizerindeki botnetleri yakalamada %90’1n altinda kalirken, UDP
protokolii tizerindeki botnetlerde %94’ gecememistir. ICMP protokolii {izerinde
ise, rastgele orman ve LightGBM ile aymi1 basariyr gostermis, %99’u asan

dogruluk, kesinlik ve hassasiyet skorlarina ulasabilmistir.
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Tim algoritmalarin ICMP protokolii iizerinde yiiksek performans
skorlariyla botnetleri belirleyebilmesi aslinda beklenen bir sonu¢ olmustur. ICMP
protokoliinii kullanan ¢ok fazla sayida uygulama yoktur ve bu protokoldeki

anormal trafigin belirlenmesi nispeten daha kolaydir.

Botnetlerin protokol bazinda ayirmadan belirlenmesi i¢in gelistirilen genel
modelde de en basarili ve verimli algoritmanin rastgele orman algoritmasi oldugu
goriilmektedir. Optimum Ongoriicii sayilarinda, rastgele orman algoritmasi
%96’y1 asan dogruluk (%96.49), kesinlik (%96.55) ve hassasiyetle (%96.43)
botnetleri algilayabilme basarisin1 gostermistir. Benzer basarili performansi
LightGBM algoritmas1 da gostermis ancak her olgiitte ortalama olarak yaklagik
%0.5 gibi bir farkla rastgele orman’in gerisinde kalmistir. Protokol spesifik
modellerde oldugu gibi, LightGBM algoritmasi bu skorlara en az 512 agagla
erisebildiginden hesaplama siirelerinde verimlilik bakimindan rastgele orman
algoritmasinin gerisinde kalmistir. Ucii arasindan en az basarili algoritma ise yine
KNN algoritmasit olmustur. Bu algoritmanin dogruluk, kesinlik ve duyarlilik

skorlar1 %92’yi gecememistir.

Rastgele orman algoritmasiyla genel modelde (optimum Ongorucl
sayisinda) elde edilen %96.49’luk dogruluk skoru okuyucuyu yaniltmamalidir.
Protokole 6zgli modellerin, protokol bazinda elde ettigi dogruluk skorlarinin ilgili
veri setlerindeki kayit sayilarina gore agirlikli ortalamasi (0.9674) alindiginda

marjinal bir farkla genel modelden daha basarili oldugu Cizelge 21°de goriilebilir.

Tekrar hatirlatmak ve oOzetlemek gerekirse protokole 6zgii RF botnet
siniflandirma modellerinin toplam egitim siiresi, tiim protokolleri iceren genel RF
botnet siniflandirma modeline kiyasla %24.87 daha diisiik egitim siiresine sahiptir
ve aynm1 zamanda tiim modeller arasinda da egitim siireleri acisindan en

verimlisi ve tahmin performansi acisindan en basarilhisidir.
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Cizelge 21. Protokole 6zgii RF modellerinin dogruluk skoru agirlikli ortalamasi

Dogruluk Skoru

Protokol | Kayit Sayist | Dogruluk Skoru Agirlikls Ortalama

TCP 362524 0.9560
UDP 296874 0.9565 0.9674
ICMP 229994 0.9995

Tiim algoritmalarin gerek protokol 6zgii, gerekse protokollerin birlikte ele
alindig1 genel modelde performans skorlarinin diisiik standart sapmaya sahip
olmast (< %0.2), gelistirilen siniflandirma modellerinin kararliligin1 ortaya

koymaktadir.

Bu calismada gelistirilen protokole 6zgii botnet siniflandirma modelinin
literatiirdeki benzer calismalara kiyasla oldukca hafif ve verimli oldugunu
soylemek miimkiindiir. Modellerin egitiminde sadece i¢ akis 0Ozelligi
kullanilmistir ve bu 6zellikler (Dur, TotBytes, SrcBytes) literatlirde gegen botnet
siniflandirma modellerinde siklikla kullanilan ip ve port tabanli 6zelliklerin
aksine ezberlenebilir nitelikte olmadigindan gelistirilen modelin makine
O0grenmesi modellerinde ortaya c¢ikabilen asir1 6grenme sorununa karsi 0zi

itibariyle direngli oldugu séylenebilir.
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V.SONUC VE ONERILER

Bu calismada, ag akis oOzellikleri kullanilarak ¢esitli makine Ogrenmesi
yontemleriyle botnetlerin siniflandirilmasina yonelik yenilik¢i bir model ortaya
konulmustur. Geleneksel olarak, literatiirdeki botnet siniflandirma modelleri,
botnetlerin iletisim i¢in kullandig1 farkli ag protokollerini bir arada ele almaktadir
ve botnet trafigini belirlemek i¢in ¢ok sayida ag akis ozelligi kullanmaktadir.
Dogal olarak, bu tarz genel siniflandirma modellerinin egitim ve yanit siireleri de
uzun olmaktadir. Ote yandan, bilisim sistemlerinin isleyisinde herhangi bir
aksaklik yagsanmamasi i¢in botnet tehditlerinin hizli ve dogru tespiti biiylik 6nem

tasimaktadir.

CTU-13 veri setinin kullanildigi bu calismada, geleneksel yaklasimlarin
aksine, botnet trafigi iceren her ag protokolil i¢in ayr1 bir botnet siniflandirma
modeli olusturulmus ve sonuglar tiim protokolleri birlikte isleyen genel bir model
ile performans ve siire bakimindan karsilastirilmistir. Bu bakimdan literatiire

Oonemli bir katk1 saglamaktadir.

Bu siniflandirma modellerine en uygun makine &grenme algoritmasini
belirlemek icin literatirden incelenerek secilen KNN, rastgele orman ve
LightGBM algoritmalarinin  performansi  olusturulan her bir model
karsilagtirtlmistir. Bu baglamda saglikli bir karsilastirma igin, Oncelikle, her
algoritmanin optimum Ongoriicli (estimator) sayilar1 belirlenmis, daha sonra bu
algoritmalarin egitim siireleri ve degerlendirme 6lgiitleri (performans metrikleri)

kiyaslanarak gelistirilen siniflandirma modeline en uygun algoritma segilmistir.

Yapilan ¢aligmanin bialardan arindirilmasi i¢in dengesiz bir veri seti olan
CTU-13 veri seti ¢calismanin basinda undersampling yontemi ile dengelenmis ve
algoritmalarin performans degerlendirmesinde ise 10-katli ¢apraz dogrulama

yonteminden yararlanilmistir.
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Bu calismada elde edilen baslica sonuglar asagida 6zetlenmistir:

1. Protokole 0zgii botnet siniflandirma modellerin toplam egitim
siirelerinin, tiim protokolleri birlikte isleyen genel modellere kiyasla
algoritma bazinda %?20.53-%24.87 arasinda degisen oranlarda daha

diistik oldugu goriilmiistiir.

2. Gelistirilen botnet siniflandirma modelleri i¢in karsilagtirilan makine
O0grenme algoritmalar1 arasinda en basarili ve verimli algoritmanin RF

algoritmasi oldugu belirlenmistir.

3. Optimum Ongoriicii sayilar1 baz alinarak yapilan kiyaslamada, RF
algoritmasinin egitim siiresinin KNN algoritmasindan yaklasik 4 kat,
LightGBM algoritmasindan ise yaklasik 2 kat daha diisiik oldugu

gorilmistiir.

4. Protokole 0zgu RF botnet siniflandirma modeli, TCP protokoliinii
kullanan botnetleri %95.60, UDP protokolinu kullanan botnetleri
%95.65 ve ICMP protokolini kullanan botnetleri ise %99.95

dogrulukla tespit etmeyi basarmistir.

5. Protokole 6zgii RF botnet siniflandirma modelinin, her protokoldeki
akis kayit sayilar1 baz alinarak hesaplanan dogruluk skoru agirlikli
ortalamasi ise %96.74 olarak belirlenmis ve genel modelin %96.49’luk

dogruluk skorunu geride birakmistir.

6. Her ne kadar veri seti dnceden dengelendigi i¢in dogruluk skorlarina
bakmanin performans degerlendirmesi agisindan yeterli olacagi
disiiniilse de saglama acisindan kesinlik, hassasiyet ve F1 skorlarina
da bakilmis ve sonuclarin beklenildigi iizere dogruluk skorlariyla

tutarl oldugu gozlemlenmistir.

7. Tum algoritmalarin gerek protokole 6zgl gerekse protokollerin birlikte
ele alindig1 genel modelde her kattan gelen performans skorlarinin
diisiik standart sapmaya sahip olmast (<%0.2), gelistirilen

siniflandirma modellerinin kararliligin1 ortaya koymaktadir.

8. Ip ve port tabanli akig 6zelliklerinin aksine ezberlenebilir nitelikte

olmayan ve sadece li¢ adet akis 6zelliginin (Dur, TotBytes, SrcBytes)
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kullanilmast dolayisiyla gelistirilen botnet simiflandirma modeli,
literatiirdeki benzerlerine kiyasla hafif ve verimli; ayn1 zamanda asir1

O0grenme problemine kars1 6zii itibariyle direngli bir modeldir.

Bu alanda gergeklestirilecek yeni bilimsel calismalar i¢in Oneriler ise su

sekilde siralanabilir:

1. CTU-13 veri seti disindaki diger veri setlerinde, protokole 6zgii ve genel

modellerin performansi kiyaslanabilir.

2. Botnet siiflandirilmasi i¢in uygun, gelecekte gelistirilecek yeni makine
O0grenmesi algoritmalarinin performansi incelenerek bu ¢alismanin

kapsami genisletilebilir.

3. Makine 6grenmesi algoritmalarinin disinda, yapay zeka genel alanina
giren diger yontemler kullanilarak kapsamli bir karsilastirmali calisma

yapilabilir.
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Ek.1: Cizelgelar

Cizelge 22. TCP-KNN Dogruluk Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10  Ortalama Standart
Sapma
1 08144 08894 08903 0.8904 08890 0.8896 0.8893 0.8896 0.8896 08924 08824  0.0227
3 0.8995 08978 0.001 0.8968 0.8969 0.8986 0.8980 0.8972 0.8984 0.8993 0.8983  0.0011
. 5  0.8993 08987 0.9021 0.8976 0.8987 0.9013 0.8975 0.8993 0.8993 0.9015 0.8995  0.0015
7 0.8993 08984 0.009 0.8977 0.8992 0.9009 0.8977 0.8987 0.9001 0.9003 0.8993  0.0011
9  0.8982 08982 0.8998 0.8966 0.8990 0.8989 0.8967 0.8981 0.9000 0.8990 0.8984  0.0011
11 08972 0.8969 0.8993 0.8958 0.8974 0.8987 0.8955 0.8979 0.8983 0.8984 0.8975  0.0012
1 08131 08889 08910 0.8904 08898 0.8911 0.8898 08915 0.8120 08122 08670  0.0357
3 0.8990 0.8969 0.8998 0.9003 0.8994 0.8972 0.8971 0.9005 0.8982 0.8977 0.8986  0.0013
, 5  0.8993 09002 0.9012 09005 0.9000 0.8977 0.8990 0.9014 0.8985 0.8994 0.8997  0.0011
7 0.8997 08993 0009 0.9013 0.8985 0.8978 0.8993 0.9011 0.8996 0.9002 0.8998  0.0011
9 08991 08982 0.8998 0.8999 0.8984 0.8974 0.8976 0.9000 0.8974 0.8993 0.8987  0.0010
11 08991 0.8976 0.8988 0.8989 0.8977 0.8969 0.8964 0.8996 0.8961 0.8983 0.8979  0.0011
1 08194 08195 08163 0.8153 08928 0.8167 0.8956 0.8952 0.8169 08198 0.8408  0.0352
3 0.9032 09034 09001 09027 09033 0.9024 09050 0.9012 0.9008 0.039 09026  0.0014
; 5 09046 09051 0.9034 09042 0.9048 0.9048 0.9053 0.9026 09023 0.9056 09043  0.0011
7 09046 09039 0.9020 0.9034 09045 0.9039 0.9063 0.9032 09023 0.9049 09039  0.0012
9 09025 09028 0.9015 0.9027 0.9038 0.9027 0.9055 0.9024 0.9006 0.9041 09029  0.0013
11 09023 09028 09012 09022 09034 09014 09040 0.9014 0.9007 0.9019 09021  0.0010
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Cizelge 23. TCP-KNN Kesinlik Sonuglar1

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama Séa”da”
apma
1 08736 08772 08798 08804 08781 0.8787 08797 08831 08803 08813 08792 00025
3 0.8949 08920 0.8965 0.8928 0.8920 0.8945 0.8948 0.8953 0.8952 0.8943 0.8942  0.0014
. 5  0.8981 08977 0.9036 0.8989 0.8986 0.9025 0.8975 0.9007 0.9006 0.9007 0.8999  0.0020
7 09014 09009 0.9055 09031 09034 09039 09011 0.9042 009043 0.9024 09030  0.0015
9 09025 09034 0.9065 09042 0.9049 09041 09026 0.9055 09059 0.9025 09042  0.0014
11 09028 0.9039 09083 0.9053 0.9047 0.9051 0.9026 09072 0.9054 09044 09050  0.0017
1 08717 08777 08830 0.8798 08790 0.8807 08790 0.8829 08720 0.8709 08777  0.0043
3 08931 0.8928 0.8964 0.8956 0.8946 0.8940 0.8932 0.8991 0.8960 0.8928 0.8948  0.0019
, 5 08970 0.9011 0.9032 0.9008 0.9002 0.9000 0.9000 0.9044 0.9000 0.8991 0.9006  0.0020
7 09010 09019 0.9055 0.9049 0.9017 0.9024 09030 0.9078 0.9043 0.9023 09035  0.0020
9 09023 09029 0.9069 09052 09041 09041 09025 0.9081 09037 0.9040 09044  0.0018
11 0.9038 09039 09076 09062 0.9055 0.9052 0.9037 0.9091 0.9037 0.9044 09053  0.0018
1 0.8786 0.8794 08755 08760 0.8818 0.8783 0.8860 08856 08750 0.8805 0.8797  0.0037
3 08979 0.8983 0.8953 0.8988 0.8971 0.8980 0.9002 0.8965 0.8975 09008 0.8980  0.0016
; 5 09036 0.9052 0.9034 09044 09025 0.9050 0.9051 0.9017 09027 09061 09040  0.0013
7 09069 0.9059 0.9045 009064 09052 09071 0.9086 0.9061 0.9058 09081 09064  0.0012
9 09058 0.9073 0.9059 09085 09059 0.9077 0.9102 09068 09067 09102 09075  0.0016
11 0.9066 0.9086 09077 09095 0.9066 0.9087 0.9102 09074 09085 0.9098 09084  0.0012
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Cizelge 24. TCP-KNN Duyarlilik Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”dart
apma
1 0.7353 0.9057 009041 09035 09035 0.9041 09020 08982 09017 09068 08865  0.0504
3 0.9053 09053 0.9047 09019 0.9031 09037 09021 0.8996 0.9026 0.9056 0.9034  0.0018
. 5 0.9009 09000 0.9004 0.8961 0.8988 0.8998 0.8975 0.8976 0.8978 0.9025 0.8991  0.0018
7 0.8966 08954 0.8953 0.8910 0.8940 0.8973 0.8936 0.8919 0.8948 0.8978 0.8948  0.0021
O  0.8928 08917 0.8915 0.8871 0.8917 0.8924 0.8893 0.8890 0.8926 0.8947 0.8913  0.0021
11 08902 0.8883 0.8882 0.8840 0.8883 0.8907 0.8866 0.8866 0.8895 0.8911 0.8884  0.0021
1 07343 09038 009013 0.043 09040 0.9048 09041 0.9028 07313 07330 08524  0.0783
3 09065 0.9020 0.9041 09062 09055 0.9012 0.9020 0.9023 09010 09040 09035  0.0019
, 5 09022 0.8990 0.8988 09001 0.8998 0.8950 0.8977 0.8976 0.8967 0.8998 0.8987  0.0019
7 0.8981 08961 0.8952 0.8968 0.8945 0.8921 0.8948 0.8928 0.8938 0.8975 0.8952  0.0019
O  0.8952 08924 0.8909 0.8934 0.8913 0.8891 0.8914 0.8901 0.8897 0.8935 0.8917  0.0018
11 0.8932 0.8899 0.8880 0.8900 0.8881 0.8865 0.8874 0.8880 0.8866 0.8908 0.8888  0.0020
1 0.7413 0.7407 0.7376 07346 09072 0.7352 0.9079 009075 07395 07401 07892 00775
3 09099 0.098 09061 09075 09110 09079 09110 09071 09049 09076 09083  0.0019
. 5 09059 0.9051 0.9035 09040 09077 0.9047 0.9056 0.9037 09017 09051 09047  0.0015
7 09019 0.9015 0.8990 0.8998 09036 0.8999 0.9035 0.8997 0.8979 0.9009 0.9008  0.0018
9 08985 0.8973 0.8960 0.8957 09014 0.8967 0.8996 0.8968 0.8931 0.8966 0.8972  0.0021
11 0.8971 08957 08932 0.8933 0.8994 0.8924 0.8964 08942 0.8910 0.8922 0.8945  0.0025
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Cizelge 25. TCP-KNN F1 Skoru Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10  Ortalama Séa”da”
apma
1 07985 08912 08918 08918 0.8906 0.8912 08907 08905 0.8909 0.8939 0.8821  0.0279
3 00001 0.8986 09006 0.8974 0.8975 0.8991 0.8984 0.8975 0.8989 0.8999 0.8988  0.0011
. 5  0.8995 0.8988 09020 0.8975 0.8987 0.9011 0.8975 0.8991 0.8992 09016 0.8995  0.0015
7 0.8990 0.8981 00004 0.8970 0.8987 0.9006 0.8973 0.8980 0.8995 0.9001 0.8989  0.0012
O  0.8976 0.8975 0.8990 0.8956 0.8982 0.8982 0.8959 0.8972 0.8992 0.8986 0.8977  0.0012
11 08965 0.8961 0.8981 0.8945 0.8964 0.8979 0.8945 0.8968 0.8974 0.8977 0.8966  0.0012
1 07971 0.8905 08921 0.8919 08913 0.8926 0.8914 08927 0.7955 07960 0.8631  0.0438
3 08997 0.8974 0.9002 0.9009 09000 0.8976 0.8976 0.9007 0.8985 0.8984 0.8991  0.0013
, 5  0.8996 0.9001 0.9010 09005 0.9000 0.8975 0.8989 09010 0.8983 0.8994 0.8996  0.0011
7 0.8996 0.8990 0.9003 0.9009 0.8981 0.8972 0.8989 0.9003 0.8990 0.8999 0.8993  0.0010
9  0.8987 0.8976 0.8989 0.8992 0.8977 0.8965 0.8969 0.8990 0.8966 0.8987 0.8980  0.0010
11 0.8985 0.8968 0.8977 0.8980 0.8967 0.8958 0.8955 0.8984 0.8951 0.8975 0.8970  0.0012
1 0.8041 08041 08006 07991 0.8943 0.8004 08968 0.8964 0.8016 0.8042 0.8302  0.0430
3 09038 0.9040 0.9007 09031 09040 0.9029 0.9055 09018 09012 0.9042 09031  0.0014
. 5 0.9047 09051 00034 09042 09051 0.9048 09054 09027 0.9022 0.9056 0.9043  0.0011
7 09044 09037 009018 09031 0.9044 0.9035 09060 09029 0.9018 0.9045 0.9036  0.0012
9 09021 09023 09009 09020 0.9036 0.9021 0.9049 09018 0.8999 0.9034 0.9023  0.0013
11 09018 09021 09004 0.9013 0.9030 0.9005 0.9032 0.9007 0.8997 0.9009 0.9014  0.0011
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2. Rastgele Orman Algoritmasimin Performansi

Cizelge 26. TCP- Rastgele Orman Dogruluk Sonuglari

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 09440 09431 09450 09436 09399 00452 09411 09428 09439 09423 09431  0.0016
4 09497 09503 09509 0.9503 0.9510 0.9493 0.9484 09497 09498 09507 09500  0.0008
8 09532 09542 09550 09508 09529 09541 09538 09526 09531 09528 09532  0.0011
, 16 0952 09550 09570 09546 09551 09554 09548 09545 0.9536 09559 09551  0.0009
32 09554 09558 0.9569 0.9554 0.9556 0.9561 0.9553 0.9548 09552 0.9565 0.9557  0.0006
64 09552 09564 09573 0.9556 0.9554 0.9570 0.9552 0.9555 0.9552 0.9564 0.9559  0.0008
128 09558 0.9564 0.9579 0.9557 0.9553 0.9569 0.9557 0.9554 0.9551 0.9563 0.9561  0.0008
256 0.9557 0.9567 0.9583 0.9557 0.9553 0.9572 0.9562 0.9559 0.9556 0.9563 0.9563  0.0008
2 09436 09431 09461 09434 09449 00427 09464 09422 09443 09436 09440  0.0013
4 09507 09513 09504 0.9499 09505 0.9517 09514 09510 0.9519 09507 0.9509  0.0006
8 09548 09547 09527 09552 09540 0.9539 0.9564 0.9542 0.9555 0.9544 09546  0.0010
, 16 09568 09555 09548 09567 09553 09573 09575 09550 09568 0.9548 09560  0.0010
32 09564 09568 09554 0.9565 0.9561 0.9575 0.9572 0.9568 0.9577 0.9558 0.9566  0.0007
64 09570 09568 0.9561 0.9577 0.9564 0.9573 0.9583 0.9566 09579 0.9561 09570  0.0007
128 09576 0.9571 0.9562 0.9574 0.9565 0.9577 0.9578 0.9571 0.9579 09565 0.9572  0.0006
256 09576 0.9571 0.9558 0.9575 0.9567 0.9575 0.9584 0.9568 0.9580 0.9564 0.9572  0.0007
2 09418 09435 09430 09444 09427 00465 00446 09406 09431 09412 09431  0.0017
4 09508 09493 09513 09492 09510 09521 09517 09495 09514 09492 09505  0.0011
8 09536 09533 09531 0.9545 09541 0.9554 09546 0.9530 09533 0.9555 0.9540  0.0009
, 16 09551 09548 09550 09551 09553 09567 09548 09535 09550 09575 09553  0.0010
32 09556 0.9555 0.9556 0.9563 0.9554 0.9569 0.9572 0.9538 09555 0.9569 0.9559  0.0010
64 09555 09562 0.9557 0.9567 0.9562 0.9575 0.9571 0.9538 09559 0.9576 09562  0.0011
128 09556 0.9563 0.9558 0.9565 0.9562 0.9580 0.9572 0.9547 0.9558 09575 0.9564  0.0010
256 0.9558 09564 0.9560 09564 0.9564 09575 0.9575 09548 0.9562 0.9573 09564  0.0008
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Cizelge 27. TCP- Rastgele Orman Kesinlik Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama Séa”da”
apma
2 09549 09585 09583 09569 0.9546 09578 09556 0.9575 09554 0.9567 09566  0.0013
4 09525 09570 0.9603 0.9558 0.9551 0.9578 0.9564 0.9577 09552 09560 09564  0.0020
8 09551 09574 09592 0.9571 0.9546 09581 0.9568 09572 09556 09572 09568  0.0013
16 0951 09575 09592 09564 09548 09584 0.9551 09587 09567 0.9570 09570  0.0014
32 09555 0.9579 09605 09570 0.9544 09579 0.9557 0.9587 09565 0.9570 09571  0.0016
64 09564 09582 09608 0.9569 0.9551 09583 0.9571 09500 0.9568 0.9573 09576  0.0015
128 09561 09581 0.9606 0.9572 0.9555 0.9586 0.9563 0.9593 0.9567 0.9576 0.9576  0.0015
256 0.9566 0.9577 0.9607 0.9567 09551 0.9587 0.9566 09588 0.9562 09574 0.9575  0.0015
2 09553 09574 09570 09591 0.9589 09552 09597 0.9580 09570 0.9577 09575  0.0014
4 09551 09552 0.9577 09560 0.9582 0.9568 0.9589 0.9585 09582 09582 0.9573  0.0013
8 09560 0.9574 0.9578 0.9571 0.9587 0.9559 0.9598 0.9566 0.9578 09587 09576  0.0012
, 16 09565 09564 09573 09577 0959 09566 0.9607 09586 09574 09500 09580  0.0014
32 09556 0.9567 09576 09584 0.9591 09572 0.9604 0.9591 09589 0.9583 09581  0.0013
64 09567 09573 09575 09579 09600 09563 09611 09587 09578 09592 09583  0.0014
128 09563 09569 0.9579 0.9579 0.9602 0.9567 0.9612 0.9589 0.9586 0.9594 0.9584  0.0015
256 0.9562 09569 09575 09582 09506 09567 09613 09593 09587 09500 09583  0.0015
2 09551 0.9573 0.9569 0.9578 09569 0.9554 09567 0.9547 09585 09575 09567  0.0012
4 09554 09589 0.9567 09575 0.9550 0.9585 09585 0.9564 09585 09579 0.9573  0.0013
8 09550 0.9591 0.9563 0.9584 0.9548 0.9578 0.9587 0.9560 09574 09576 09572  0.0013
, 16 09560 09586 09562 09578 09561 09594 09584 09550 09572 09579 09573  0.0012
32 09563 09581 09570 09577 0.9561 09500 0.9591 0.9563 09583 0.9576 09575  0.0010
64 09560 09581 09568 09584 09560 09501 09502 09567 09576 09583 09577  0.0010
128 09565 09583 0.9573 0.9582 09559 0.9596 09508 0.9570 0.9590 09586 0.9580  0.0012
256 0.9564 09583 09571 09582 09562 09593 09597 09570 09579 09586 09579  0.0011
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Cizelge 28. TCP- Rastgele Orman Duyarlilik Sonuglari

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10  Ortalama Standart
Sapma
2 009305 09255 09274 0.9299 09302 0.9308 09262 09283 09276 09323 09289  0.0021
4 09430 09438 09413 0.9410 09453 0.9431 09439 00410 09440 0.9421 09429  0.0014
8 09506 0.9498 0.0492 0.9498 09499 09501 0.9485 09452 0.9523 09518 09497  0.0019
, 16 09528 09531 0.9527 0.9537 0.9537 09537 09535 09505 09524 09531 09529  0.0009
32 09530 09548 09537 0.9524 0.9548 0.9539 09547 09522 09539 09548 09539  0.0009
64 09537 09553 09549 0.9543 0.9554 0.9553 009552 0.9510 0.9546 09555 09545  0.0013
128 09550 09551 0.9554 09543 0.9555 0.9550 0.9560 09517 0.9547 09553 09548  0.0011
256 0.9548 0.9548 0.9551 09547 0.9558 0.9556 0.9548 0.9519 0.9548 09558 09548  0.0010
2 09361 09317 09310 0.9320 009230 0.9284 09265 09312 09326 09241 09297  0.0039
4 09484 09426 09406 0.9466 0.9396 09480 0.9443 09448 0.9442 09444 09444  0.0027
8 09537 09537 09486 0.9515 09474 09534 09499 09499 0.9506 09501 09509  0.0021
, 16 09565 09554 09532 09545 09513 09561 09528 09521 09551 09502 09537  0.0020
32 09580 0.9548 0.9534 09565 009521 0.9581 0.9544 0.9541 09557 09530 0.9550  0.0019
64 009582 09561 09532 0.9569 0.9531 0.9582 0.9556 0.9536 0.9560 09532 0.9554  0.0019
128 09585 09570 0.9536 0.9567 0.9528 0.9582 0.9547 09549 0.9577 09532 09557  0.0020
256 0.9583 0.9568 0.9541 09566 0.9533 09582 0.9550 0.9549 09573 0.9534 09558  0.0019
2 09286 09274 09281 09314 09276 09288 09288 09251 09241 09303 09280  0.0021
4 09443 09435 09432 09447 0.9436 09450 09432 009404 09423 09423 09434  0.0014
8 09501 09514 009508 0.9496 09507 0.9515 09503 0.9480 0.9478 09499 09500  0.0012
, 16 09518 09538 09534 09535 09533 09543 09542 09495 09515 09545 09530  0.0015
32 09545 09547 09535 0.9546 0.9556 0.9553 009542 09523 09522 09562 09543  0.0012
64 009549 09536 09548 0.9547 09554 0.9552 09546 0.9511 09526 09550 09543  0.0014
128 09549 09530 0.9543 09548 0.9566 0.9557 0.9543 09517 0.9534 09559 09546  0.0013
256 0.9548 0.9537 0.9549 09549 0.9563 09561 0.9550 0.9520 0.9536 0.9564 09548  0.0013
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Cizelge 29. TCP- Rastgele Orman F1 Skoru Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 09433 00401 09449 09428 0.9412 00439 09427 09426 009419 09413 09425 00013
4 09501 09500 0.9515 0.9476 09497 09514 0.9494 0.9482 09462 09476 09492  0.0016
8 09537 09529 09554 09524 09529 09534 09538 0.9525 0.9522 09535 09533  0.0009
16 0955 09557 09568 09539 09540 0.9559 09541 0.9531 09540 09559 09549 00012
32 09549 09559 09567 0.9551 0.9548 0.9558 09554 0.9545 0.9553 0.9561 09554  0.0006
64 09555 0.9550 09570 09544 0.9551 0.9565 09556 09554 0.9551 0.9564 0.9557  0.0007
128 0.9555 09565 0.9580 0.9556 0.9555 0.9569 09558 0.9553 09555 0.9565 09561  0.0008
256 0.9558 0.9562 0.9577 0.9558 09556 0.9571 09560 0.9557 0.9556 0.9563 0.9562  0.0007
2 09463 00435 09424 09442 09421 09419 09429 09426 09436 09431 09433 00012
4 09514 09487 09476 09507 0.9504 09502 0.9506 0.9493 09512 0.9486 09499  0.0012
8 09543 09546 0.9532 09547 0.9551 09551 0.9555 09540 0.9536 0.9544 09544  0.0007
, 16 09564 09551 09548 09561 09551 09562 09567 0.9557 09574 09554 09559  0.0008
32 09574 09568 09556 0.9571 0.9555 09571 09574 09558 0.9572 0.9551 09565  0.0008
64 09575 0.9566 09555 0.9574 09561 0.9571 0.9580 0.9567 0.9577 09559 0.9568  0.0008
128 09572 09568 0.9560 0.9575 0.9564 0.9576 09580 0.9570 09581 0.9559 09570  0.0007
256 0.9578 0.9565 0.9550 0.9581 09566 0.9578 09583 0.9571 0.9577 0.9561 0.9572  0.0008
2 00415 009433 09422 09425 0.9431 00445 09429 09384 009437 09441 09426  0.0016
4 09485 09498 09482 09513 09507 09528 0.9514 0.9488 09503 0.9500 09502  0.0014
8 09531 09540 09526 0.9533 0.9522 09544 09548 0.9507 0.9535 0.9563 09535  0.0015
, 16 09549 09547 09542 09562 09554 09567 0.9566 0.9537 09550 09571 09554 00011
32 09552 09550 09552 0.9563 0.9552 0.9568 0.9566 09537 0.9553 09566 0.9557  0.0009
64 09556 0.9550 09550 09562 0.9564 0.9573 09566 09543 0.9555 0.9574 0.9561  0.0009
128 09563 0.9561 0.9562 0.9564 09562 0.9579 0.9573 0.9542 09558 09574 09564  0.0010
256 0.9550 0.9563 0.9562 0.9566 0.9563 0.9579 09570 0.9545 0.9560 0.9574 0.9564  0.0009
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Cizelge 30. TCP-LightGBM Dogruluk Sonuglari

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10  Ortalama Séa”dart
apma
32 09182 00159 09201 09158 09159 0.9197 09150 0.9163 09165 09179 09171  0.0017
64 09302 09289 09304 09269 09269 09291 0.9281 09268 09295 09295 09286  0.0013
, 128 09385 09388 09413 0.9378 09390 09414 09383 09382 09417 09396 09395  0.0014
256 0.9459 0.9464 09478 0.9448 09469 0.9474 0.9468 09462 0.9482 09470 09467  0.0009
512 09515 09519 09545 09516 0.9527 0.9529 0.9514 0.9521 09531 09518 09523  0.0009
1024 09554 0.9559 0.9572 0.9553 09558 09562 0.9541 0.9554 0.9560 0.9556 0.9557  0.0008
32 09178 00157 09139 09174 09142 09128 09184 09169 09175 09182 09163  0.0019
64 09311 09295 09268 0.9304 09265 09270 09283 09278 0.9297 09297 09287  0.0015
, 128 09406 09411 09381 09395 09389 0.9383 0.9409 09392 0.9398 09398 0939  0.0010
256 09483 0.9478 09454 0.9479 09473 09462 0.9485 09468 0.9485 09475 09474  0.0010
512 09535 09530 09507 0.9529 0.9529 0.9520 0.9540 0.9521 0.9528 09533 09527  0.0009
1024 0.9567 0.9563 0.9543 09574 0.9566 0.9556 0.9571 0.9555 0.9573 0.9566 0.9564  0.0009
32 09144 09143 09156 09169 09170 09158 09174 09177 09160 09148 09160  0.0012
64 09268 0.9292 09288 0.9303 09303 09283 09304 09279 09289 09279 09289  0.0011
, 128 09373 09406 09408 09393 09410 09421 09408 09379 09397 0.9387 09398 00014
256 0.9447 0.9477 09477 0.9466 09476 0.9485 0.9489 09459 0.9473 09471 09472  0.0012
512 09515 0.9524 09525 0.9528 09531 0.9539 09538 09519 0.9525 09524 09527  0.0007
1024 0.9545 09561 0.9557 09560 0.9571 0.9579 0.9565 0.9551 0.9563 0.9564 0.9562  0.0009
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Cizelge 31. TCP-LightGBM Kesinlik Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”dart
apma
32 09422 09414 09446 09431 09380 09430 00373 09429 09404 09435 09417 00023
64 09427 0.9437 09465 09440 09398 09456 0.9425 09439 09421 09448 09436  0.0018
, 128 09446 09469 09460 0.9464 09426 0.9472 09430 09466 09458 09464 09456  0.0016
256 09458 0.9477 0.9484 09478 0.9453 09482 0.9453 09480 0.9459 09474 09470  0.0012
512 09470 0.9490 09500 0.9481 0.9462 0.9477 0.9459 09481 0.9474 09482 0.9477  0.0012
1024 0.9480 0.9499 0.9499 09480 0.9465 0.9478 0.9463 0.9483 09474 0.9483 09481  0.0011
32 09412 09409 09422 09415 09419 09392 0.0466 09442 09428 09427 09423 00019
64 09426 0.9437 09444 009433 09453 09420 0.9475 09469 0.9440 09458 0.9446  0.0017
, 128 09455 09472 09447 09451 09474 09439 0.9497 09475 09461 09460 09463  0.0016
256  0.0473 0.9484 09459 09474 09490 0.9463 09513 0.9486 09488 09478 09481  0.0015
512 09482 0.9486 09463 09481 09497 09468 0.9523 09487 0.9494 09489 09487  0.0016
1024 0.9487 09486 0.9465 09495 09511 09476 09519 0.9495 09509 0.9494 09494  0.0016
32 09385 0.9421 09405 0.9433 09398 09416 00445 09410 09420 09412 09414 00016
64 09406 0.9454 09426 09440 009422 09441 0.9467 09428 09450 09447 09438  0.0017
, 128 00431 09473 0.9461 09458 09445 09478 09479 09447 09468 09459 09460  0.0015
256 09439 0.9481 09473 0.9467 0.9461 09494 0.9487 09463 0.9488 09471 09472  0.0015
512 09461 0.9483 09474 009482 09475 09501 0.9495 09474 0.9495 09468 0.9481  0.0012
1024 0.9462 09487 0.9478 09482 0.9483 09509 0.9492 0.9475 0.9497 0.9483 09485  0.0012
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Cizelge 32. TCP-LightGBM Duyarlilik Sonuglari

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10 Ortalama S;a“dart
apma
32 08910 0.8870 08925 0.8850 0.8908 0.8934 0.8894 0.8862 0.8893 08891 0.8894  0.0026
64 09161 09122 09122 0.9078 09122 09106 09118 09074 09153 09123 09118  0.0026
, 128 09316 09207 09351 09282 09348 09349 09330 09287 09372 09320 09325  0.0029
256 0.9460 0.9449 09471 0.9414 09487 0.9466 09484 009442 09508 09465 09465  0.0025
512 09566 09551 09595 0.9554 0.9601 0.9588 0.9576 0.9565 0.9595 0.9558 09575  0.0018
1024 0.9637 0.9625 0.9654 0.9635 0.9661 09655 09629 0.9633 09657 0.9636 0.9642  0.0012
32 08913 08872 08818 08902 0.8830 0.8828 0.8867 0.8861 0.8889 0.8905 08869  0.0033
64 09181 09134 09070 0.9159 09053 0.9100 0.9067 0.9065 0.9136 09115 09108  0.0042
, 128 09352 09342 09308 09331 09294 09320 09310 09299 09329 09330 09321  0.0018
256 0.9494 0.9472 09448 0.9484 09453 09462 0.9454 09447 0.9483 09471 09467  0.0016
512 09596 09579 09558 09582 0.9564 0.9578 0.9560 0.9559 0.9566 0.9581 09572  0.0012
1024 0.9657 0.9649 0.9630 0.9661 0.9628 0.9646 0.9629 0.9623 0.9643 09646 09641  0.0012
32 08870 0.8828 08874 0.8871 08911 0.8866 08870 0.8914 0.8866 0.8850 0.8872  0.0024
64 09111 09109 09131 09148 09168 09104 09121 09112 09108 09091 09120  0.0022
, 128 09308 09332 09348 09321 09371 09358 09330 09303 09318 09305 09330  0.0022
256 0.9455 0.9472 09481 0.9465 09492 0.9475 0.9492 09455 0.9455 09471 09472  0.0013
512 09576 0.9570 09582 0.9579 09592 0.9582 0.9586 0.9570 0.9559 0.9587 09578  0.0009
1024 0.9638 0.9644 0.9646 0.9647 0.9670 0.9657 0.9646 0.9635 0.9637 0.9655 0.9648  0.0010
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Cizelge 33. TCP-LightGBM F1 Skoru Sonuglar1

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10  Ortalama Séa”dart
apma
32 09159 00134 09178 09131 09138 09175 09127 09137 09141 09155 09148  0.0017
64 09292 09277 09291 0.9255 09258 0.9278 09269 09253 09285 09283 09274  0.0014
, 128 09381 09382 09410 09372 09387 09410 09380 09376 09415 09392 09390  0.0015
256 0.9459 0.9463 09477 0.9446 09470 0.9474 0.9468 09461 0.9483 09469 09467  0.0010
512 09518 09521 09547 09517 0.9531 0.9532 0.9517 0.9523 0.9534 09519 09526  0.0009
1024 0.9558 0.9562 0.9576 0.9557 09562 0.9566 0.9545 0.9557 0.9565 0.9559 09561  0.0007
32 09156 00132 09110 09151 09115 09101 09157 0.9142 09151 09159 09137  0.0020
64 09302 09283 09253 0.9294 09249 09257 0.9267 09263 0.9286 09284 09274  0.0017
, 128 09403 09406 09377 09391 09383 0.9379 0.9403 09386 0.9394 09394 09392  0.0010
256 0.9483 0.9478 09453 0.9479 09472 0.9462 0.9483 09466 0.9485 09475 09474  0.0010
512 09538 09533 09510 09532 0.9530 0.9523 0.9541 0.9523 0.9530 09535 09529  0.0009
1024 0.9571 0.9567 0.9547 09577 0.9569 0.9560 0.9574 0.9558 0.9576 09570 0.9567  0.0009
32 09120 00115 09132 09144 09148 09133 09148 09155 09134 09122 09135  0.0013
64 09256 0.9278 09276 0.9292 09293 09269 09291 09267 0.9276 09266 09276  0.0012
, 128 09369 09402 09405 09339 09408 09418 09404 09375 09392 09362 09394 00015
256 0.9447 0.9476 0.9477 0.9466 09477 0.9485 09489 09459 0.9472 09471 09472  0.0012
512 09518 0.9526 09528 0.9530 09533 0.9541 09540 09522 0.9527 09527 09529  0.0007
1024 0.9549 09564 0.9561 09564 0.9576 09583 0.9569 0.9555 0.9567 0.9568 0.9565  0.0009
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Cizelge 34. UDP-KNN Dogruluk Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10  Ortalama Séa”da”
apma
1 00313 09313 09338 09306 09294 009289 09296 09317 09298 009297 09306  0.0014
3 0.0405 09426 009417 0.9390 0.9404 0.9386 09389 0.9408 09387 09405 09402  0.0013
. 5 00418 09426 009416 0.9384 09405 0.9406 0.9408 0.9406 09385 0.9403 09406  0.0013
7 09410 09424 09396 0.9384 09397 0.9397 09391 009384 09369 09401 09395  0.0014
O  0.9400 09412 09382 09371 09390 0.9384 09384 09381 09365 09388 09386  0.0013
11 09389 0.9396 09364 09366 09371 09370 0.9370 09359 0.9357 09378 09372  0.0012
1 009276 00281 09295 0.9320 09305 009286 00267 09312 09298 09316 09296  0.0017
3 09397 09385 09393 09428 09391 09397 09376 009398 09389 09400 09395  0.0013
, 5 009411 09376 009395 09420 0.9401 0.9406 09386 09398 0.9394 09418 09400  0.0013
7 0.9415 09383 009395 09401 09387 0.9402 09390 0.9410 09395 09399 09398  0.0009
9 009396 09370 09385 0.398 09372 0.9384 09384 09395 09381 09395 09386  0.0009
11 09381 09345 09368 0.9380 0.9361 0.9376 09366 0.9375 0.9363 09391 09371  0.0012
1 00274 09262 09241 09253 0.9289 09299 09269 09301 0.295 09281 09276  0.0019
3 09400 09359 0.9352 09370 09370 0.9393 0.9380 09390 09375 09355 09374  0.0016
. 5 09384 09364 09356 09357 09377 0.9392 09379 09388 09396 09345 09374  0.0016
7 09370 09355 09341 09354 09364 09388 09370 09378 0.9383 09341 09364  0.0016
9 09359 09342 009332 09335 09359 0.9373 09350 09352 09372 0.9327 09350  0.0015
11 09352 09330 09328 09325 0.9354 09360 09354 0.9344 09370 09314 09343  0.0017
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Cizelge 35. UDP-KNN Kesinlik Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama Séa”da”
apma
1 00285 09304 09305 09285 09257 0.0261 09264 09272 09269 09281 09278  0.0016
3 09311 09342 09319 09308 09321 09310 09301 0.9306 09297 09338 09315  0.0014
. 5 09304 09320 0.9296 09288 09292 0.9298 09297 0.9277 09283 0.9307 09296  0.0012
7 09281 09291 09264 09273 09263 09289 09266 0.9240 09255 0.9288 09271  0.0016
9 09269 09271 009244 09245 09243 09257 0.9246 009232 09242 09270 09252  0.0013
11 09245 009245 09219 09221 0.9219 09240 09224 09201 09219 09253 09229  0.0015
1 00268 09237 009265 00290 09260 0.9303 09272 09297 09266 09308 09277  0.0021
3 09319 09270 0.9300 009324 09284 09317 0.9305 09332 09305 09342 09310  0.0021
, 5 09317 0.9246 09278 09300 09269 09312 0.9300 09314 09291 09310 09294  0.0022
7 09294 09242 09264 09270 09245 09295 09277 0.9299 09263 0.9291 09274  0.0020
9 09272 09216 0.9245 09259 09224 09260 09264 0.9278 09251 0.9273 09254  0.0020
11 09249 09184 09217 09230 0.9200 0.9238 09229 09250 09227 0.9255 09228  0.0021
1 00281 09228 009203 09223 09246 09311 09230 09281 09283 09227 09251  0.0033
3 09315 09253 0.9249 09268 09268 09304 09275 009302 09303 09262 09280  0.0023
; 5 09287 09235 09232 09238 09252 09278 09253 009295 09279 09228 09258  0.0024
7 09257 0.9213 09203 09213 09220 09265 0.9227 09258 09252 09215 09232  0.0022
9 09237 00193 009177 09189 09208 09238 0.9205 09233 09229 09184 09209  0.0022
11 09214 09170 09161 09160 0.9187 09210 009191 09213 09217 09165 09189  0.0022
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Cizelge 36. UDP-KNN Duyarlilik Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama Séa”da”
apma
1 00345 09322 09376 09330 00336 09322 09334 09370 09332 09316 09338  0.0019
3 09514 09522 0.9530 09485 09501 0.9475 09491 0.9526 09492 09481 09502  0.0019
. 5 09551 09550 0.9556 0.9496 0.9537 0.9532 0.9539 0.9557 09503 09514 09534  0.0021
7 09559 09578 09550 0.9514 0.9555 0.9524 09537 0.9554 09502 09533 09541  0.0022
9 09555 09576 0.9544 09520 09562 0.9532 09546 0.9557 09510 0.9527 09543  0.0020
11 09559 0.9574 09537 0.9539 09553 0.9522 0.9543 09547 0.9522 09525 09542  0.0016
1 009285 00332 09330 09356 09357 0.9267 09262 09330 09335 09324 09318  0.0033
3 00489 09519 0.9501 09548 09516 0.9489 0.9458 0.9473 09487 0.9466 09495  0.0026
, 5 09520 0.9528 0.9532 09559 09555 09515 0.9485 09496 09513 09543 09525  0.0023
7 0.9555 09549 09550 0.9554 0.9555 0.9527 09521 0.9538 09549 09524 09542  0.0013
9 009543 09553 09549 0.9561 0.9548 0.9529 09526 0.9532 09533 009538 09541  0.0011
11 09537 009537 09547 09556 0.9553 0.9540 09528 09522 0.9524 0.9551 0.9539  0.0012
1 00265 09303 09287 09289 0340 0.9284 09316 09326 09309 09345 09306  0.0024
3 09499 0.9485 09473 009489 09489 09497 0.9502 0.9491 09460 09464 09485  0.0014
. 5 09497 09516 09501 0.9496 09524 09524 0.9526 0.9496 009532 09483 09510  0.0016
7 09503 0.9524 09505 09521 0.9536 0.9532 0.9539 09518 09538 0.9491 09521  0.0016
9 00503 0.9520 009518 09510 09538 0.9534 09522 09493 09542 0.9499 09518  0.0016
11 09515 009523 09530 09524 0.9553 0.9539 0.9548 09499 09552 0.9493 09528  0.0020
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Cizelge 37. UDP-KNN F1 Skoru Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10  Ortalama Séa”da”
apma
1 00315 09313 09341 09308 09297 009291 09299 09321 09300 09299 09308  0.0014
3 09412 09431 009423 09396 09410 0.9392 09395 009415 09394 09409 09408  0.0013
. 5 0.9426 09433 09424 09391 09413 0.9414 09416 009415 09392 09410 09413  0.0013
7 09418 09432 009405 09392 09407 0.9405 09399 09394 09377 09409 09404  0.0014
9 09410 09421 009391 09381 09400 0.9393 09393 009392 09374 09397 09395  0.0013
11 09399 0.9407 09375 0.9377 09383 09379 09381 09371 0.9368 09387 09383  0.0012
1 09276 09285 09297 09323 09308 09285 0267 09313 0.9301 09316 09297  0.0017
3 0.0403 09393 009399 09435 09398 0.9402 09381 0.9402 09395 09404 09401  0.0013
, 5 09418 09385 00404 09428 09410 0.9412 009392 09404 09401 0.9425 09408  0.0013
7 09423 09393 0.9405 09410 0.9397 0.9409 09398 0.9417 09404 09406 09406  0.0009
O  0.9405 09382 009395 09408 09383 0.9392 09393 0.9403 09390 0.9404 09395  0.0009
11 09390 09357 09379 09390 0.9373 09386 09376 0.9384 09373 09401 09381  0.0011
1 09273 009265 09245 09256 0.9292 09298 09272 09303 0.9296 009286 09279  0.0018
3 09406 0.9367 09360 09377 09377 0.9400 0.9387 09396 09381 09362 09381  0.0015
. 5 09390 0.9374 09365 09365 09386 0.9400 0.9388 09395 09404 0.9354 09382  0.0016
7 09378 09366 009351 09364 09375 0.9397 009381 09386 09393 09351 09374  0.0015
9 09368 09354 009344 09346 09370 0.9383 09361 09361 09383 09339 09361  0.0015
11 09362 09343 09342 09338 0.9366 09372 09366 09354 0.9381 09326 09355  0.0016
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Cizelge 38. UDP- Rastgele Orman Dogruluk Sonuglari

Kat
Kime Agag 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 09280 09335 09354 09291 09334 09319 0.9306 09291 09327 09305 09314 00022
4 09485 09490 09478 09476 09486 0.9453 09470 0.9491 09463 09446 09474  0.0015
8 09549 09560 09562 09532 0.9543 0.9520 0.9528 09535 09530 09548 09541  0.0013
16 09572 09575 09572 09571 09561 09554 0.9551 09545 09554 09571 09563  0.0010
32 09573 09593 09593 0.9573 09577 0.9565 0.9564 0.9565 0.9566 09584 0.9575  0.0011
64 09574 09505 09587 0.9578 0.9577 0.9572 0.9573 09570 09570 09588 0.9578  0.0008
128 0.9576 0.9600 0.9593 0.9579 09582 09578 0.9568 0.9579 0.9573 0.9586 09581  0.0009
256 09581 0.9602 0.9590 0.9578 0.9585 09579 09572 09577 0.9577 09592 0.9583  0.0009
2 09282 09310 09285 09308 0.9335 0.9351 09341 09301 09319 09366 09320 00026
4 09460 09460 09480 09485 09494 0.9465 09471 0.9445 09474 09474 09471  0.0013
8 09548 09533 00530 09546 0.9562 0.9536 0.9525 0.9548 09552 09538 09542  0.0011
, 16 09570 09554 09555 0.9554 09565 09575 0.9550 09569 0.9570 09580 09565  0.0009
32 09577 09577 09556 0.9579 0.9590 0.9582 09562 09582 09582 0.9597 09578  0.0011
64 09577 09583 09580 0.9566 0.9584 0.9594 09561 09582 09579 0.9605 09581  0.0012
128 0.9590 0.9591 0.9580 0.9582 0.9587 09590 0.9567 0.9584 0.9588 0.9605 0.9586  0.0009
256 09582 0.9590 0.9578 0.9576 0.9593 09595 09569 0.9585 0.9587 0.9593 0.9585  0.0008
2 09321 09343 09311 09354 09319 09330 0.9318 09340 09295 09277 09321  0.0022
4 09473 09462 09451 09490 09480 0.9513 0.9466 0.9477 09491 09468 09477  0.0017
8 09537 09528 09510 09505 0.9543 0.9547 0.9556 09551 09564 09536 0.9538  0.0018
, 16 09547 09555 09540 0.9549 09586 09586 09566 09574 0.9579 09543 09563  0.0017
32 09572 0.9566 09554 0.9573 09586 0.9588 0.9567 0.9588 0.9586 09562 0.9574  0.0012
64 09584 09565 09560 0.9578 0.9587 0.9596 09575 09503 09593 0.9570 09580  0.0012
128 0.9577 0.9567 0.9573 0.9578 09592 09607 09577 0.9598 0.9598 0.9565 0.9583  0.0014
256 09579 0.9569 0.9566 0.9579 0.9593 09603 09576 09599 0.9599 0.9571 0.9583  0.0013
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Cizelge 39. UDP- Rastgele Orman Kesinlik Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 09552 09579 0.9579 09562 0.9522 09576 0.9544 09588 0.9569 0.9604 09568  0.0022
4 09520 09553 09530 0.9562 09522 09520 0.9513 0.9514 0.9542 09554 09533  0.0017
8 09511 09522 09508 0.9531 0.9502 09506 09504 0.9505 0.9496 0.9522 09511  0.0010
16 09494 09534 09497 09506 09481 0.9509 09486 0.9492 09487 09541 09503 00019
32 09489 09523 09485 0.9504 0.9470 0.9492 09473 0.9487 0.9480 09512 09491  0.0016
64 09484 09517 09484 09490 0.9471 09488 09462 09490 09471 0.9520 0.9488  0.0018
128 0.9490 09514 09488 00503 0.9473 0.9493 09479 0.9479 09479 09515 09491  0.0014
256 0.9485 09518 0.0487 0.9493 09470 0.9495 09468 0.9477 09479 09512 09489  0.0016
2 09579 09528 0.9560 0.9575 0.9531 09589 09545 0.9588 0.9573 09593 09566  0.0023
4 09530 09514 09532 09553 0.9533 09562 0.9519 0.9554 09529 0.9557 09538  0.0016
8 090499 09500 0.9494 09519 0.9489 09526 0.9517 09527 0.9523 09531 09512  0.0015
, 16 09507 09488 09494 09486 09438 0.9514 09494 0.9517 09496 09516 09500 00012
32 00492 09487 09483 0.9493 09469 09516 09486 0.9494 0.9483 09524 09493  0.0015
64 00492 0.9474 09479 09478 09471 0.9514 09482 09502 0.9494 09515 09490  0.0015
128 0.9491 09475 0.9475 09477 09462 0.9514 09474 09506 09485 0.9518 09488  0.0018
256 0.9490 0.9475 0.9472 0.9485 09470 09509 09474 09501 0.9484 09516 09488  0.0015
2 09581 09534 09533 09532 0.9579 09601 0.9587 09565 0.9603 0.9530 09564  0.0028
4 09523 09513 09508 09521 0.9530 09527 0.9511 0.9575 09554 0.9507 09527  0.0021
8 09526 09491 09478 09488 09516 09515 00497 0.9522 0.9518 09468 09502  0.0019
, 16 09517 09479 0.9477 09471 09497 09512 09504 0.9519 09516 09489 09498 00017
32 09508 0.9473 09464 0.9476 0.9497 09503 0.9495 09520 0.9517 00478 0.9493  0.0018
64 09508 0.0467 09458 00469 0.9488 0.9514 09481 09519 0.9506 0.9471 0.9488  0.0021
128 09510 0.9459 0.9463 0.9467 09490 09504 0.9484 0.9514 09504 09469 09486  0.0020
256 0.9503 0.9456 0.9460 0.9468 09489 0.9510 09480 0.9517 0.9510 0.9470 0.9486  0.0021
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Cizelge 40. UDP- Rastgele Orman Duyarlilik Sonuglari

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 09028 09075 0.9076 0.9056 0.9068 0.9032 0.9001 09032 09083 09012 09046  0.0028
4 09420 09433 09456 09369 0.9424 0.9406 0.9420 0.9437 09417 09428 09421  0.0022
8 09565 0.9590 0.9590 0.9581 0.9559 0.9560 0.9541 0.9565 09561 09566 09568  0.0015
16 09625 09654 09642 09634 09658 09619 09642 09641 09644 09643 09640  0.0011
1 3 09658 09650 09686 0.9657 0.9677 0.9655 0.9670 0.9658 0.9653 09662 09664  0.0010
64 09682 0.9690 09704 0.9677 09692 09663 0.9684 09675 0.9673 0.9670 09681  0.0011
128 09681 09695 0.9707 0.9671 0.9699 0.9675 0.9688 0.9685 0.9679 0.9681 0.9686  0.0011
256 0.9686 0.9698 09711 0.9679 09709 0.9681 0.9697 09689 0.9691 09677 0.9692  0.0011
2 09036 09034 09024 09079 09011 09045 09045 09078 09109 08958 09042  0.0040
4 09406 09384 09423 0.9425 09439 0.9368 0.9409 0.9369 0.9386 09387 09400  0.0023
8 09550 0.9566 0.9561 0.9572 0.9595 0.9555 0.9532 0.9530 09537 09551 09556  0.0019
, 16 0965 09644 09620 09635 09674 0.9628 09618 09623 09632 0.9635 09634  0.0015
32 09658 09681 09661 09662 09692 09662 09646 09654 09658 09667 09664  0.0013
64 09689 0.9703 09670 0.9674 09707 09662 0.9662 09658 0.9674 0.9691 09679  0.0016
128 09694 09713 09681 0.9681 0.9714 0.9675 0.9667 0.9676 0.9692 0.9693 0.9689  0.0015
256 09691 09712 09688 09694 09723 09689 09673 09677 0.9688 09702 09694  0.0014
2 09064 0.8989 0.9037 0.8995 0.9051 09145 09030 0.8982 09055 09058 09041  0.0045
4 09409 09415 09387 09402 0.9429 0.9470 09438 09408 09417 09405 09418  0.0022
8 09546 09561 0.9546 0.9553 0.9567 0.9576 0.9555 09562 09601 09554 09562  0.0016
, 16 09608 09633 0.9613 09650 09662 0.9650 09631 09629 0.9644 0.9628 09635  0.0016
32 09652 09667 09649 09671 09685 0.9690 0.9665 09667 09669 09651 09667  0.0013
64 09653 09677 09676 09692 09704 09698 09668 09677 09687 09680 09681  0.0014
128 09660 0.9677 0.9681 0.9706 0.9717 0.9708 0.9680 0.9684 0.9692 0.9683 0.9689  0.0016
256 0.9671 0.9686 09686 0.9704 09715 0.9710 0.9681 09693 0.9698 09685 0.9693  0.0013
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Cizelge 41. UDP- Rastgele Orman F1 Skoru Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma

2 09276 09344 09298 09285 09314 09270 09308 0.9279 09302 09250 09293  0.0025

4 09475 09481 09488 09484 09480 0.9462 00462 0.9483 0.9465 09480 0.9476  0.0009

8 09534 009566 09532 09544 09530 0.9525 09524 09550 09542 0.9543 09539  0.0012

16 09568 0.9587 09580 0.9568 0.9559 09563 0.9556 09563 0.9556 0.9577 09568  0.0010

1 3 09574 09585 09591 09573 0.9566 0.9576 0.9567 0.9572 0.9574 0.9587 09576  0.0008
64 09578 09596 09583 09572 0.9588 00579 0.9568 0.9575 09579 09591 09581  0.0008

128 09583 09610 0.9591 0.9584 09586 0.9576 09575 09578 0.9578 09501 0.9585  0.0010

256 0.9588 0.9611 09596 0.9591 09587 0.9584 0.9579 09587 0.9580 0.9596 09590  0.0009

2 09283 09251 09272 09290 0.9291 09330 09310 0.9305 09316 09343 09299  0.0026

4 09492 09464 09469 09472 09489 0.9438 00436 0.9449 09487 09497 09469  0.0021

8 00547 09519 09529 09524 09544 09546 09526 0.9530 09535 09538 0.9534  0.0009

, 16 09553 09556 09561 09572 09574 0.9574 09546 09571 09570 0.9578 09565  0.0010
32 09573 09586 09568 09581 0.9579 09578 0.9563 0.9575 09565 0.9599 09577  0.0010

64 09585 09583 09569 09583 0.9588 00586 0.9568 0.9586 09588 0.9601 09584  0.0009

128 0.9589 09507 0.9575 0.9582 09592 0.9595 09569 09578 0.9585 09602 0.9587  0.0010

256 0.9586 0.9591 09577 0.9586 09505 0.9593 0.9571 09587 0.9590 0.9609 09589  0.0010

2 09270 09308 09303 09287 0.9344 09308 09288 0.9324 09313 09313 09306  0.0020

4 09458 09439 09466 09460 09488 0.9475 00485 0.9465 09450 09462 09466  0.0013

8 09534 09517 09516 09526 0.9547 09556 09540 0.9558 09555 0.9534 09538  0.0015

, 16 09567 09558 09542 09556 09574 0.9579 09560 09571 09582 0.9555 09564  0.0012
32 09572 09564 09561 09569 0.9590 09603 0.9577 0.9595 09594 09571 09580  0.0014

64 09577 09567 09564 09587 0.9597 09600 0.9580 0.9593 09595 0.9571 09583  0.0012

128 09577 09573 0.9572 0.9587 09600 0.9605 09579 09603 0.9597 09575 0.9587  0.0013

256 0.9582 0.9575 09569 0.9585 09604 0.9602 0.9582 0.9601 0.9606 0.9584 09589  0.0013
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Cizelge 42. UDP-LightGBM Dogruluk Sonuglari

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10  Ortalama Séa”dart
apma
32 09272 00317 09277 09248 09283 09251 09252 0.9263 09256 09280 09270  0.0020
64 09393 09410 09401 0.9355 0.9383 0.9365 0.9368 0.9388 0.9363 09392 09382  0.0017
, 128 09456 09473 0.9478 0.9437 09458 09454 09429 09456 09445 09470 09456  0.0015
256 09511 09533 09533 09492 09515 0.9510 0.9488 0.9510 0.9504 09517 09511  0.0014
512 09545 09578 09562 0.9535 0.9549 0.9551 0.9537 0.9553 0.9550 09549 09551  0.0011
1024 0.9576 0.9604 0.9584 09571 0.9574 09573 0.9571 09574 09572 09582 0.9578  0.0010
32 009270 00218 09258 09292 09247 09278 09240 09269 09241 09283 09259  0.0022
64 09381 09342 09378 0.9395 09375 0.9385 09362 09382 09362 09381 09374  0.0014
, 128 09461 09428 09452 09470 09461 0.0467 09453 09468 00444 09456 09456  0.0012
256  0.9520 09488 09505 09517 0.9529 0.9516 0.9512 0.9515 0.9500 09514 09512  0.0011
512 09561 09530 09551 0.9556 0.9570 0.9560 0.9542 0.9560 0.9547 09555 0.9553  0.0011
1024 0.9586 0.9568 0.9573 09581 0.9597 0.9588 0.9576 09584 0.9571 09584 09581  0.0008
32 09268 00271 09234 09245 09272 09254 09252 09268 09280 09250 09259  0.0014
64 09377 0.9375 09363 0.9367 09398 09377 09387 09390 0.9398 09369 09380  0.0012
, 128 09463 09465 09448 09452 09473 09455 09472 0.0466 0.9474 09444 09461 00010
256 0.9527 0.9509 09513 0.9503 0.9524 0.9525 0.9525 0.9523 0.9533 09507 09519  0.0009
512 09569 0.9549 09548 0.9548 09561 0.9574 0.9576 0.9560 0.9570 0.9536 09559  0.0013
1024 0.9594 09573 0.9561 09574 0.9588 0.9595 0.9600 09592 0.9599 09556 0.9583  0.0015
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Cizelge 43. UDP-LightGBM Kesinlik Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”dart
apma
32 09171 09179 09179 09151 09151 09171 09159 09172 09167 09193 09169 00012
64 09236 0.9255 09253 09204 09215 09230 0.9217 09239 09227 09271 09235  0.0020
, 128 09282 09308 09319 0.9280 0.9292 09312 09272 09277 09309 09349 09300  0.0023
256 09343 09374 09374 09334 09352 0.9373 09328 0.9340 0.9352 0.9389 09356  0.0019
512 09389 09429 09424 09390 09393 0.9423 09389 0.9390 0.9406 0.9424 09406  0.0017
1024 0.9431 09473 0.9458 09439 0.9416 09451 0.9437 0.9429 09437 0.9460 009443  0.0016
32 09185 09106 09158 09194 09153 09191 09136 0.9178 0.9150 09190 09164  0.0027
64 09260 09195 09238 009252 09225 09245 09203 09262 09233 09231 09234  0.0021
, 128 09316 09273 0.9290 0.9309 09309 09320 0.9279 09336 09302 0.9318 09305  0.0019
256 09379 09327 09351 09366 09371 0.9374 09349 09376 0.9361 0.9372 09362  0.0015
512 09437 0.9379 09408 0.9405 09421 09425 0.9385 09425 09416 09425 09413  0.0018
1024 0.9469 09429 0.9446 09429 0.9463 09457 09441 09453 09450 0.9458 09450  0.0013
32 09201 09177 09131 09156 09174 09156 09169 09187 09189 09185 09172  0.0019
64 09258 0.9238 09207 09227 09258 09239 0.9248 09253 0.9273 09240 09244  0.0018
, 128 09311 09312 09276 09295 09314 09307 09308 09332 09322 0.9285 09306  0.0016
256 0.9387 0.9357 09355 0.9343 09363 0.9370 0.9370 09389 0.9389 09361 09368  0.0015
512 09443 0.9403 09396 0.9389 09408 09430 0.9431 09435 0.9425 09397 09416  0.0018
1024 0.9476 09445 0.9418 09429 0.9438 09462 09473 0.9478 09477 0.9422 09452  0.0023
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Cizelge 44. UDP-LightGBM Duyarlilik Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”dart
apma
32 09394 09481 09395 09363 009442 09346 09363 09373 09363 09384 09390  0.0039
64 09578 09592 0.9575 0.9536 0.9582 0.9525 0.9547 0.9564 0.9524 0.9534 09556  0.0024
, 128 09659 09665 0.9663 0.9621 0.9651 0.9617 09614 09666 09602 09610 09637  0.0025
256 09704 09715 09715 09674 09702 0.9667 0.9674 0.9706 0.9679 0.9663 09690  0.0019
512 09722 0.9745 09718 09701 09727 09695 0.9706 09738 09712 09691 09716  0.0017
1024 0.9739 09750 0.9726 09720 0.9751 09710 09722 0.9738 09723 0.9719 09730  0.0013
32 09371 09353 09377 09408 09360 09382 09365 09378 0.9351 09395 09374  0.0017
64 09523 09517 09543 09563 0.9553 0.9551 0.9552 0.9522 0.9515 0.9557 09540  0.0017
, 128 09629 09609 0.9640 0.9656 09637 09636 0.9656 09621 09609 0.9615 09631  0.0016
256 09681 09675 09683 09689 09710 0.9679 0.9700 0.9673 0.9660 0.9677 09683  0.0013
512 09702 0.9702 09714 09726 09739 09712 09721 09714 09694 09702 09713  0.0013
1024 09718 09724 09715 09752 0.9747 09735 09727 0.9732 09707 0.9725 09728  0.0013
32 09349 09384 09359 09351 09388 09371 09351 09365 09390 09327 09364  0.0019
64 09517 0.9536 09549 09532 09562 0.9540 0.9549 09551 0.9544 09522 0.9540  0.0013
, 128 09640 09642 0.9648 09634 09658 09625 09663 09621 09649 09620 09641  0.0013
256 0.9687 0.9683 0.9695 0.9688 0.9708 0.9702 0.9703 09675 0.9696 09674 0.9691  0.0011
512 09710 0.9715 09720 0.9728 09735 09735 0.9739 09702 0.9733 09693 09721  0.0015
1024 0.9727 09717 0.9724 09738 09757 09745 09742 0.9720 09736 0.9708 09731  0.0014
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Cizelge 45. UDP-LightGBM F1 Skoru Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”dart
apma
32 09281 09328 09286 09256 009294 09258 0.9260 09271 09264 09287 09278 00021
64 09404 09421 09411 09367 09395 09375 0.9379 09399 0.9373 0.9401 09393  0.0017
, 128 09467 09483 09488 0.9447 0.9468 0.9462 09440 09467 09453 09478 09465  0.0015
256 09520 09541 09541 09501 09524 0.9517 0.9498 0.9519 0.9513 0.9524 09520  0.0014
512 09553 09585 09569 0.9543 0.9557 0.9557 0.9545 0.9561 0.9557 0.9556 09558  0.0011
1024 09582 0.9610 0.9590 0.9577 0.9581 09579 09578 09581 09578 0.9588 0.9584  0.0009
32 09277 09228 09266 09300 009255 09285 09249 09277 09249 09291 09268  0.0021
64 09390 09353 09388 0.9405 09386 0.9395 0.9374 0.9390 0.9372 0.9391 09384  0.0014
, 128 09470 09433 00462 0.9480 09470 09476 0.9464 09476 09453 0.9465 09465  0.0012
256 09527 09497 09514 09525 09537 0.9524 09521 0.9523 0.9508 0.9522 09520  0.0010
512 09567 09538 09559 0.9563 0.9577 0.9566 0.9550 0.9567 0.9553 0.9561 09560  0.0010
1024 0.9592 09575 0.9579 09588 0.9603 0.9594 0.9582 0.9590 0.9577 0.9589 0.9587  0.0008
32 09274 09279 09244 09253 09280 09262 09259 09275 09288 09255 09267  0.0014
64 09386 0.9385 09375 0.9377 0.9407 0.9387 0.9396 09400 0.9407 09379 0.9390  0.0011
, 128 00473 09474 09458 09462 09483 09464 09482 09474 09483 09454 09471  0.0010
256 09535 0.9517 09522 0.9512 09532 0.9533 0.9533 09530 0.9540 09515 0.9527  0.0009
512 09575 0.9557 0.9556 0.9556 0.9569 0.9580 0.9582 0.9566 0.9576 09543 0.9566  0.0012
1024 0.9600 0.9579 0.9568 09581 0.9595 0.9601 0.9605 0.9598 0.9605 0.9563 0.9590  0.0015

96



Cizelge 46. ICMP-KNN Dogruluk Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama Séa”da”
apma
1 00959 00968 09964 09971 0.0968 0.9970 09970 09964 09966 0.9965 0.9966  0.0003
3 0.9950 09956 0.9962 0.9968 0.9964 0.9963 0.9963 0.9960 0.9965 0.9958 09961  0.0005
. 5 0.946 09950 0.9959 0.9957 0.9956 0.9956 0.9957 0.9954 09958 0.9949 09954  0.0004
7 00937 09944 00948 09954 09949 0.9953 09950 0.9945 09951 09940 09947  0.0005
O 09935 09940 09943 09948 0.9946 0.9950 0.9944 0.9936 0.9945 009938 09942  0.0005
11 09931 0.9936 09938 0.9944 09942 0.9943 09943 09937 0.9940 09934 09939  0.0004
1 00966 0.965 09967 0.9960 09966 0.9970 0.9966 0.9967 0.9960 09969 0.9966  0.0003
3 0.9960 09959 0.9965 0.9963 0.9960 0.9959 0.9962 0.9958 0.9958 0.9966 0.9961  0.0003
, 5 09954 0.9952 0.9957 0.9960 09955 09954 0.9959 0.9955 0.9953 09959 09956  0.0003
7 00948 09940 009951 0.9958 0.9951 0.9950 0.9953 0.9951 0.9942 09953 09950  0.0005
O 00943 09936 00947 09955 09944 0.9947 09949 09943 09941 009950 09945  0.0005
11 09936 09932 09943 09947 0.9938 0.9940 09944 09937 09935 0.9944 09940  0.0005
1 00971 09961 09972 09970 0.9963 0.9969 09966 09967 09963 0.9971 0.9967  0.0004
3 09965 0.9951 0.9963 0.9967 09960 09964 0.9963 0.9964 09959 09966 09962  0.0004
. 5 09956 0.9942 0.9960 0.9958 09953 0.9959 0.9957 0.9954 0.9946 09960 0.9955  0.0006
7 09950 0.9941 09955 0.9946 09947 0.9951 0.9947 09950 0.9947 0.9955 0.9949  0.0004
9 00944 09938 009945 09938 0.9945 0.9946 09941 09945 09942 0.9950 09943  0.0004
11 09938 09930 09941 09932 0.9937 0.9943 009938 09941 09937 0.9943 09938  0.0004

97



Cizelge 47. ICMP-KNN Kesinlik Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama Séa”da”
apma
1 00951 09966 009967 09965 09963 0.0966 0.9967 09957 09960 09960 09962  0.0005
3 09942 09949 09962 09964 09959 09957 0.9961 0.9952 0.9960 0.9956 0.9956  0.0006
. 5 09939 09942 0.9956 09953 0.9948 09945 09957 0.9943 09954 0.9944 09948  0.0006
7 0.9926 09933 0.944 09947 009942 09945 09951 0.9931 09945 0.9932 09940  0.0008
9 09925 09930 0.9934 09939 09939 0.9944 09939 0.9920 09936 0.9929 09934  0.0007
11 09924 0.9927 09934 0.9937 09931 0.9937 09937 09925 09930 09926 09931  0.0005
1 00961 09959 009970 0.0957 09961 0.9965 09964 0.9967 09949 09973 09963  0.0007
3 09951 0.9946 0.9963 0.9960 09956 09951 0.9963 0.9951 0.9951 09970 09956  0.0007
, 5 09945 0.9939 0.9959 09959 09946 0.9946 0.9962 09954 09942 09963 09952  0.0008
7 0.9940 09931 0.9950 0.9956 0.9938 0.9940 0.9956 0.9948 0.9931 0.9959 0.9945  0.0010
9 09931 09931 09946 09953 09931 0.9936 0.9949 0.9936 09928 0.9951 09939  0.0009
11 09926 009924 09937 09941 0.9921 0.9927 09940 09926 09925 0.9943 09931  0.0008
1 00976 0.9956 00968 09960 09960 0.9966 0.9971 009967 09962 09964 09965  0.0006
3 09970 0.9939 0.9956 009957 09953 0.9956 0.9968 0.9961 09961 09954 09957  0.0008
; 5 09957 0.9932 0.9950 09948 09944 09950 0.9962 0.9948 09939 09951 09948  0.0008
7 09950 0.9927 0.9943 009932 09935 09941 0.9953 0.9945 09939 09944 09941  0.0007
9 09947 0.9922 009931 009926 09932 09933 0.9947 09939 09934 09938 09935  0.0008
11 09941 009915 09921 09918 0.9921 0.9928 09938 09931 09925 0.9930 09927  0.0008

98



Cizelge 48. ICMP-KNN Duyarlilik Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10  Ortalama Séa”da”
apma
1 00968 009970 09961 09977 0.9973 09974 09972 09971 0.9972 09970 09971  0.0004
3 09950 09963 09962 0.9973 0.9970 0.9969 0.9966 0.9967 0.9970 0.9961 09966  0.0004
. 5 0.9952 09959 09963 0.9962 0.9964 0.9966 0.9957 0.9966 0.9962 09954 09961  0.0005
7 0.9947 09955 009952 0.9961 0.9956 0.9960 0.9950 0.9958 0.9957 0.9949 09954  0.0005
O 09945 09950 0.9951 0.9957 0.9953 0.9955 0.9949 0.9951 09955 0.9948 09951  0.0003
11 09938 0.9945 09942 09950 0.9953 0.9950 0.9949 09950 0.9951 0.9942 0.9947  0.0005
1 09971 0.0970 09964 0.9964 09970 0.9975 0.9967 09967 0.9971 09965 0.9969  0.0003
3 09970 0.9971 0.9968 0.9965 0.9965 0.9966 0.9961 0.9964 0.9965 0.9962 09966  0.0003
, 5 09963 0.9964 09956 09961 09964 0.9963 09957 09957 09964 0.9954 09960  0.0004
7 0.9956 09950 09951 0.9961 0.9963 0.9959 0.9950 0.9955 0.9954 0.9947 09955  0.0005
O 00954 09942 009948 0.9957 09958 0.9957 0.9950 0.9951 0.9954 09948 09952  0.0005
11 09945 009940 09948 0.9954 0.9956 0.9953 0.9948 0.9948 0.9945 09945 09948  0.0005
1 00965 09966 09977 09980 0.9965 0.9972 009960 09968 0.9963 0.9979 0.9970  0.0007
3 09961 0.9963 0.9970 0.9977 09968 0.9972 0.9959 09967 09957 09977 09967  0.0007
. 5  0.09955 0.9952 09971 09969 0.9963 0.9969 09952 09961 0.9953 0.9970 0.9961  0.0007
7 09950 0.9955 09967 09960 0.9958 0.9961 0.9942 09956 0.9956 0.9967 0.9957  0.0007
9 09942 09954 009960 09950 0.9957 0.9958 0.9935 09951 09950 0.9963 0.9952  0.0008
11 09936 009945 09962 0.9946 0.9953 0.9958 09937 0.9951 0.9948 09957 09949  0.0008

99



Cizelge 49. ICMP-KNN F1 Skoru Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10  Ortalama Séa”da”
apma
1 00959 009968 09964 09971 09968 09970 09970 09964 0.9966 09965 09966  0.0003
3 0.9950 09956 0.9962 0.9968 0.9964 0.9963 0.9963 0.9960 0.9965 0.9958 09961  0.0005
. 5 0.9946 09950 0.9959 0.9957 0.9956 0.9956 0.9957 0.9954 0.9958 0.9949 09954  0.0004
7 0.9937 09944 009948 0.9954 09949 0.9953 09950 0.9945 0.9951 09940 09947  0.0005
O 09935 09940 09943 0.0948 09946 0.9950 0.9944 009936 0.9945 09938 09942  0.0005
11 09931 0.9936 09938 09944 09942 09944 0.9943 09937 09940 09934 09939  0.0004
1 09966 0.9965 09967 0.9960 0.9966 09970 0.9966 09967 0.9960 09969 0.9966  0.0003
3 0.9960 09959 0.9965 0.9963 0.9960 0.9950 0.9962 0.9958 0.9958 0.9966 09961  0.0003
, 5 09954 0.9952 09957 0.9960 0.9955 0.9954 0.9959 0.9955 09953 0.9959 0.9956  0.0003
7 09948 09940 009951 0.9958 0.9951 0.9950 0.9953 0.9951 0.9942 09953 09950  0.0005
9 09943 09936 00947 09955 09944 0.9947 09949 009944 09941 09950 09945  0.0005
11 09936 009932 09943 09947 0.9938 0.9940 09944 09937 0.9935 0.9944 09940  0.0005
1 09971 009961 09972 09970 0.9963 0.9969 09966 09967 0.9963 09971 09967  0.0004
3 09965 0.9951 0.9963 0.9967 09960 0.9964 0.9963 009964 09959 0.9966 09962  0.0004
. 5 09956 0.9942 0.9960 0.9958 0.9953 0.9959 0.9957 09954 09946 0.9960 0.9955  0.0006
7 09950 0.9941 0.9955 09946 0.9947 0.9951 09947 09950 0.9947 0.9955 0.9949  0.0004
O 09944 09938 09945 09938 09945 0.9946 09941 09945 09942 0.9950 09943  0.0004
11 09938 009930 09941 09932 0.9937 0.9943 09938 09941 0.9937 09944 09938  0.0004

100



Cizelge 50. ICMP- Rastgele Orman Dogruluk Sonuglari

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 09990 09993 09993 09992 09997 09993 09993 09993 09995 09996 0.9993  0.0002
4 09990 09993 0.9993 09993 0.9996 09994 0.9996 0.9994 09994 0.9997 09994  0.0002
8 09993 09996 09993 09995 00997 09996 09994 09995 09994 09997 09995  0.0001
16 09993 09995 09993 09994 09997 09995 09995 0.9996 0.9994 0.9997 0.9995  0.0001
1 3 09992 09995 09993 09995 0.9997 0.9995 0.9994 09995 09993 09997 0.9995  0.0001
64 09993 09995 09993 0.9994 09997 09994 0.9995 09995 0.9994 09997 0.9995  0.0001
128 0.9993 0.9995 0.9993 0.9995 0.9997 0.9995 0.9995 0.9995 0.9993 0.9997 0.9995  0.0001
256 09993 09995 0.9994 0.9995 09997 0.9995 09994 0.9996 09994 0.9997 0.9995  0.0001
2 09993 09995 09993 09993 09995 09996 09995 09991 09996 0.9993 0.9994  0.0001
4 09995 09992 0.9994 0.9994 09994 09996 09993 09993 09997 09993 09994  0.0002
8 009997 09995 09995 09996 00996 09994 09994 09992 09997 0.9993 0.9995  0.0002
, 16 09997 09994 09993 09995 09996 09996 09994 0.9993 09998 09993 09995 00001
32 09997 09994 09993 09995 09994 09995 09993 09994 09998 0.9994 0.9995  0.0001
64 09997 09994 09994 09996 09995 09995 0.9994 09992 0.9998 09993 0.9995  0.0002
128 0.9997 0.9993 0.9994 0.9996 0.9995 0.9996 0.9994 0.9992 0.9998 0.9993 0.9995  0.0002
256 0.9997 09993 09993 0.9995 0.9995 0.9996 0.9993 0.9993 0.9998 0.9993 0.9995  0.0002
2 09993 09992 09996 09996 00997 09996 09993 09995 09987 0.9996 0.9994  0.0003
4 09993 09990 0.9994 09997 0.9997 09996 0.9995 0.9996 09989 0.9997 09994  0.0003
8 009995 09991 09995 09997 00996 09996 09994 09996 09991 0.9996 0.9995  0.0002
, 16 09994 09992 09995 09997 09997 09997 0.9995 0.999 09991 09997 09995 00002
32 09993 09991 09995 09997 09997 09997 09994 09995 09990 0.9997 0.9995  0.0002
64 09994 09991 09994 09997 09997 09997 09995 09996 0.9991 0.9996 0.9995  0.0002
128 0.9994 09991 0.9995 0.9997 0.9997 0.9997 0.9995 0.9996 0.9991 0.9997 0.9995  0.0002
256 09994 09991 0.9995 0.9997 09997 0.9997 09995 0.9996 09991 0.9996 0.9995  0.0002

101



Cizelge 51. ICMP- Rastgele Orman Kesinlik Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 09995 09997 09996 09997 1.0000 09994 0.9997 09996 0.9994 09997 09996  0.0002
4 09994 09996 0.9995 0.9997 0.9998 0.9994 09998 09995 09992 09997 09996  0.0002
8 009992 09996 09995 09996 1.0000 09993 09997 09997 09990 0.9997 0.9995  0.0003
16 0993 09997 0999 09995 09999 09991 09997 0.9997 09991 09997 09995 00002
32 09994 09995 09996 0.9996 0.9998 0.9992 0.9997 09997 0.9992 09997 0.9995  0.0002
64 09995 09995 09996 0.9996 0.9998 0.9992 0.9997 09997 0.9990 09997 0.9995  0.0002
128 0.9994 0.9996 0.9996 0.9995 0.9999 0.9993 0.9997 0.9996 0.9990 0.9997 0.9995  0.0002
256 09994 09995 09996 0.9996 0.9999 0.9993 0.9997 0.9997 0.9992 0.9997 0.9996  0.0002
2 09999 09997 09992 09997 0.9996 09997 0.9995 09998 0.9998 0.9998 09997  0.0002
4 09999 09996 0.9996 09997 0.9993 09994 0.9993 0.9997 09998 0.9997 09996  0.0002
8 09997 09997 09997 09997 09996 09994 09996 09997 09997 09996 0.9996  0.0001
, 16 09993 09995 09997 09998 09997 09994 09995 09996 09997 0999 09996  0.0001
32 09999 0.9995 09995 0.9997 0.9997 0.9994 0.9995 09997 0.9997 09995 0.9996  0.0002
64 09999 09994 09997 0.9997 09995 0.0996 0.9994 09997 0.9998 09995 0.9996  0.0002
128 09999 0.9994 0.9997 0.9997 0.9995 0.9994 0.9991 0.9997 0.9998 0.9996 0.9996  0.0002
256 0.9999 09994 09997 0.9997 0.9996 0.9996 0.9993 0.9997 0.9998 0.9995 0.9996  0.0002
2 09996 09993 09995 09998 09997 09998 09997 09999 09995 09995 0.9996  0.0002
4 09996 09991 0.9991 09998 0.9995 09997 0.9997 0.9999 09996 0.9996 09996  0.0002
8 09997 09993 09997 09998 09994 09998 09996 09998 09995 0.9996 0.9996  0.0002
, 16 09994 09991 0999 09998 09997 09998 09995 09998 09995 0.9995 09996  0.0002
32 09996 0.9991 09996 0.9999 0.9996 0.0998 0.9994 09997 0.9995 09997 0.9996  0.0002
64 09996 09992 09996 09999 09997 09998 09996 09998 0.9996 0.9997 0.9997  0.0002
128 0.9996 09992 0.9994 09998 0.9997 0.9998 09997 0.9998 09996 0.9997 09996  0.0002
256 09997 09992 09995 0.9998 0.9997 0.9998 0.9995 0.9998 0.9996 0.9997 0.9996  0.0002

102



Cizelge 52. ICMP- Rastgele Orman Duyarlilik Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama Séa”da”
apma
2 09990 009989 09990 09992 0.9988 09985 09987 0.9989 09987 0.9992 09989  0.0002
4 09990 0.9995 0.9990 0.9991 0.9992 0.9993 0.9991 0.9991 0.9997 09994 09992  0.0002
8 09992 09995 09990 0.9994 09993 0.9997 0.9992 0.9994 09996 09997 09994  0.0002
16 0992 09995 09991 09994 09995 09997 0.9992 09994 09997 09996 09994 0,002
32 09991 09994 09992 09994 0.9995 09997 0.9992 0.9994 09997 0.9996 09994  0.0002
64 09991 09995 09992 0.9994 0.9995 09997 0.9992 09994 0.9996 0.9996 09994  0.0002
128 09992 09995 09992 0.9994 0.9995 0.9997 0.9992 0.9995 0.9997 0.9996 0.9995  0.0002
256 0.9992 0.9995 09992 0.9994 09995 0.9997 0.9992 09994 0.9997 09996 0.9994  0.0002
2 09987 009989 09988 09996 0.9989 09990 09993 0.9980 09996 0.9988 09989  0.0004
4 09993 09993 09994 09995 0.9993 0.9997 09993 0.9989 09995 09990 0.9993  0.0002
8 09993 0.9993 0.9992 0.9994 0.9996 0.9995 0.9994 0.9987 09995 09990 09993  0.0002
, 16 09994 09993 0.9990 09997 0.999 09997 0.9994 09989 09997 09990 09994  0.0003
32 09994 09993 09990 09996 0.9995 09996 0.9994 0.9990 0.9997 0.9991 09994  0.0002
64 09994 09993 09990 09995 09995 09996 09994 09989 09997 09991 09993  0.0002
128 09994 09993 09990 0.9996 0.9995 0.9996 0.9994 0.9989 0.9997 0.9991 0.9993  0.0003
256 0.9994 09993 09990 09995 09995 09996 09994 09989 09997 09991 09993  0.0002
2 09991 09990 0.9991 0.9990 0.9990 0.9991 0.9989 09990 09981 09995 09990  0.0003
4 09989 09990 0.9996 09993 0.0996 0.9996 09994 0.9991 09985 09996 0.9992  0.0003
8 09993 0.9990 0.9996 0.9994 0.9997 0.9996 0.9995 0.9994 09986 09997 09994  0.0003
, 16 09992 09990 0999 09995 0.9997 09996 0.9995 09995 09985 09997 09994  0.0003
32 09992 09990 09996 09994 0.9997 00996 0.9995 0.9994 09987 0.9997 09994  0.0003
64 09992 00990 09996 09995 09997 09996 09995 09995 09986 09997 09994  0.0003
128 09992 09990 0.9996 0.9995 09997 0.9996 09995 0.0994 0.9987 09997 09994  0.0003
256  0.9992 09990 0.9996 09995 09997 09996 09995 09994 09986 09997 09994  0.0003

103



Cizelge 53.

ICMP- Rastgele Orman F1 Skoru Sonuglari

Kat
Kime Agag 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 09993 09993 09988 09994 0.9994 09991 09989 09995 09994 09997 0.9993  0.0003
4 09993 09995 09993 09994 09996 0.9995 0.9994 0.9994 09993 09997 09994  0.0001
8 09992 09995 09993 09995 0.9996 0.9995 0.9993 00996 09995 0.9995 0.9994  0.0001
, 16 09992 09995 09993 09996 09996 09996 0.9995 09995 09994 0.9997 09995 00001
32 09993 09995 09993 0.9995 0.9997 0.9996 0.9995 09995 0.9993 09997 0.9995  0.0001
64 09993 09995 09993 0.9995 0.9997 0.9995 09995 09996 09993 0.9997 0.9995  0.0001
128 0.9993 0.9995 0.9994 09995 00997 09995 0.9994 09995 0.9994 09997 09995  0.0001
256 09993 0.9995 0.9994 0.9995 09997 09995 09994 0.9996 0.9993 0.9997 09995  0.0001
2 09994 09993 09993 09993 0.9993 0.9995 0.9988 09990 09996 0.9993 0.9993  0.0002
4 09997 09993 09992 0.9995 09993 0.9997 09995 0.9993 09997 0.9994 09995  0.0002
8 09996 09994 09994 09995 09995 0.9997 0.9995 09992 09997 0.9994 0.9995  0.0001
, 16 0999 09994 09993 09996 09995 09995 0.9995 09992 09998 0.9994 09995 00001
32 09997 09994 09993 0.9996 0.9994 0.9996 09994 09993 09997 0.9994 09995  0.0001
64 09997 09993 09993 0.9996 0.9995 0.9996 09994 09993 09998 0.9993 0.9995  0.0002
128 0.9997 0.9995 0.9993 0.9997 0.9995 09995 0.9993 0.9993 0.9998 0.9994 09995  0.0001
256 09997 0.9993 0.9994 0.9996 0.9995 0.9996 09993 0.9993 0.9998 0.9993 09995  0.0002
2 09993 09990 09991 09995 0.9996 0.9996 09994 00994 09988 0.9995 0.9993  0.0003
4 09994 09991 09993 09995 09993 0.9995 0.9994 0.9995 09990 09997 09994  0.0002
8 09994 09991 09996 09997 0.9997 0.9997 0.9995 00996 09991 0.9997 0.9995  0.0002
, 16 09995 09992 09995 0.9997 09997 09997 09995 09996 0.9990 09996 09995  0.0002
32 09994 09991 09995 0.9997 0.9997 0.9997 09994 09997 09991 0.9996 0.9995  0.0002
64 09994 09991 09994 09997 0.9997 0.9997 09995 09997 09991 0.9997 0.9995  0.0002
128 0.9995 0.9991 0.9995 0.9997 0.9997 09997 0.9995 0.9996 0.9991 0.9997 09995  0.0002
256 0.994 0.9991 0.9995 0.9997 09997 09997 09995 0.9996 0.9991 0.9997 09995  0.0002

104



Cizelge 54. ICMP-LightGBM Dogruluk Sonuglari

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10  Ortalama Séa”dart
apma
32 009989 00991 09993 0.9993 09995 0.9995 09993 0.9992 09993 09995 09993  0.0002
64 09990 09993 09994 09995 0.9996 0.9995 0.9994 0.9993 0.9993 09997 09994  0.0002
, 128 09988 09993 0.9994 0.9995 09996 09996 09995 09994 09993 0.9996 09994  0.0002
256 09989 09992 0.9994 09995 0.9996 0.9995 0.9995 0.9994 0.9993 0.9996 0.9994  0.0002
512 09989 09992 09993 0.9995 0.9996 0.9995 0.9995 0.9994 0.9994 09995 0.9994  0.0002
1024 09989 0.9993 0.9993 0.9995 0.9996 0.9995 0.9995 0.9994 0.9994 0.9996 0.9994  0.0002
32 09994 09991 09992 09995 0.9993 0.9991 0.9992 0.9990 0.0995 09991 09992  0.0002
64 09994 09992 09991 0.9996 0.9994 09993 09994 09992 0.9996 0.9992 09993  0.0002
, 128 09993 09993 09992 0.9996 09994 0.9994 09995 09993 0.9998 0.9990 09994  0.0002
256 0.9993 09994 09992 09996 0.9995 0.9994 0.9994 0.9993 0.9998 0.9991 0.9994  0.0002
512 00993 09994 09991 09996 0.9995 0.9995 0.9994 0.9993 0.9998 09991 0.9994  0.0002
1024 0.9993 09994 0.9991 0.9996 0.9994 0.9995 0.9994 09993 0.0998 0.9991 0.9994  0.0002
32 09993 00988 09994 00992 09993 0.9994 09993 0.9993 09990 0.9993 09992  0.0002
64 09995 0.9990 0.9995 0.9994 09996 0.9995 0.9994 0.9994 0.9990 0.9994 0.9994  0.0002
, 128 09995 09990 09995 09995 09996 09996 0.9995 0.9993 0.9989 0.9994 09994 00002
256 0.9994 0.9990 0.9994 0.9995 0.9996 0.9996 0.9995 0.9994 0.9989 0.9995 0.9994  0.0002
512 09994 0.9990 09994 0.9995 0.9996 0.9996 0.9994 0.9994 0.9988 0.9995 09994  0.0002
1024 0.9994 09990 0.9994 09995 0.9996 0.9996 0.9994 09993 0.9988 0.9995 0.9994  0.0002
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Cizelge 55. ICMP-LightGBM Kesinlik Sonuglar1

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”dart
apma
32 09988 0.9990 09997 0.9995 09997 09994 0.0994 09992 09990 09996 0.9993  0.0003
64 09990 09994 09997 09997 0.9998 0.9994 0.9996 0.9993 0.9991 0.9997 09995  0.0003
, 128 09990 09995 0.9997 09997 0.9997 0.9995 09997 09995 09991 09997 09995  0.0003
256 0.9990 0.9995 0.9997 09997 09998 0.9995 0.9997 0.9996 0.9991 0.9997 0.9995  0.0003
512 0.9990 0.9995 09996 09997 09998 0.9995 0.9997 0.9996 0.9991 0.9996 0.9995  0.0003
1024 09990 0.9996 0.9997 0.9997 0.9998 0.9995 0.9997 0.9996 09991 09997 0.9995  0.0003
32 09996 09990 09993 09997 09993 09989 0.9994 0.9994 0.9994 0.9994 09993  0.0002
64 09995 0.9992 09991 0.9997 0.9996 0.9992 0.9995 0.9996 0.9996 0.9995 0.9994  0.0002
, 128 0999 09994 09992 0.9996 09995 09993 0.9997 09995 09999 0.9994 09995  0.0002
256 0.9996 0.9997 0.9993 09997 09997 0.9993 0.9996 0.9996 0.9999 0.9995 0.9996  0.0002
512 0.995 09997 09993 09997 09997 0.9994 09996 0.9997 0.9999 0.9995 0.9996  0.0002
1024 0.9996 0.9997 0.9993 0.9997 0.9997 0.9994 0.9996 0.9997 0.9999 0.9995 0.9996  0.0002
32 09997 0.9988 09993 0.9994 09989 09993 0.0992 09992 09992 09992 0.9992  0.0002
64 09997 0.9991 09995 09996 0.9994 0.9995 0.9994 09994 0.9994 09993 0.9994  0.0001
, 128 09997 09990 0.9996 09996 09995 09997 09995 09993 09994 0.9995 09995  0.0002
256 09996 0.9990 0.9996 0.9996 0.9995 0.9997 0.9996 0.9995 0.9994 09996 0.9995  0.0002
512 09996 0.9991 0.9996 0.9997 0.9995 0.9997 0.9996 0.9995 0.9994 09996 0.9995  0.0002
1024 0.9997 09991 0.9996 0.9997 0.9995 0.9997 0.9995 0.9994 0.9994 0.9996 0.9995  0.0002
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Cizelge 56. ICMP-LightGBM Duyarlilik Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”dart
apma
32 09990 0.9991 09989 0.9992 09994 009996 0.9992 09992 09995 09995 0.9993  0.0002
64 09990 09993 09991 09992 0.9994 0.9997 0.9993 0.9994 0.9996 0.9996 09994  0.0002
, 128 09986 09991 09991 09992 0.9995 0.9997 09993 09993 09996 09996 09993  0.0003
256 0.0988 0.9990 09991 09992 09994 0.9996 0.9993 0.9993 0.9996 0.9996 0.9993  0.0003
512 09988 0.9990 09990 09992 09994 0.9995 0.9993 0.9993 0.9997 0.9995 0.9993  0.0003
1024 09988 0.9990 0.9990 0.9992 0.9993 0.9995 0.9993 09993 09997 09995 0.9993  0.0002
32 09992 09991 09990 09992 09993 0.9994 09990 0.9986 0.9997 0.9989 09991  0.0003
64 09993 0.9992 09991 09995 09993 0.9995 0.9994 0.9988 0.9997 0.9989 0.9993  0.0003
, 128 0999 09992 0.9992 0.9996 09993 09995 0.9994 09990 09997 0.9987 09993  0.0003
256 0.9991 0.9991 09990 09995 09993 0.9995 0.9992 0.9990 0.9997 0.9987 0.9992  0.0003
512 0.9990 0.9991 09989 09996 09993 0.9996 0.9992 0.9989 0.9997 0.9988 0.9992  0.0003
1024 0.9990 0.9991 0.9989 09996 0.9991 0.9996 0.9992 0.9989 0.9997 0.9988 09992  0.0003
32 09990 0.9989 09995 0.9990 0.9997 0.9996 0.9993 09995 0.9987 09994 0.9993  0.0003
64 09993 0.9990 0.9996 0.9993 0.9997 0.9996 0.9995 0.9995 0.9987 0.9995 0.9994  0.0003
, 128 09993 09990 0.9995 09994 09997 09994 09995 09994 09984 09994 09993  0.0003
256 09992 0.9990 0.9993 0.9994 09997 0.9994 0.9994 09993 0.9984 09994 0.9993  0.0003
512 09992 0.9989 09993 0.9994 0.9997 0.9994 0.9993 09993 0.9983 0.9994 09992  0.0004
1024 0.9992 09989 0.9993 09994 0.9997 0.9995 0.9993 0.9992 0.9983 0.9994 09992  0.0004
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Cizelge 57. ICMP-LightGBM F1 Skoru Sonuglar1

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama Séa“dart
apma
32 09989 0.0991 09993 0.9993 09995 0.9995 09993 09992 00993 09995 09993  0.00018
64 09990 09993 09994 0.9995 0.9996 0.9995 0.9994 0.9993 0.9993 0.9997 09994  0.00017
, 128 0998 09993 0.9994 09995 0.9996 09996 09995 09994 09993 09996 0.9994 000023
256 0.9989 0.0992 09994 09995 09996 0.9995 0.9995 0.9994 0.9993 0.9996 0.9994  0.00021
512 09989 09992 09993 09995 0.9996 0.9995 0.9995 0.9994 0.9994 0.9995 09994  0.00020
1024 0.9989 0.9993 0.9993 0.9995 09996 0.9995 0.9995 0.9994 0.9994 0.9996 0.9994  0.00019
32 09994 09991 09992 09995 09993 0.9991 0.9992 0.9990 0.9995 09991 09992  0.00017
64 009994 09992 09991 0.9996 0.9994 0.9993 0.9994 09992 09996 09992 09993  0.00016
, 128 09993 09993 00992 0.9996 09994 0.9994 0.9995 09993 09998 0.9990 09994 000020
256 0.9993 0.9994 09992 09996 0.9995 0.9994 0.9994 0.9993 0.9998 0.9991 09994  0.00018
512 00993 09994 09991 09996 0.9995 0.9995 0.9994 0.9993 0.9998 0.9991 0.9994  0.00020
1024 09993 09994 0.9991 0.9996 0.9994 09995 09994 09993 09998 0.9991 0.9994  0.00020
32 09993 00988 09994 09992 09993 0.9994 09993 09993 09990 09993 09992  0.00018
64 09995 0.9990 0.9995 0.9994 0.9996 0.9995 0.9994 09994 09990 0.9994 09994  0.00018
, 128 09995 09990 09995 09995 09996 09996 09995 0.9993 0.9989 0.9994 09994  0.00023
256 09994 0.9990 0.9994 0.9995 0.9996 0.9996 0.9995 0.9994 0.9989 0.9995 0.9994  0.00022
512 09994 0.9990 0.9994 0.9995 0.9996 0.9996 0.9994 0.9994 0.9988 0.9995 0.9994  0.00024
1024 09994 09990 0.9994 0.9995 0.9996 0.9996 0.9994 09993 0.9988 0.9995 09994  0.00024
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Cizelge 58. Genel Model-KNN Dogruluk Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama Séa”da”
apma

1 00087 00139 08808 09140 09140 09142 09135 009153 09144 09146 09103  0.0100

3 09221 09205 0.8881 09208 09224 09206 09201 09218 09211 09216 09179  0.0100

. 5 09224 09207 0.9200 09211 009217 09215 09207 09227 09222 09224 09215  0.0008
7 09217 09195 09195 09201 09210 0.9208 09203 09212 09210 09217 09207  0.0008

9 00203 09189 009187 09193 09200 0.9194 09189 0.9201 09197 09205 09196  0.0006

11 09191 09176 09172 09189 09188 09182 09176 09191 09182 09195 09184  0.0007

1 08824 00130 09139 09120 09122 0.8814 09144 09139 09130 09132 09069  0.0125

3 09210 09207 0.9206 09206 09191 09189 09213 09206 09208 09201 09204  0.0008

, 5 09211 09206 0.9208 09205 09198 09195 09217 09207 09212 09199 09206  0.0006
7 09201 09195 09210 09197 09201 09198 09211 0.9206 09204 009199 09202  0.0005

9 009187 09191 09188 09193 09195 0.9187 09203 0.9202 09190 09186 09192  0.0006

11 09179 09187 09178 09185 09190 0.9180 09191 09187 09186 09177 09184  0.0005

1 09171 00178 09186 09172 09188 09190 09178 09185 09173 09173 09179  0.0007

3 09252 09240 0.9245 09241 09264 09261 09239 09270 09246 09257 09251  0.0010

. 5 00251 09244 09261 09249 09270 09270 09249 0.9274 09257 09253 09258  0.0010
7 00244 09242 09258 09237 09257 0.9260 09240 0.9266 09248 009239 09249  0.0010

9 09235 09225 009247 09230 09253 0.9257 0.9230 09252 09237 09229 09239  0.0011

11 09226 009218 09232 09219 0.9241 09247 09224 09234 09236 09219 09230  0.0010
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Cizelge 59. Genel Model-KNN Kesinlik Sonuglari

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
1 08972 09064 09048 09071 09071 0.9080 09084 09106 09087 09081 09066  0.0035
3 09181 09157 09141 09151 09179 09156 09166 09175 09171 09165 09164  0.0012
. 5 09192 09170 09151 09178 09185 09193 09174 09195 09201 09187 09183  0.0014
7 09189 09170 09166 09170 09186 09194 09176 09186 09186 09188 09181  0.0009
9 09182 09168 09162 09162 09182 09186 09164 09182 09170 09179 09174  0.0009
11 09167 09159 09148 09163 09171 09172 09155 09175 09159 09174 09164  0.0009
1 09089 09060 09076 0.9042 09051 09059 09093 09086 0.9056 0.9084 09070  0.0017
3 09176 09150 09144 09152 09135 09135 09172 09163 09164 09156 09155  0.0014
, 5 09182 09155 09172 09165 09152 09149 09185 09179 09175 09156 09167  0.0013
7 09178 09150 09184 09165 09181 09159 09193 09192 09175 09166 09174  0.0013
9 09160 09161 09151 09167 09178 09156 09188 09187 09161 09157 09168  0.0012
11 00166 09159 09149 09165 09178 09156 09180 09171 09161 09166 09165  0.0009
1 09108 09140 09125 09125 09139 09135 09130 09128 09104 09116 09125  0.0012
3 09207 09211 09184 09202 09226 09222 09204 09223 09193 09214 09209  0.0013
. 5 00222 09224 09228 09236 09242 09238 09226 09234 09219 09216 09229  0.0008
709220 09231 09231 09227 09236 09230 09220 09232 09225 09211 09226  0.0007
9 09213 09216 09216 09223 09238 09228 09214 09223 09209 09204 09218  0.0009
11 09207 09210 0.9200 09209 0.9226 09225 09212 09192 09211 09198 09209  0.0010
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Cizelge 60. Genel Model-KNN Duyarlilik Sonuglar1

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10  Ortalama Standart
Sapma

1 09233 09233 08512 09223 09225 09218 09198 09210 0.9215 0.9226 09149  0.0213

3 09269 09262 08567 09275 09277 09266 09244 09268 09258 09276 09196  0.0210

. 5 09262 09251 09258 09251 09256 0.9241 0.9247 0.9264 09248 09268 09255  0.0008
7 09249 09225 09231 09239 09238 09224 09235 09242 09239 09252 09237  0.0009

9 09228 009215 09217 09229 09222 09205 0.9219 0.9223 09230 09235 09222  0.0008

11 09221 09197 09202 09221 09208 09194 09200 09210 09211 09221 09209  0.0010

1 08501 09215 0.9215 09215 09210 08513 09207 09205 0.9221 09191 09069  0.0281

3 00252 09275 09281 09271 09258 09254 09262 09257 09262 09255 09263  0.0009

, 5 00246 09268 09250 09253 09254 09251 0.9255 0.9242 09257 09250 09253  0.0007
7 09228 09249 09241 09235 09226 09244 09232 0.9224 09239 09237 09236  0.0008

O 09208 09228 09232 09223 09215 09223 09221 09220 09225 09221 09222  0.0006

11 09195 09220 09212 09209 09205 09209 09205 09207 09215 0.9191 09207  0.0008

1 09248 09225 09260 09230 09248 09255 09235 0.9255 0.9257 09242 09245  0.0012

3 09304 09275 09318 09287 09309 09306 09282 09324 09309 09309 09302  0.0015

. 5 00285 09266 09299 09265 09303 0.9308 0.9277 0.9321 09302 09296 09292  0.0017
7 09273 09255 09290 09249 09281 09296 0.9264 0.9306 0.9276 09273 09276  0.0017

O 09261 09235 09283 09239 09271 09290 0.9249 09286 0.9270 09259 09264  0.0018

11 09248 09227 09269 09230 0.9259 09274 09239 0.9284 09265 0.9245 09254  0.0018
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Cizelge 61. Genel Model-KNN F1 Skoru Sonuglar1

Kat
Kime Komsu 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma

1 09101 00147 08772 09147 09147 009148 09140 09158 09150 09153 09106  0.0113

3 09224 09209 0.8845 09213 09228 09211 09205 09222 09214 09220 09179  0.0112

. 5 09227 09210 09204 09215 09220 09217 09210 0.9229 09224 09227 09218  0.0008
7 09219 09197 09198 0.9204 09212 0.9209 09205 009214 09212 09220 09209  0.0007

9 009205 09192 009189 09196 09202 0.9195 09192 0.9202 09200 0.9207 09198  0.0006

11 09194 09178 09175 09192 09190 0.9183 09178 09193 09185 09198 09186  0.0007

1 08785 00137 09145 09128 09130 0.8778 09150 09145 09138 09137 09067  0.0143

3 09214 09212 09212 09211 09196 09194 09217 09210 09213 09206 09208  0.0007

, 5 09214 09211 09211 09209 09203 0.9200 09220 0.9210 09216 09203 09210  0.0006
7 09203 09199 009212 09200 09203 09201 09212 09208 09207 09202 09205  0.0005

9 00189 09194 09191 09195 09197 09190 09204 09203 09193 009189 09195  0.0005

11 09181 09189 09181 09187 09192 09183 09192 09189 09188 09178 09186  0.0005

1 00177 09182 09192 09177 00193 09195 09182 09191 09180 09179 09185  0.0007

3 09256 09243 09251 09244 09267 0.9264 09242 09274 09250 0.9261 09255  0.0010

. 5 09253 09245 09263 09251 09272 0.9273 09252 0.9277 09260 09256 09260  0.0010
7 00246 09243 009260 09238 09258 0.9263 09242 09269 09250 09242 09251  0.0010

O 00237 09225 009249 09231 09254 09259 09232 09254 09239 09232 09241  0.0011

11 09227 09218 09235 0.9220 09243 09249 09225 09238 09238 09221 09232  0.0010
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Cizelge 62. Genel Model- Rastgele Orman Dogruluk Sonuglari

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 09510 09528 09514 09502 0.9502 09509 09502 0.9511 09493 09530 09510  0.0011
4 09593 09592 0.9582 0.9587 0.9606 0.9593 0.9588 0.9592 09597 0.9596 0.9593  0.0006
8 09627 09634 09628 09624 0.9641 09631 0.9619 0.9630 09640 0.9637 0.963L  0.0007
, 16 09636 09650 09639 0.9642 09656 09643 0.9641 0.9646 09644 09650 09645  0.0006
32 09646 0.9656 09644 0.9652 0.9662 0.9655 0.9643 09648 09654 0.9664 09652  0.0007
64 09650 0.9662 09649 0.9651 0.9666 0.9657 0.9649 09653 0.9658 0.9665 0.9656  0.0006
128 09648 09666 0.9650 0.9655 0.9668 0.9657 0.9650 0.9657 0.9657 09667 09657  0.0007
256 0.9650 0.9668 0.9651 0.9656 0.9670 0.9659 0.9654 0.9656 0.9660 0.9668 0.9659  0.0007
2 00531 09531 09528 09512 09512 09513 09516 0.9522 09524 09524 09521  0.0007
4 09596 0.9602 0.9595 09591 0.9506 0.9605 0.9606 0.9598 09592 0.9597 0.9598  0.0005
8 00623 09643 09632 09628 0.9628 09637 0.9638 0.9638 09633 0.9629 0.9633  0.0006
, 16 09645 09658 09652 0.9647 0.9650 0.9649 0.9653 0.9643 0.9652 0.9639 09649  0.0005
32 09650 0.9660 0.9658 0.9656 0.9661 0.9656 0.9665 0.9651 0.9656 0.9649 0.9656  0.0005
64 09653 0.9662 09659 0.9659 0.9663 0.9653 0.9671 0.9659 0.9664 0.9653 0.9660  0.0005
128 09656 09665 0.9663 0.9658 0.9663 0.9661 0.9672 0.9660 0.9664 09652 09661  0.0005
256 0.9655 0.9668 0.9664 0.9658 0.9666 0.9660 0.9671 0.9665 0.9664 0.9655 09662  0.0005
2 09527 09500 09504 09489 0.9509 09531 09535 0.9517 09497 09506 09511  0.0015
4 09608 09590 09593 09599 0.9504 0.9605 0.9601 0.9608 09582 0.9580 0.9596  0.0009
8 09628 09628 09627 09616 09631 0.9643 0.9645 0.9638 0.9625 0.9621 0.9630  0.0009
, 16 09647 09652 09646 09636 09654 09656 0.9649 0.9653 09646 09636 09647  0.0007
32 09655 0.9653 09654 0.9645 0.9652 0.9663 0.9655 0.9663 0.9651 0.9643 0.9653  0.0006
64 09662 0.9657 09654 0.9641 0.9659 0.9663 0.9660 0.9659 0.9652 0.9643 0.9655  0.0007
128 09662 09657 0.9655 0.9645 0.9660 0.9670 0.9663 0.9665 0.9655 09646 0.9658  0.0008
256 0.9664 0.9658 0.9656 0.9646 0.9661 0.9668 0.9665 0.9664 0.9656 0.9648 0.9659  0.0007
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Cizelge 63. Genel Model- Rastgele Orman Kesinlik Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 09684 09669 0.9684 0.9681 09690 09675 0.9667 0.9681 0.9663 0.9667 09676  0.0009
4 09654 09659 0.9654 0.9666 0.9674 0.9666 09653 0.9661 0.9667 0.9657 0.9661  0.0006
8 09639 09656 0.9647 0.9660 0.9668 0.9653 0.9650 0.9661 0.9664 0.9658 0.9656  0.0008
. 16 09645 09650 09648 0.9652 0.9665 09650 0.9647 09652 09652 0.9660 09652  0.0006
32 09646 09649 0.9651 0.9653 0.9665 0.9655 0.9646 0.9649 0.9649 0.9657 0.9652  0.0006
64 09643 09652 0.9645 0.9647 09667 0.9654 0.9646 0.9650 0.9650 0.9660 0.9651  0.0007
128 09643 0.9650 09647 0.9650 0.9662 0.9654 0.9640 09652 0.9650 0.9657 0.9650  0.0006
256 0.9644 0.9649 0.9647 09652 09663 0.9651 0.9644 0.9650 0.9649 09657 09651  0.0006
2 09678 09685 0.9673 0.9672 09679 09675 0.9697 0.9680 0.9687 09672 09680  0.0007
4 09665 0.9664 0.9667 09658 0.9672 0.9656 0.9668 0.9669 0.9675 0.9668 0.9666  0.0005
8 09652 09655 0.9655 0.9654 0.9659 0.9655 0.9663 0.9662 0.9661 0.9649 0.9656  0.0005
, 16 09646 09653 09653 09655 09662 0.9648 0.9663 0.9653 0.9666 09649 09655 00006
32 09646 09650 0.9658 0.9654 0.9660 0.9650 0.9664 0.9664 0.9661 0.9650 0.9656  0.0006
64 09647 09653 0.9655 0.9654 0.9660 0.9644 09660 0.9662 0.9659 0.9646 09654  0.0006
128 09647 0.9652 09657 0.9650 0.9663 0.9647 0.9662 09658 0.9661 0.9645 0.9654  0.0007
256 0.9644 0.9655 0.9656 0.9652 09662 0.9646 0.9662 0.9659 0.9658 09648 09654  0.0006
2 09682 09692 0.9672 0.9668 0.9687 0.9679 09681 0.9680 09681 0.9660 09678  0.0009
4 09663 09672 0.9655 09655 0.9674 0.9671 0.9687 0.9667 09669 0.9645 09666  0.0011
8 09666 09666 0.9655 0.9648 0.9661 09668 0.9670 0.9664 0.9647 09644 09659  0.0009
, 16 09660 09660 09646 09637 0.9662 09659 0.9664 09656 09641 0.9636 09652  0.0010
32 09660 0.9657 0.9645 0.9643 0.9658 09662 0.9667 0.9653 0.9642 0.9634 09652  0.0010
64 09661 0.9661 0.9650 0.9640 09658 09662 0.9667 0.9654 0.9643 09632 09653  0.0011
128 0.9662 0.9658 0.9644 09637 0.9659 0.9665 0.9664 0.9655 09641 09635 09652  0.0011
256 0.9661 0.9658 0.9644 0.9640 0.9660 0.9662 0.9663 0.9650 0.9641 09633 09651  0.0010
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Cizelge 64. Genel Model- Rastgele Orman Duyarlilik Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 009350 09311 09363 0.9295 09365 09339 0.9333 09355 09333 0.9318 09336  0.0022
4 09515 09542 0.9529 0.9507 09522 09512 0.9485 09504 09523 0.9515 09515  0.0015
8 09593 0.9620 0.9606 0.9606 09606 09609 09597 09607 09603 0.9610 0.9606  0.0007
, 16 09634 09652 09632 09634 0.9641 09643 09635 09643 0.9639 09655 09641  0.0007
32 09649 0.9668 09649 0.9650 0.9659 0.9654 0.9653 0.9645 0.9658 09672 0.9656  0.0008
64 09648 09676 09649 0.9654 0.9670 0.9660 0.9655 0.9655 0.9664 09675 0.9661  0.0010
128 09660 0.9684 0.9649 09657 0.9673 0.9665 0.9667 09662 0.9666 0.9677 09666  0.0010
256 0.9658 0.9686 0.9654 09660 0.9674 0.9664 0.9665 0.9665 0.9667 0.9679 09667  0.0009
2 009383 09347 09341 09340 09357 09326 0.9332 09357 09313 09293 09339  0.0024
4 09536 09538 0.9534 09512 09511 09544 09536 09507 09521 09527 09527  0.0012
8 09611 09609 09602 09613 09604 09620 09612 09504 09598 0.9607 0.9607  0.0007
, 16 09647 09651 09642 09646 09635 0.9649 0.9647 09636 09639 09635 09643  0.0006
32 09661 09662 09652 09653 0.9655 0.9667 0.9661 0.9659 0.9655 0.9654 0.9658  0.0005
64 09659 09675 09662 09661 09659 09675 0.9677 0.9660 0.9664 0.9659 0.9665  0.0007
128 0.9666 0.9676 0.9663 0.9664 0.9665 0.9674 0.9678 0.9662 09670 09663 09668  0.0006
256 09667 0.9679 0.9667 0.9668 0.9667 0.9676 0.9682 0.9668 0.9669 0.9663 09671  0.0006
2 009337 09316 09342 09289 09324 09348 09325 09357 09332 09327 09330  0.0018
4 09518 09508 0.9535 0.9499 09519 0.9540 0.9528 0.9546 0.9515 0.9509 09522  0.0014
8 009611 09584 09605 0.9591 0.9596 09619 0.9602 0.9627 09619 0.9601 0.9605  0.0013
, 16 09641 09627 09637 09631 09633 09642 0.9632 09652 09646 09636 09638  0.0007
32 09647 09646 09661 0.9643 0.9649 0.9668 0.9647 0.9670 0.9652 09651 0.9653  0.0009
64 09662 09652 09665 0.9647 0.9660 0.9673 0.9655 0.9676 0.9668 09652 0.9661  0.0009
128 09661 0.9656 0.9669 0.9657 0.9664 0.9675 0.9658 0.9680 0.9667 0.9662 09665  0.0008
256 0.9667 0.9660 0.9670 0.9655 0.9667 0.9674 0.9661 0.9678 0.9670 0.9663 09667  0.0007
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Cizelge 65. Genel Model- Rastgele Orman F1 Skoru Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
2 09515 09504 09510 0.9500 09523 0.9500 0.9470 09492 09497 0.9508 09502  0.0014
4 09583 09596 0.9590 0.9591 0.9608 0.9594 0.9591 0.9583 0.9591 09603 09593  0.0008
8 09622 0.9628 0.9623 09628 09644 09629 09616 09626 09631 09636 09628  0.0007
, 16 09540 09654 09640 09641 09659 0.9642 0.9635 09643 09642 0.9655 09645  0.0008
32 09648 09658 09648 0.9649 0.9660 09651 0.9649 0.9650 09654 0.9663 0.9653  0.0005
64 09652 0.9662 09649 0.9651 0.9666 0.9654 0.9650 0.9655 0.9656 0.9666 0.9656  0.0006
128 09653 0.9665 0.9650 09654 0.9671 0.9657 09652 0.9656 0.9660 0.9667 0.9658  0.0007
256 0.9651 0.9668 0.9651 0.9656 0.9670 0.9661 0.9654 0.9657 0.9659 0.9666 0.9659  0.0007
2 09521 09502 0.9493 09501 09509 0.9508 0.9514 09525 0.9508 0.9486 09507  0.0011
4 09600 0.9600 0.9592 0.9584 0.9591 0.9596 0.9597 0.9598 0.9601 09590 0.9595  0.0005
8 09631 0.9631 0.9632 09629 09627 09628 09641 09632 09640 09626 09632  0.0005
, 16 09640 09647 09651 09645 09645 09644 0.9650 0.9650 09655 09641 09648  0.0006
32 09651 09660 09657 09652 09657 09653 0.9664 09656 09659 09650 09656  0.0004
64 09652 09665 09662 09655 09658 0.9660 0.9667 0.9661 0.9660 0.9654 0.9659  0.0004
128 0.9657 0.9665 0.9662 0.9657 0.9664 0.9662 0.9669 0.9664 0.9665 0.9653 0.9662  0.0004
256 0.9655 0.9666 0.9662 0.9660 0.9665 0.9660 09674 0.9664 0.9666 09653 0.9662  0.0006
2 09508 09492 0.9510 0.9498 09494 09520 0.9507 09522 0.9509 0.950L 09506  0.0010
4 09585 09581 0.9592 0.9583 09592 0.9606 0.9601 0.9600 0.9595 0.9506 0.9593  0.0008
8 09641 09630 0.9634 0.9626 09636 0.9634 0.9632 09638 0.9630 0.9618 09632  0.0006
, 16 0968 09646 09647 09635 09648 09658 0.9651 0.9657 09640 09635 09647  0.0008
32 09658 09653 09653 09640 09656 09663 09659 09662 09651 09648 09654  0.0007
64 09661 0.9654 09655 0.9644 0.9658 0.9666 0.9661 0.9666 09652 0.9646 0.9656  0.0007
128 09662 0.9656 0.9658 0.9646 0.9661 0.9670 0.9662 0.9666 0.9656 0.9647 0.9659  0.0007
256  0.9662 0.9658 0.9658 0.9646 0.9663 0.9670 0.9664 0.9664 0.9656 09648 0.9659  0.0007
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Cizelge 66. Genel Model-LightGBM Dogruluk Sonuglari

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10 Ortalama S;a“da”
apma

32 09236 09216 09212 09244 09229 09224 09211 09219 009242 09236 09227  0.0012

64 09333 09320 09319 09335 09339 09327 0.9333 0.9330 09352 09338 09332  0.0009

, 128 09435 09442 09425 0.9441 09444 09435 09422 09436 09451 09454 09438  0.0010
256  0.9509 09513 09513 09522 09525 0.9514 09507 0.9525 0.9527 0.9530 09518  0.0008

512 09571 09576 09573 09582 09581 0.9574 09574 09572 0.9578 0.9587 09577  0.0005
1024 09612 0.9613 0.9607 0.9619 0.9622 09610 09609 09609 09613 09621 0.9613  0.0005

32 09219 00239 09238 09226 09226 09201 09227 09210 09232 09218 09224  0.0012

64 09328 09339 09332 09325 09343 09327 0.9337 09323 09336 09317 09331  0.0008

, 128 09444 09435 09432 09427 09442 09436 09453 09431 09441 09425 09437  0.0008
256  0.9516 09525 09514 09512 09518 0.9507 0.9530 0.9518 0.9520 0.9514 09517  0.0006

512 0.9580 09583 09573 09567 0.9571 0.9571 0.9587 0.9573 0.9580 0.9569 09575  0.0006
1024 09612 0.9622 0.9604 0.9608 0.9613 09613 09621 09611 09622 09608 09613  0.0006

32 09238 00227 09206 09211 09250 0.9230 09231 09234 09240 09230 09230  0.0012

64 09342 09320 09329 09329 0.9345 09331 0.9332 09336 09327 09338 09333  0.0007

, 128 00435 00425 09435 09427 09443 09433 09434 09445 09434 09440 09435  0.0006
256 09515 09519 09527 09503 09522 0.9526 0.9522 0.9526 0.9525 0.9519 09520  0.0007

512 09581 09580 0.9585 09561 0.9575 0.9587 0.9579 0.9577 0.9580 0.9579 09578  0.0007
1024 09618 0.9618 0.9617 0.9599 09614 09629 09618 09613 09618 0.9614 09616  0.0007
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Cizelge 67. Genel Model-LightGBM Kesinlik Sonuglari

Kat
Kime Agac 1 2 3 4 5 6 7 8 9 10  Ortalama S;a“dart
apma
32 09428 00443 09432 09448 09424 00465 09464 09413 09471 09454 09444  0.0019
64 09465 09466 09452 09466 09469 09489 09472 09451 09491 09475 09470  0.0012
. 128 09486 09487 09475 09483 09484 09510 09486 09484 09519 09502 09492  0.0013
256 09522 09521 09518 09523 09524 09530 09514 09522 09532 09528 09523  0.0005
512 09546 09553 00546 09552 09551 00551 09534 09536 09556 09556 09548  0.0007
1024 0.9563 0.9569 0.9560 0.9570 0.9579 0.9569 0.9551 0.9556 0.9571 0.9570 0.9566  0.0008
32 09476 009489 09469 09426 0.9474 09457 09477 09461 09451 09463 0.9464  0.0017
64 09475 09473 09472 09454 09489 0.9466 09485 09475 09476 09464 09473  0.0010
, 128 09495 09485 09487 0.9487 09510 09480 09506 09500 0.9494 09473 09492  0.0011
256 09533 09524 09518 09528 09540 09518 09544 09529 09533 09514 09528  0.0009
512 09553 09546 09548 09544 09562 009534 09568 09550 09550 09536 09549  0.0010
1024 09564 0.9562 0.9557 0.9560 0.9578 0.9561 0.9578 0.9567 0.9571 0.9557 0.9566  0.0008
32 09480 09464 00435 09467 0.9476 00441 09484 09446 09445 09446 0.9458  0.0017
64 09486 0.9460 0.9465 09470 0.9477 09475 09483 0.9468 09462 09454 09470  0.0010
, 128 09496 09492 09485 0.9497 09516 09497 09503 09505 0.9485 09495 09497  0.0009
256 09528 09541 09527 09524 09545 09531 09543 09529 09523 09527 09532  0.0008
512 09557 09571 09548 09547 09549 09562 09550 09540 09543 09547 09552  0.0009
1024 09573 09580 0.9564 0.9551 0.9568 0.9584 0.9574 09557 09563 0.9563 09568  0.0010
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Cizelge 68. Genel Model-LightGBM Duyarlilik Sonuglari

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10 Ortalama S;a”da”
apma
32 09020 08961 08963 0.9015 0.0009 0.8953 0.8928 0.8999 0.8987 08991 0.8983  0.0029
64 09185 09156 09168 0.9189 09194 009146 09176 009193 09197 09184 09179  0.0016
, 128 09377 09392 09369 09367 09398 09352 09351 09382 09376 09400 09379  0.0016
256 0.9493 0.9503 0.9507 0.9520 0.9526 0.9496 0.9498 0.9520 09520 09534 09513  0.0014
512 09599 09601 0.9603 09614 0.9614 0.9599 0.9619 0.9611 0.9603 09620 0.9608  0.0008
1024 0.9665 0.9661 0.9658 0.9673 0.9669 0.9656 0.9672 0.9668 0.9659 0.9678 0.9666  0.0007
32 08933 0.8962 08980 0.0000 0.8948 0.8913 0.8947 0.8927 08987 0.8944 08954  0.0027
64 09164 09188 09176 0.9179 09180 09173 09172 09154 09180 09153 09172  0.0011
, 128 09388 09378 0.9370 09360 09366 0.9387 09395 09354 09382 09371 09375  0.0012
256 0.9497 0.9525 09510 0.9494 0.9494 0.9496 09515 0.9505 0.9506 0.9515 0.9506  0.0010
512 09610 0.9623 09600 0.9593 09582 0.9612 0.9609 0.9598 0.9613 0.9606 0.9605  0.0011
1024 0.9664 0.9687 0.9656 0.9660 0.9651 0.9670 0.9668 0.9659 0.9678 0.9664 0.9666  0.0010
32 08968 0.8961 08948 0.8925 08997 0.8993 0.8948 0.8995 09010 0.8989 08973  0.0026
64 09182 09162 09176 09171 09197 09170 09164 009188 09175 09208 09179  0.0014
, 128 09367 09351 09378 09350 09362 09363 0.9358 0.9377 0.9377 0.9380 09366 00011
256 09501 0.9494 09528 0.9479 09497 09520 09498 09522 0.9527 09510 09508  0.0016
512 09607 09589 0.9627 09576 0.9603 0.9615 0.9602 0.9617 0.9621 0.9615 09607  0.0015
1024 0.9667 0.9660 0.9676 0.9653 0.9665 0.9678 0.9665 0.9674 0.9679 0.9669 0.9668  0.0008

119



Cizelge 69. Genel Model-LightGBM F1 Skoru Sonuglari

Kat
Kime Aga¢ 1 2 3 4 5 6 7 8 9 10 Ortalama S;a“da”
apma

32 09219 09195 09192 09226 09212 09202 09188 09201 09222 09217 09208  0.0013

64 09323 09308 09308 09325 09330 0.9314 09322 09320 09342 09327 09322  0.0010

, 128 09431 09439 09422 0.9438 09441 09430 09418 09433 09447 09451 09435  0.0010
256 09508 09512 09512 09522 0.9525 0.9513 0.9506 0.9525 0.9526 0.9531 09518  0.0008

512 09572 09577 09575 09583 0.9582 0.9575 0.9576 0.9574 0.9579 0.9588 09578  0.0005
1024 09614 0.9615 0.9609 0.9621 09624 09612 09611 09612 09615 0.9623 0.9615  0.0005

32 09196 09218 09218 09208 0.9203 0.9177 09205 09187 09213 09196 09202  0.0013

64 09317 09329 09322 09315 09332 09317 0.9326 09311 09326 09306 09320  0.0008

, 128 09441 09431 09428 09423 09438 09433 09450 09427 09433 09422 09433  0.0008
256 09515 09525 09514 09511 09517 0.9507 0.9529 0.9517 0.9519 0.9514 09517  0.0006

512 09582 09584 09574 09568 0.9572 0.9573 0.9588 0.9574 0.9581 0.9570 09577  0.0006
1024 09614 0.9624 0.9606 0.9610 0.9615 09615 09623 09613 09624 09610 09615  0.0006

32 09217 00206 09185 09188 09230 09212 09208 09215 09222 09211 09209  0.0013

64 09331 09309 09318 09318 09335 0.9320 0.9321 09326 09317 09329 09322  0.0007

, 128 00431 09421 09431 09423 09439 09429 09430 09441 09431 09437 09431  0.0006
256 09514 09517 09527 09502 09521 0.9525 0.9521 0.9526 0.9525 0.9518 09520  0.0007

512 09582 09580 0.9587 09561 0.9576 0.9589 0.9580 0.9578 0.9582 0.9581 09580  0.0007
1024 0.9620 0.9620 0.9620 0.9601 0.9616 0.9630 09619 0.9615 09620 0.9616 0.9618  0.0007
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